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No More Chewy Centers

https://media.paloaltonetworks.com/documents/Forrester-No-More-Chewy-Centers.pdf





Authentic Zero Trust

• It is a strategy designed to prevent data breaches and stop other 
cyber-attacks from being successful.

• It leverages design principles proven to work over more than a 
decade

• It uses the standard 5-step methodology for implementing a 
Zero Trust architecture

• It provides demonstrable, positive security outcomes for 
companies who adopt Zero Trust 



Some Zero Trust Misconceptions

• Zero Trust means making a system trusted

• Zero Trust is about identity

● There are Zero Trust products

● Zero Trust is complicated

Presenter Notes
Presentation Notes
[This slide has a build]Zero Trust means making a system trusted. FALSE. Zero Trust is about eliminating trust from a system. Zero Trust is all about identity. FALSE. Identity is only a facet of Zero Trust. Zero Trust also incorporates segmentation, access control and threat prevention. 
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Cyber Security Grand Strategy: Prevent Data Breaches
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Not a Strategy

Source: 
https://www.forrester.com/Forresters+TargetedAttack+Hierarchy+Of+Needs+Assess+Your+Core+Capa
bilities/fulltext/-/E-RES107121
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Source: https://www.forrester.com/Forresters+TargetedAttack+Hierarchy+Of+Needs+Assess+Your+Core+Capabilities/fulltext/-/E-RES107121



TRUST
is a dangerous

VULNERABILITY
that is

EXPLOITED
MALICIOUSby actors
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TRUST is a dangerous VULNERABILITY that is EXPLOITED by MALICIOUS actors



Zero Trust Design Concepts

Focus on 
business
outcomes

Design from the
inside out

Determine 
who/what 

needs access

Inspect and log
all traffic

Layer 7 Policy

Presenter Notes
Presentation Notes
4 key concepts:1. Focus on the business outcomes -  focus on what the business needs to accomplish. Often times Network and Security teams don’t map the requirements to the business resulting in Security being seen as an inhibitor instead of an enabler.2. Design from the Inside > Out. Start at the protect surface and design outwards from there by understanding the critical assets or data then the applications and services that needs to be protected3. Then determine who or what needs access and enforce by policy4. Finally, inspect all access up to layer 7 and log all traffic 



1. Who the President is…
2. Where the President is…
3. Who should have access 
to the President…

Presenter Notes
Presentation Notes
Image source: https://upload.wikimedia.org/wikipedia/commons/c/c6/Obama_Cadillac_limousine_in_2009_inaugural_parade.jpg



Perimeter
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Image source: https://upload.wikimedia.org/wikipedia/commons/c/c6/Obama_Cadillac_limousine_in_2009_inaugural_parade.jpg
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The 5-Step Methodology for Deploying Zero Trust Guides Your Journey

Define the
protect 
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Presenter Notes
Presentation Notes
At Palo Alto Networks, we follow a 5-step methodology to deploy Zero TrustStep 1: Define the protect surfaceStep 2: Map the transaction flowsStep 3: Build your Zero Trust architectureStep 4: Create Zero Trust policyStep 5: Monitor and maintain



Zero Trust Defines Network Segmentation

Protect Surface

1. Why are you segmenting?

2. How are you enforcing 
segmentation at Layer 2-7?
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Automation and Orchestration

“What if only a machine can defeat 
another machine?”
- The Imitation Game

Bletchley Park code-breaking machine: http://commons.wikimedia.org/wiki/File:Bletchley_Park_09.jpg

Presenter Notes
Presentation Notes
http://commons.wikimedia.org/wiki/File:Bletchley_Park_09.jpgQuote Source: https://twitter.com/imitationgameuk/status/527900961034219521?lang=en



Managed security

Incidents and events have doubled per month over 
the past 12 months (from 12m to 23m per month)



Who What When Where Why How

User ID Application ID Time 
Limitations

Device ID Classification Content ID

Auth type System Object Data ID Threat Protection

Workload SSL Decryption

Geolocation URL Filtering

Wildfire

The Kipling Method of Zero Trust Rule Writing

Cloud: 
IF Who (UID) = Sales, What (AID) = Salesforce, When (TOD) = Working Hours, Where (LOC) = US, Why (CLASS) = Toxic, 
How (CID) = SFDC_CID, THEN Allow.

On Prem: 
IF Who (UID) = Epic_Users, What (AID) = Epic, When (TOD) = Any, Where (LOC) = Epic_Srvr, Why (CLASS) = Toxic, How 
(CID) = Epic_CID, THEN Allow.



ZTaaS Makes Zero Trust Easy to Consume



Zero Trust Learning Curve
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Zero Trust Maturity Model

1. Define your Protect Surface 

2. Map the Transaction Flows

3. Architect a Zero Trust 
Environment

4. Create Zero Trust Policy

5. Monitor and Maintain the 
Network
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Zero Trust Is The World’s Only Cybersecurity Strategy

“Zero trust would have profoundly 
limited the attacker’s ability to 
move within OPM’s network and 
access such sensitive data.”

Source: Adopting a zero trust cyber model in government: http://federalnewsradio.com/commentary/2016/09/adopting-zero-trust-cyber-model-government/
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