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A PRACTITIONER'S JOURNEY…

Den 
Jones
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Director of Enterprise 
Security

Sr. Director of 
Enterprise Security

Chief Security Officer

Project ZEN 
(2018)
7 months
40k+ users
50k+ devices
1300+ applications

5 months
100k+ users
100k+ devices
100+ applications

Zero Trust Initiative
(2020)

Helping you achieve 
zero trust remote 
access

Zero Trust 
Evangelists



DO WE NEED A NEW SECURITY MODEL?

Network perimeter
no longer a 

security boundary

We mistakenly
consider the 

corporate network 
“safe”

Evolving 
workforce, shifting 

more remote

Authentication 
only focused on 

the user and 
ignores the 

device

Evolving tactics, 
techniques & 

procedures (TTPs)
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INSTEAD, IMAGINE A WORLD WHERE…
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The VPN is no longer a 
pain point for your users 

or your IT teams

Magic could happen and 
100k users are secured 
in months not years… 

You never enter a username and password 
again. Don’t change a password every 90 days.

Network access is restricted, similar to a guest 
network
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What did we deliver?

Regardless of what you call it…..     We call it solving problems.
The top three things that we delivered.

Enabled users to access 
applications without relying 

on a VPN

Improved employee experience Improved security and 
visibility

https://www.banyansecurity.io/
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What did we deliver?

Access internal applications and services without using VPN

• Publish applications and services to the internet

• Users don’t connect to your network via VPN, exposing your internal 
network and thousands of devices

• Reducing cost of ownership, no IP tables to manage

BLOG

https://www.banyansecurity.io/
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What did we deliver?

Improving Employee Experience: Happy Employees is directly tied to profit

• No more username and password during login

• No more 90 day password changes

• No logging into VPN or being confused when you need to

BLOG

BLOG

https://www.banyansecurity.io/
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What did we deliver?

Improving Security as we make it more of a background capability

• Certificates replacing passwords 

• No more broad internal network access from the internet

• Enforce device security posture and asset inventory*

• Ability to eliminate lateral movement 

BLOG

BLOG

* Integrated with your SOC, CMDB and ITSM workflows

https://www.banyansecurity.io/


Sell the vision, people, process, and technology0
1

Begin with a small cross-functional core team02

Find a concrete use case 03

Leverage existing investments04

Start by integrating with your existing authentication platform05
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STEPS TO SUCCESS

Short sprints and quick wins06
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Confusing people with marketing terms0
1

Thinking that a single vendor can do it all02

Trying to sell a long-term program03

Asking for trillions and billions04

Forgetting the importance of education/communication05

11

THINGS TO AVOID
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Your VPN team will not love your project0
1

Network Security purists will challenge you02

Intranets, Nested or embedded application issues03

Thick client application issues04

End Point policy enforcement revealed degraded state05
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LESSONS LEARNED

End Point platforms require different levels of love06

Presenter Notes
Presentation Notes
20220208
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S U M M A R Y

Banyan Security At A Glance

K E Y  
F A C T S

5 0 +  
H E A D C O U N T
HQ in San Francisco

D E P L O Y E D  A T  
S C A L E

Zero Trust Access
to on-prem, IaaS, SaaS

G R O W T
H

2X+ ARR YoY
3X+ Cust YoY
> 100% NRR

I N V E S T O R SS A M P L E  E N T E R P R I S E  
C U S T O M E R S



Zero Trust Remote Access 
for the Modern Enterprise
Stronger Security, Better User 
Experience

Presenter Notes
Presentation Notes
Hi, I’m Doug from Banyan Security and have been engaged with William who invited us to join today so thanks for having us. We’re a Zero Trust remote access solution built from the ground up for today’s hybrid cloud environments and work-from-anywhere reality.
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LESSONS LEARNED
Dev Proxy

Bastion

VDI

Firewall ACLs

Web Gateway

Partner VPN

Corporate VPN

Private
Applications

SaaS
Applications

Cloud
Native

Cloud Servers

On-Prem
ResourcesOffice

Worker

Remote
Worker

Developer

Contractor
/ Partner

Cloud App

Complex Poor WeakOperations User Experience Security
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Simplified & Secure

Office
Worker

Remote
Worker

Developer

Contractor
/ Partner

Cloud App

Private
Applications

SaaS
Applications

Cloud
Native

Cloud Servers

On-Prem
Resources

Simplified Great RobustOperations User Experience Security
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30,000

“Banyan was the only solution to 
leverage our existing investments in 
security and identity tools to create 
an intelligence layer that delivers a 
complete secure remote access
solution” 

Eric Anderson
DIRECTOR OF SECURITY

USERS

COUNTRIES

120

40,000
DEVICES

2,100
APPS & SERVICES

MOBILE WORKFORCE HYBRID & 
MULTI-CLOUD

Presenter Notes
Presentation Notes
One of our largest deployments is at Adobe, where over 30,000 users use Banyan to access 1000s of applications and services every day.
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Some Stats..

+ 6 months + 9 months+ 3 monthsKickoff

Deployed
Users

100%

Pertinent 
Ticket 
Volume

Presenter Notes
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20220208
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+ 6 months + 9 months+ 3 monthsKickoff

Deployed
Users

100%

Pertinent 
Ticket 
Volume

80%2.6M 48k
Device health checks 

per month
Improvement in 

user-device correlation
Device remediations 

per month

Visibility Incident 
Response Remediation

Some Stats..

Presenter Notes
Presentation Notes
20220208
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Architecture



REQUESTER

User and Device

COMPONENTS

Short-lived Tokens & Certs

HOSTED 
SERVICES

Amazon
EC2

RDPSSH

K8s

Access Proxy

Identity Provider Device Trust

SAML API

Policy Engine

PKI  |  Policy Management  |  Risk Scoring  |  Continuous Authorization
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User & Device Auth
Device Posture 

Policy Enforcement
Global Deployment



Amazon
EC2

RDPSSH

K8s
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Policy Enforcement
+

Global Deployment

Access Fabric (Banyan)

UEM Compliance
(WS1)

+
Device Factors 

(Banyan)

+
External Signals

(Splunk)

API
WS1

User

Device Trust (VMware)

1. User navigates to corporate resource

2. Policy compliance 
check

SAML

Identity Provider (Okta)

5. AuthN request to IdP 

Policy Engine (Banyan)

3. Client challenged
for device cert

4. Device posture check

Deploy Banyan App
Cert Lifecycle
Device Configs

Remote User

6. Allow access if all 
conditions met

WEB APPLICATIONS

Presenter Notes
Presentation Notes
<2-3 mins - Carlos>

Carlos:
As Doug shared earlier, I was one of the engineers responsible for the Zero Trust initiatives at Adobe and most recently at Cisco. 

As part of the initial scope for our Zero Trust initiative, Project ZEN, we were tasked with securing access to on-premise web and SaaS applications. This slide depicts high-level details of our Zero Trust implementation at Adobe. You can break up the architecture components into three general categories:
User and Endpoint component
Policy Enforcement Component or Access Tier
Access Policy component

I know we don’t have enough time to dive into the tech details but would be happy to schedule a foll-w-up meeting if you guys would like to learn more on the various components deployed

Let’s start with the User and Device component shown in the left side of the diagram
As part of our Zero Trust Initiative, we wanted to ensure that only those devices which met certain posture requirements and actively managed by Adobe were able to access corporate resources
That said, we also wanted to support those edge cases were certain users would be allowed access to few corporate applications (eg. Vendor/contingent workers)
Banyan allows the flexibility to install a lightweight app to perform a device posture check w/out requiring being enrolled to the corporate device management solution
Next, we wanted to establish user trust while improving the authentication experience
One of the common complaints we rec’d was the number of times a user had to authenticate on any given day. As part of our Zero Trust initiative, we deployed certificates to identify/authenticate the user, reducing the need for a user to enter their username/password. Employees loved the reduced friction for accessing corporate resources from a device that was trusted by Adobe
Access Tier/Identity Aware Proxy
Deployed infrastructure in AWS across three different regions to support our geo-dispersed employees (US/EMEA/APAC)
Connectivity back to on-prem DCs
Banyan allows you to deploy access tiers in a variety of options (auto-scale)
External DNS (CNAME records) which pointed to the proxy infrastructure
Policy Enforcement
Policy based on following context
Device is actively managed and compliant
Device meets certain local device requirements (min OS, firewall, disk encryption, password, Carbon Black actively running)
Integrated with other investments to override trust score if required (Carbon Black, etc)



Authentication

Network Access Control

Logging

Endpoint Detection & Response

Device Management
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Existing Talent

INVESTMENTS
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RoadMap to ZT

POC

Architecture & Design

Pilot

Final phase1 plan

Initial scope 5-10 
applications, ~50 users

Build Platform V1

Month 3

Onboard phase1 users

Onboard 5-10 apps

Month 12 Month 24

Onboard remaining users

Onboard Tier1 apps Onboard remaining  apps

Created Sec Intel

Block regular access for onboarded apps

Convert office NAC to guest

Begin workload phase



Users: Transparent to the end users0
1

Everyone: We did publish an intranet article02

Executives: Weekly updates with demos03

ZT Admins: Product, platform etc (40-80 hours)04

IT Support: Basic round tables, KC article updates05
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TRAINING

Presenter Notes
Presentation Notes
20220208



Simple pricing model based on user $10*list0
1

Cloud hosting costs ~$5k per year (depends on design)02

Core team FT for three months03

Ongoing support ~40-80 hours per week04

Cost Savings: 60-80% reduction in tickets related to passwords, 
eliminate VPN user tickets, Reduce to for SOC to find end points, 
user productivity improves (saving thousands of hours per yer)

05
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FINANCIALS

*$10 – Not an official quote, pricing and maintenance varies based on scale and commitment 

Presenter Notes
Presentation Notes
20220208



• Developer led
• Do it yourself

• Pritunl
• Hashicorp

ZTNA Landscape

Open Source Self Serve Best in Breed Full Suite

• IT/DevOps led
• Easy cloud service

• Twingate
• Perimeter81

• IT/Security led
• Enterprise ready

• AppGate
• Axis Security

• Single contract
• Broad portfolio

• Zscaler
• Cloudflare

Team Business Enterprise

Free forever $5 / user $10+ / user

Banyan works with:
 SD-WAN
 SWG / CASB
 CDN / WAF
 IDP / PAM
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Demo

Presenter Notes
Presentation Notes
https://www.youtube.com/watch?v=xlvqIfwu_6E

https://www.youtube.com/watch?v=xlvqIfwu_6E


SHAMELESS COMMERCE SLIDE 

Simple, User based license model

Banyan Security Sells a Zero 
Trust Solution

Want to get started today? 
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Visit the Banyan Website
www.banyansecurity.io

Request a Demo
www.banyansecurity.io/demo-request/

Sign Up for Our Team Edition
www.banyansecurity.io/team-edition-signup/

https://www.banyansecurity.io/
https://www.banyansecurity.io/
https://www.banyansecurity.io/demo-request/
http://www.banyansecurity.io/team-edition-signup/?utm_source=futurecon-la
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CONTACT ME

@DenJonesCyber

/DenWJones

Den@BanyanSecurity.io

Book an Office Hour with Den

https://calendly.com/denjones
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Q & A
142 Minna Street, San Francisco, CA 94105
415-289-9414
info@banyansecurity.io
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Get IT Started. 
Get IT Done.
Hosted by
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