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Abstract

The expansion in use of commercia off-the-shelf (COTS) products has been accompanied by
an increase in program failures. Many of these failures have been dueto alack of familiarity
with the changed approach that COTS products demand. This report describes the devel op-
ment of an approach to reduce the number of program failures attributable to COTS software:
the COTS Usage Risk Evaluation (CURE). The origin of CURE and an overview of the
method, along with detail on the materials and mechanisms used in CURE, are provided. The
CURE process is outlined and the results of the evaluations that have been conducted are
summarized. Finaly, possible future directions for CURE are explored.
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1 Introduction

Over the past decade, the use of commercia off-the-shelf (COTS) products to implement
significant portions of a software system has grown in both government and industry. The use
of COTS products emphasizes buying commercia capabilities rather than building unique
ones. Organizations that adopt a COT S-based systems approach generally expect either more
rapid or less costly system construction. These organizations also hope to stay in step with the
advances in technology that occur in the competitive marketplace. Government organizations
are particularly encouraged to use COTS products by acquisition reform regulations.

The use of COTS products can indeed have a beneficial effect. For example, the National
Aeronautics and Space Administration (NASA) successfully employed COTS productsin re-
engineering the Hubble Space Telescope Command and Control system [Pfarr 02]. The effort
incorporated over 30 COTS and GOTS' software components and achieved improved capa-
bility while decreasing the use of custom code by 50 percent. The program was able to meet
an aggressive schedule, delivering 10 major rel eases of the system in 48 months.

Unfortunately, for each highly successful case like the Hubble Command and Control system,
there are other less successful projects whose shortcomings are often attributed to the use of
COTS software products. The Software Engineering Institute (SEI®Y), through its participa-
tion on Independent Technical Assessments (ITAS), has been called upon on numerous occa-
sions to examine programs that have overrun their budgets and failed to deliver systems. Ina
very large percentage of these, COTS software has been a central issue in the failures. The
SEI's experienceis not unique. In awell-publicized example, Hershey Food Corporation’'s
quarterly profits fell 19 percent in 1999, adrop largely attributed to an inability to get candy
to Halloween and Christmas markets [Hayes 02]. It was widely believed that the cause of the
delay was a newly-installed COTS Enterprise Resource Planning (ERP) system.?

This paper will report on the SEI's devel opment of an approach to reduce the number of pro-
gram failures attributable to COTS software: the COTS Usage Risk Evaluation (CURE). In
Section 2 we describe the origin of CURE and provide an overview of the method. In Section
3 we provide detail on the materias and mechanisms used in CURE. In Section 4 we de-

GOT S refers to government off-the-shelf components, which are available for incorporation into
government-sponsored systems.

SEI is aservice mark of Carnegie Mellon University.

It should be noted that upgrades to the Hershey Foods system have gone far more smoothly, and
with great benefit to the corporation.

N
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scribe the CURE process. In Section 5 we summarize the results of the evaluations that we
have conducted. In Section 6, we describe future steps to be taken.
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2 Overview of CURE

In this section we provide a high-level description of CURE: why it was developed, a general
outline of the method, and some guidelines on the kinds of organizations that might benefit
fromit. A full description of the process and techniques of CURE will be deferred until Sec-
tions 3 and 4.

2.1 Why CURE Was Developed

As noted above, the SEI has participated in numerous ITAsand “red teams.” In many of
these, we identified some element related to COT S software as amagjor factor in failing pro-
grams. Two things soon became evident from these experiences. First, the paradigm shift to
the use of COTS software is not asimple step, but instead is one that imposes a very great
number of changes on an organization. Second, most organizations that have adopted a
COTS approach are not aware of these changes, or have not been willing to recognize how
pervasive those changesreally are. As aresult, alarge number of organizations are falling
into the same pitfalls over and over: unreasonable expectations about COT S software, mis-
guided attempts to modify COTS products, insistence on traditional development methods
when new approaches were mandatory, and other comparable behaviors inconsistent with use
of COTS software.

As aresult of these experiences, it was alogical step to conjecture that instead of a“red
team” when a programisinjeopardy, an earlier intervention, when a program was relatively
healthy and had not yet fallen into various COTS pitfals, would be highly beneficial. Thus,
the questions asked during an ITA (e.g., “Why didn’'t anyone ask the COTS vendor about
X7?") would be asked at afar earlier stage of aprogram (“Do you plan to ask the vendor about
X?"). Such an assessment would actually take the form of arisk identification exercise, and
the resulting method became known as the COTS Usage Risk Evaluation, or CURE.

Although it has some kinship with the risk identification method used in the SEI's Software
Risk Evaluation (SRE) technique [Higuera 96], CURE is distinct from that approach in a
number of ways. For one thing, CURE focuses solely on risks relating to COTS products: it
does not seek to identify the full range of risks that a program faces. Second, CURE is based
on the assumption that most of these risks (i.e., the COT S-related risks) can be predicted in
advance, based on evidence from the ITAs, where a small number of problems reappeared in
program after program.

CMU/SEI-2003-TR-023 3



2.2 High-Level Description of CURE

The COTS Usage Risk Evaluationisa“front end” analysistool that predicts the areas where
the use of COTS products will have the greatest impact on the program. This alows manag-
ersto map out a strategy to address the specific risks uncovered by the evaluation, and to
monitor their mitigation. CURE is designed to find risks relating to the use of COTS products
and report those risks back to the organization that is evaluated. Ideally, CURE is performed
on both the acquiring and the contracting organization, but thisis not absolutely necessary.

The evaluation consists of four activities;

e preliminary data gathering
e on-siteinterview

e analysisof data

e presentation of results

For the first step of CURE, the client is asked to respond to a short questionnaire. In some
cases, existing high-level briefings can provide the core of the requested information. Next,
the evaluation team, usually numbering three trained evaluators, makes an on-site visit to in-
terview the key personnel of the project. Aswill be described later, it is absolutely necessary
that the persons interviewed truly are the decision makers. the program manager (of the ac-
quiring side), or the project manager and chief architect (of the contractor side). This inter-
view provides the critical datafor the evaluation, and lasts an entire day. The interview makes
use of an extensive set of discussion topics, which are described in Section 3.

Following the on-site interview, the eval uation team considers the data gathered using a
structured analysis process. Based on this analysis, the team identifies the risks that the pro-
gram faces. The analysis also yields important information about the strengths of the pro-
gram. The outcome of the evaluation is presented to the client organization in the form of a
briefing, delivered approximately four working days after the interview. The briefing pro-
vides a detailed analysis of risks as well as program strengths that have been uncovered by
the evaluation team. This briefing is confidential, and is never shared with anyone except
those who participated in the evaluation.

2.3 Audience for CURE

CURE isintended for use with any program office and contractor that are creating large-scale
software systems that rely on COTS products. While the majority of its applications have
been done on government programs, there is nothing inherent in CURE that makesit gov-
ernment specific; CURE can be used by any organization that is building large, COT S-based
systems.
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3 Techniques and Mechanisms of CURE

In this section we provide details on the main materials and mechanisms of CURE. These fall
into two classes: those that are aimed at eliciting data, and those that help the evaluatorsto
analyze that data. The former consist of two documents: a short questionnaire and a “ discus-
sion topics’ document. The analytic materias consist of an extensive database of risk factors
and conditions, as well as the detailed data that is recorded by the evaluation team.

3.1 The CURE Questionnaire

The first mechanism for data elicitation is a short document called the CURE questionnaire.
This document isthe initial element of CURE that is visible to the subjects of an evaluation.
It isabrief, two-page document that is sent to the client organization several weeksin ad-
vance of the on-site interview, to befilled in with short answers and returned to the evalua-
tion team. The purpose of the questionnaire is to provide to the evaluators some advance in-
sight into the project: its overal purpose, size, and scope, the nature of the system to be built,
the identities of the key players, and so forth. It is not intended to provide detailed, exhaus-
tive information, but only to permit the evaluators to become acquainted with the program’s
context, its terminology and acronyms, and so forth, before the on-site interview.

When the questionnaire is returned to the evaluation team, it provides the basis for theinitial
inbrief (described more fully in Section 4.3). The questionnaire also permits the evaluation
team to determine guidelines for focusing the discussion topics on the key issues relevant to
the program at hand. After this, the questionnaire plays no further role in the CURE process.
The following excerpt shows 2 (of 19) items from the questionnaire.

1. Mission need for the system

o Briefly describe the mission to be fulfilled by the system, and characterizeit as:
replacement, update, moder nization, creating a new system, other.

o If replacement, update, or modernization isinvolved, briefly describe the dif-
ferences between the existing system and the planned system.

e Indicatethe planned overall lifetime of the new system.
2. Business/technical processes

o Briefly describe the business or technical processthat the new system will sup-
port.
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3.2 The Discussion Document

The conceptua basis of CURE liesin an extended document that enumerates a number of
COT S-related discussion topics. These topics include such things as COT S-related require-
ments, design, and testing; they also include such things as the experience base of a project’s
main decision makers, contractual relationships between and among COTS vendors, and
plansfor COTS product sustainment and maintenance. Taken together, these discussion top-
ics provide the foundation for CURE: they guide the on-site interview, provide a focus for the
evaluators analysis, and are critical to understanding the COT S-related risks that emerge as
the evaluation’s output. The discussion document is divided into the following fifteen chap-
ters:

Part One: General
1 System Description
2 Use and characteristics of COTS products
3 Management readiness
4 Technical readiness
Part Two: Business
5 Budget, schedule, and contracts
6 Vendors and suppliers
Part Three: Infrastructure
7 Standards
8 Process
Part Four: Lifecycle
9 Evaluation
10 Requirements
11 System design
12 System integration
13 System testing
14 Fidding
15 Maintenance and sustai nment

Each of these chaptersis roughly a pagein length, and is organized around a small number of
general areas which in turn are broken down into individual discussion topics. The topics
cover many different aspects of aprogram, but are primarily concerned with COT S-specific
issues. Figure 1illustrates Chapter 5 (“Budget, Schedule, and Contracts’). This example
shows six general areas, each of which contains two to four discussion topics. (Each item,
whether bulleted or sub-bulleted, is considered a separate discussion topic.)
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5.1 Contractual relationships

e Contractual relationshipswith and between all entitiesthat will contributeto the
project

— Relationships between different or ganizations

— Relationships between differ ent components of the same or ganizations
e Natureof any other contributions (i.e., non-contractual contributions) that are ex-
pected

5.2 Contract flexibility

e {For any contract that exists:} Provisionsin the contract that provide flexibility
(e.g., with respect to changed costs, extensions of vendor services, increased require-
ments, €etc.).

e Previouscontractswith similar COTS-related provisionsthat served as a contract
model

5.3 Contract renegotiation
e {For any contract that exists:} Contract renegotiation that has occurred that was
driven by COTS-related issues

— Effectsof thisrenegotiation

5.4 Cost projectionsand budgeting

e Methodsused for cost projections and budgeting for the system; impact of COTS
products on these methods

e Resourceallocationsfor specific COTS-related activities (e.g., standar ds group par-
ticipation, technology watch)

5.5 Product commer cialization
e Contractual provisions concer ning commer cialization of modified products
e Expectationsregarding other customer s of the modified products

5.6 Project schedule

e Schedulefor the system in terms of major milestones, IOC, interim deliverables,
major decision points

e Provisionsin schedulefor COTS productsreleases

e Any other COTSrelated factorsthat contributeto or constrain the schedule

Figure 1: Chapter 5 of the Discussion Document

Note that the discussion topics are not themselves statements of risk, and the mode of expres-
sion in which each topic is phrased is significant. Each isintended, insofar asis possible, to
be entirely aimed at elicitation of facts, and contains no implicit judgment about any risky
condition. Thus, in the first topic from the above example

e Contractual relationshipswith and between all entitiesthat will contributetothe
project
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the topic is aneutral basis for a discussion of whatever contractual relationships might exist
for agiven project. The presence or absence of risk will be determined later, after afull
analysis of all data has occurred.

The reader will find, in examining the discussion topics document as awhole, that a certain
redundancy exists between the different chapters of the document. This redundancy is un-
avoidable, and even necessary. For instance, some of the points covered in Chapter 2 (“Use
and Characterigtics of COTS Products’) are also revisited in Chapter 9 (“Evaluation”), Chap-
ter 10 (“Requirements’), and so forth. The need for this overlap is that there are subtle, al-
though quite real, digtinctions in the kinds of data that will emerge from discussing COTS
products from these various perspectives.

The discussion document is provided to the personnel of the program several daysin advance
of the on-site visit, and serves as the outline and agenda for the interview.

3.3 The Analytic Materials

The analytic materials used in CURE consist of the data that is gathered by the evaluation
team, and a database relating risk factorsto risk conditions.

During the on-site interview, the participants led by the evaluation team step through the dis-
cussion topicsin order. Asthey do so, the evaluators seek to dlicit sufficient datato permit an
adequate analysis. The precise data that are of interest will depend on the nature of the project
that is being evaluated. For instance, one project may be developing avery long-lived system
for which ongoing renewal of product licensesis a potentially critical issue. In such a case,
for the following discussion topic

o Estimated costsfor futurelicenserenewal; basisfor thisestimate

the evaluation team might be interested in the following kind of data:

e Arethe current estimates based on discussions with vendors?

¢ Isthere any anticipated change in license structure?

¢ Isthere any current knowledge about future cost increases? If so, what isthe
source of that knowledge?

The granularity of datasuch asthisis quite detailed and low-level. On the other hand, if the
system to be built does not have a long-term focus, the question of future license costs may
be much less important, and this particular discussion topic might be covered only briefly.

After the data on all relevant topics has been gathered, the CURE method then makes use of a
database that contains two kinds of items, risk factors and risk conditions, both of which exist
initially in template form. Risk factors are neutral statements of fact that provide afocus for
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the data-gathering activity. These factors are instantiated and made specific as the evaluators
record the data and perform their analysis of it. The goal isto summarize the raw datainto
succinct descriptions of some particular aspects of the project or system under evaluation. For
instance, for a generic risk factor such as

<system> has <some degree of dependence> on <other system>

the data might indicate that it should be instantiated as

The ABC system has total dependence for all of its data storage on the XY Z system
whichisaso currently in development.

The other contents of the database, risk conditions, represent the first explicit mention of risk,
in the sense of a potentialy harmful state that the program might face. Like the risk factors,
the risk conditions areinitially templates, and are phrased as general statements relating to
COTS-specificrisks:

The quality of product support for <product x> by <party> will be
<some deficiency>.

Asthe analysis proceeds, these generic templates are instantiated based on the risk factors,
which arein turn based on the data from the interview. For instance, the instantiation of the
risk condition above, supported by its (hypothetical) related risk factors, might be that

The quality of product support for SomeBudget T ool by QED Softwar e will be un-

predictable and erratic, because

e Thereexists no evidence that SomeBudgetTool has been successfully used in other
systems.

e User groups for SomeBudgetTool do not exist.

o Theentity with responsibility to support SomeBudgetTool is QED Software.

e The product support process consists of QED’s 24/7 help desk which exists right
now, but it is not likely that it will continue beyond the end of the year.

CMU/SEI-2003-TR-023 9
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4 Conducting a CURE

In this section we describe in detail how a CURE should be conducted. We describe the
CURE interview process, and also some other activities of the evaluation team during the on-
sitevisit.

4.1 Timing

The optimal time for CURE is when it can have the greatest impact on program direction.
Thus, when applied early in the program, the evaluation can help in planning for important
decisions ahead. The more major COT S-related decisions have aready been made, the more
the potential impact of CURE declines. By the point that al decisions have been made, when
al COTS products have been selected, licenses purchased, and so forth, thereislittle valuein
conducting a CURE for a program.

4.2 The Questionnaire

The questionnaire is sent to the client organization four weeks in advance of the on-site visit.
The organization isinstructed that the purpose is merely to acquaint the eval uation team with
the general outlines of the project, and not to dicit detailed data. Hence, the answers are ex-
pected to be concise, normally one or two paragraphs. The client organization is also warned
against submitting extensive documentation about the program; whatever low-level data
about the program is needed will be brought out during the on-site interview.

4.3 The CURE Interview

We have already noted that the interview must be with the key decision makers of a project:
the program manager, the chief architect, and so forth. The reason thisis mandatory is that
the type of datathat is sought by the evaluation is only available from those persons. For in-
stance: who is making decision X?What are the factors that will influence that decision?
What other factors have been considered?

The CURE interview will generally require between 7 and 10 hours to conduct. It is recom-
mended that the participants complete the interview in a single day, although this may not
always be possible. The interview is conducted by considering each area and each discussion

CMU/SEI-2003-TR-023 11



topic in turn. The evaluators should avoid a simple question-and-answer approach and engage
the participants in a give-and-take discussion of each topic.

The very first activity of the interview is an inbrief lasting roughly thirty minutes, and deliv-
ered by the CURE team. The inbrief has two sections. Thefirst is a description of the CURE
process describing what will occur both on the interview day and during the succeeding four
days of analysis by the evaluation team. The second part of the inbrief is a description of the
program as the evaluation team understands it. The value of thisistwofold. Firgt, it clarifies
for the decision makers how well the evaluators do (and do not) understand their program.
Second, and more important, experience has shown that at the start of the CURE interview,
the participants have a tendency to try to get as much information on the table as possible.
While laudable, thisis usualy a problem for the evaluators. Topics are raised prematurely,
and too much information is brought into the discussion too quickly. When the appropriate
occasion for those topics arises, there is an unavoidable sense of redundancy. Theinbrief isa
useful way to correct this problem and enter into the discussion of the program in a measured
and methodical manner.

The major part of the interview is a step-by-step progression through the discussion topics.
These topics have been formulated to cover the principal COTS-related issues that most pro-
grams will face. However, not all discussion topics are relevant for every evaluation. For in-
stance, if theissue of commercialization of modified COTS products has no relevance for the
program at hand, then Section 5.5 of the discussion topics document may be omitted. The
evaluation team will make decisions on which topics are relevant as the interview progresses.

The printed order of discussion topics will likely be followed in only a general manner. Thus,
the precise order in which each set of bulleted and sub-bulleted itemsis addressed may vary:
discussion might proceed from a genera point to a more specific one, or may immediately
deal with specifics. For instance, if a particular topic area contains three bulleted items and
two sub-bulleted topics, the discussion may begin with any of these, in any order, asthe
evaluators deem appropriate for the program at hand. There is no need to proceed exactly
according to the printed order within asingle area, so long as all relevant items are covered in
some manne.

4.4 Data Analysis

During the three or four days following the interview, the evaluation team performs a struc-
tured analysis of the data gathered. Using the database of risk factors and risk conditions de-
scribed in Section 3, the team formulates a set of COTS-related risks that appear to be sig-
nificant for the program. These risks are then ranked in order of criticality, severity, or
imminence to the program.
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In addition, the analysis produces a complementary set of program strengths. That is, if the
dataand analysisindicate that the program is aware of some COTS-related risk, and has
taken stepsto mitigate that risk, then that issueis regarded as one for which the program’s
management is to be complimented.

Although there is no set number of either risks or strengths, the eval uations to date have
tended to identify 8 to 12 of each.

45 The Outbrief

Theresult of the analysisis recorded in an outbrief that is delivered to the program no later
than four days after the interview. The outbrief lists the risks and strengths, and for each risk,
the evaluation team proposes one or more mitigations to that risk. These mitigations are
based on experiences with other programs, other CURES, and ITAsthat have identified the
same or asimilar risk.

As noted earlier, the outbrief, and in fact the entire CURE process, is confidential. The results
of the evaluation are given to the participants and to no one else. It is entirely the decision of
the participants whether the results are shared with any other persons.

CMU/SEI-2003-TR-023 13



14

CMU/SEI-2002-TR-023



5 Results to Date

In this section we describe the kinds of evaluations we have carried out, and also summarize
the general character of the risks that we have identified in these evaluations.

5.1 Kind of Organizations and Programs

To date, we have performed CUREs on the DoD, other government agencies, and industrial
organizations. The projects have included weapons systems, information systems, and com-
mand, control, communication, and intelligence (C3l) systems. Some of the evaluations have
been on only one of the parties to an acquisition (i.e., only the acquirer or the contractor)
while others have included both sides. The results indicate that the processis working as we
had hoped. Most programs have expressed considerable interest in the process, and the out-
comes of most eval uations have been welcomed by the organizations involved.

One problem that we have noted, and for which there appears no ready solution, is the intru-
sive nature of CURE. The evaluation requires one full day of dedicated participation by the
key personnel of a project, and thisis seldom awelcome prospect for any organization. A
Program Manager or a Chief Architect is generally an extremely busy person, and demanding
that someone in that role give up an entire 10-hour day is placing a great burden on the pro-
gram. We are grateful that, in most cases, the personnel involved have realized that if CURE
isto have genuine value, it requires that the key decision makers participate in the on-site
interview.

One major lesson learned isthat for organizations and projects that are in relatively good
condition, few of the risks we identify are surprises to the participants. For such projects, the
results of CURE tend to be an external affirmation of good management practice. (It should
be noted that on most occasions, even for well-managed projects, at least some of our find-
ings were unexpected to the organization’s personnel.) However, for organizations and pro-
jectsthat are in aless healthy state, our findings typically point out risks that are unforeseen
by the program’s participants. On the one occasion where we identified alarge number of
extreme and severe risks, we predicted that the risksto the program were probably beyond
mitigation; on that occasion, the program was cancelled within a year.
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5.2 Statistical Breakdown of Results

We now list the major areas of risk that we have identified during the past four years. Note
that we are here summarizing only the areas where we have identified risks. We do not pro-
vide examples of actual risk statements, since we always guarantee that the result of a CURE
evaluation is completely confidential.

To make this summary, we rephrased and generalized the results of al of the CURES to date.
For instance, we had evaluated severa programs in which we found risks associated with the
program’s use of integrated product teams (IPTs). Restated to remove any connection with a
specific program, they included

e the expected composition of IPTsisinsufficient for this program because it is top-
heavy with people from <only one part of the program>

o the expected composition of IPTsisinsufficient for this program due to the absence
of any empowered personson the IPTs

e the management team lacks any experience with using IPTs at dl

and other comparable statements of arisk condition. We then generalized all of these into a
higher level risk arearelating to weakness of the program’s IPTs, due to inexperience, poor
structuring, or other such factors. We a so calculated, for each risk area, its overall percentage
in the programs we have evaluated.

Theresult isacollection of 21 risk areas that fall into 4 broad categories: Programmatics and
Management, Technical Areas (e.g., Design, Evaluation, Testing), Mission and Stakeholders,
and Product-Specific Issues. It isimportant to note that some of the risks are not truly related
to COT S software usage. Thus, though most risks have some kind of COTS product focus
(e.g., thelack of sufficient COT S-related experience on the part of the management team),
some were quite independent of COTS concerns (e.g., harmful personnel shifts within the
management team, or unsatisfactory use of IPTs as cited above). We have found it impossible
to avoid noting such magjor risks, regardless of their pertinence to COT S issues, and we saw
no need to suppress these “non-COTS’ risks from this tabulation.

The proportion of risks across the categories was somewhat surprising. We had expected that
risks indicating difficulties with particular COTS products themselves would be most com-
mon, but this was not the case. The largest category consisted of risksin the category of Pro-
grammatics and Management. It is possible that because CURE has a bias toward manage-
ment issues, a preponderance of risks will occur in that category in all cases. Thiswill be
proven or not as we get more data.

Of theindividual risk areas, “Fulfilling System Requirements’ was the single area holding
the largest amount of risk by far (12%), which was not unexpected. Note also that since we
distinguished “Requirements Management” from “Fulfilling System Requirements,” we may
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have even understated the importance of requirements; counted together, these two represent

some 16% of all of the risks.

Thisisthe breakdown of risks by category®:

Programmatics and Management:

Technica Areas:
Mission and Stakeholders:
Product-Specific Issues:

31%
24%
30%
16%

Table 1 showstheindividual risk areas within each category.

Programmatics and M anagement

Personnel (7%)

Budget (5%)

Requirements management (4%)

Contract (4%)

Risk management (3%)

Decision making (3%)

IPTs (3%)

Process (2%)

Technical

Business processes (5%)

Configuration management (5%)

Fielding (4%)

Test (4%)

Integration (3%)

Data conversion (2%)

Evaluation (1%)

Mission and Stakeholders

Fulfilling system requirements (12%)

Sustai nment (9%)

Stakeholders (9%)

Pr oduct-Specific | ssues

COTS modification (6%)

COTS version skew (5%)

COT S product support (5%)

Table 1: Risk Categories and Risk Areas

3

Note that these percentages add up to 101% because of rounding.
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6 Summary and Future Work

The CURE method has proven to be a useful tool for organizations that acquire or develop
COTS-based systems. It provides those organizations with useful insights about COT S-based
development that are derived from alarge number of other programs, and crystallizes the ex-
perience gained from several years of observation of software system acquisitions, both suc-
cessful and otherwise. However, there are several improvements that can be made to the ex-
isting method. They are addition of some additional topic areas; automation of portions of the
analysis process; and finalization of educational materials about the method.

The discussion topics presently cover most, but not al pertinent areas where COT S-related
risks can affect a program. Of the ones missing, by far the most significant one is that of se-
curity. While some discussion topics touch on security, we fedl that it would be desirable to
introduce an entirely new chapter to the document where several issues relating to security
and COT S products could be considered systematically.

The analysis process would benefit from additional computer support. Currently, the evalua-
tors do a considerable amount of the analytic work by hand, and it would be useful if agood
deal of this were automated. This may also contribute some greater efficiency to the process,
if the number of days of analysis were reduced by one, the cost of CURE would be lowered.

Finally, the process by which new CURE evaluators are trained is largely one where experi-
enced CURE evaluators mentor new evaluators. A training manual is currently in preparation,
but it would aso be desirable if course materials were to be developed as well.

Asthese materias are devel oped, we believe that CURE could become a widely-used
mechanism, and one that is readily available to organizations and enterprises that wish to im-
prove the manner in which they acquire and develop COT S-based systems. It is our hope that
organizations other than the SEI will become familiar with the CURE method, and will adopt
it asauseful element in their pursuit of improved software engineering processes.
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