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I. Introduction

Pursuing a career in cybersecurity is not as straightforward as other more traditional professions.
Doctors and lawyers serve as great examples. In most countries, including the United States, an
advanced academic degree is required for each, along with an occupational license. Although there are
exceptions to the rule, the general process includes completion of high school, earning a bachelor’s
degree, entrance exams and completion of a master or doctoral program, on-the-job training
(residencies and internships), and state or multi-state license examinations. The cyber career pathway
can include none, one, all, or any combination of similar endorsements. However, none are actually
required to become a cybersecurity expert. Employers may have requirements for a candidate, which
they trust are enough to demonstrate the necessary qualifications. However, one’s proficiency and
expertise in cybersecurity is often determined by their inquisitive nature, problem solving skills,
technical aptitude, and their ability to understand the interdependencies of people, systems, and
applications.

One may argue that cyber professionals do not have the same responsibilities as lawyers and doctors,
and thus career pathways do not require the same structure and oversight. The opposing argument will
highlight the dependence upon secure use of technology for today’s financial systems, health care
devices, critical infrastructure, and so much more. While there are a variety of applicable undergraduate
programs, numerous industry certifications, and emerging master’s level degrees, there is truly no “best
way” for entering the cyber field. Instead, there are numerous paths that professionals have taken to
begin and advance their careers.

According to the 2018 Cybersecurity Workforce Study, conducted by the International Information
Systems Security Certification Consortium (ISC)?, the shortage of cybersecurity professionals is nearing
three million globally, with North America’s shortfall estimated at 498,000.! Contributing to the lack of
skilled cyber professionals are a variety of factors, including rapid technology changes, hiring
constraints, inadequate understanding of cybersecurity fundamentals, along with the absence of a clear
cyber career pathway. The amount of information can be overwhelming and conflicting. In addition,
inconsistent language used in job titles and requirements can add to the uncertainty and
discouragement.

The limited understanding of prerequisite skills and knowledge required when entering the
cybersecurity field, or advancing from an existing cyber role, is a significant hurdle. This paper,
sponsored by the Cybersecurity and Infrastructure Security Agency (CISA) of the Department of
Homeland Security, and authored by the Software Engineering Institute (SEI) at Carnegie Mellon,
explores the current state of cybersecurity career paths and progression.

II. Early Exposure to Technology

Technology is ubiquitous in our everyday lives; at home, work, school, and travels in between. Most
schools have integrated tablets into the classroom, and homework assignments. They provide more



engaging instruction to multiple types of learners, while also evolving teaching styles with instant
assignment results, many times involving several metrics.

By incorporating a tool that many children first associated with games, this creative method of learning
is welcomed by students. Teachers with “21° century skills” are finding new ways to connect and inspire
our youth.2 Using technology at younger ages for problem solving and introducing new tools and
applications, immerses them in the digital age and develops an aptitude for technology. It is also driving
the need for good cyber hygiene and digital citizenship at an earlier age. Many districts require students
to complete Internet safety training before using devices.? Time will tell if establishing positive cyber
habits at younger ages will have an impact on future interests in a career in the field.

While K-12 classrooms are leveraging more technology for instruction, today’s educators are challenged
with preparing students for a career in cybersecurity. According to the findings published in an early
education and development online journal, surveying 67 Head Start classrooms, teachers’ self-efficacy
was lower for STEM (Science, Technology, Engineering, and Mathematics)-related subjects, i.e., science
and math* which results in these educators feeling not adequately prepared to teach these subjects.
The lack of early STEM exposure, as early as sixth grade, impacts a student’s likelihood to choose a STEM
career.®

High school is when most students begin seriously considering career options; having a better
understanding of what various occupations entail, would aid in this decision process. Four Raytheon
reports, spanning from 2014 to 2017, describe the current state of millennials and their relationship to
cybersecurity. Data was collected from over 3,000 millennials, ages 18-26, from nine countries, and
summarized in these annual reports.

One-fourth of the respondents stated they did not feel qualified to pursue a career in cybersecurity.
However, almost half, 47% of those millennials, indicated they would have an increased interest in the
field if they learned more about what the job actually entailed. The majority, 83% believe it is important,
very important, or extremely important to increase cybersecurity awareness programs in the workforce
and formal education programs.®

Another factor weighed in the reports was where the young adults were hearing about cybersecurity. In
2017, 43% said their first cyber talk was with their parents. A similar percentage, 40%, responded that
their parents held the top rank of influential figures in their lives.

The millennials who said it was a teacher who initiated awareness of the cybersecurity field, was 37%.
That leaves 2/3 who had not discussed a career in cybersecurity with an educator. Awareness is
paramount. Parents and teachers need at least a base level understanding of the field to adequately
inform young adults and aid them in finding resources. Earlier exposure to career options in the field of
cybersecurity could increase if career influencers and mentors had fundamental cyber knowledge.

Initiatives, Programs, and Resources

There are several initiatives to generate awareness in the information technology and security field. The
National Initiative for Cybersecurity Careers and Studies (NICCS), managed by the Department of



Homeland Security (DHS), is probably one of the most well-known cybersecurity resources with a wealth
of information on cyber education and training. NICCS maps the training within its catalog to the
National Cybersecurity Workforce Framework (NICE Framework); a tool intended to establish a
universally adopted terminology for cyber work roles and the knowledge, skills, and abilities (KSAs)
required for each. NICCS has neatly organized links to a plethora of sources to obtain K-12 cyber-based
curricula and tools for organizations to build and strengthen their own cyber workforce.

Aimed at K-12 audiences is GenCyber. GenCyber is a program cosponsored by the National Security
Agency (NSA), and the National Science Foundation (NSF), that provides summer cybersecurity camps,
at no cost, for students and teachers. GenCyber is positioning themselves to be part of the solution to
the shortage of cyber talent by inspiring students’ interest in the field earlier, and advancing teaching
methods in related K-12 curriculums.’

Initiatives for middle and high school students take technical training further with hands-on skill
application, and cybersecurity career information. Many of these are competitions or challenges where
learners perform in scenarios that simulate common cyber operator roles. These are especially plentiful
for high school, college, and post-graduate audiences. Sponsors of these events, government, industry,
or academia, provide practical insight into the cybersecurity career field in an engaging way.

Career Technical Education programs, commonly referred to as CTE, are integrated into school districts
across the U.S. There are currently 12.5 million students enrolled in CTE programs throughout middle
school, high school, and post-secondary institutions®. These career programs, developed in collaboration
by state education leaders, directors, and industry leaders, are designed to teach specialized career skills
through applied, hands-on practice.

The CTE program has 16 occupational areas, or clusters, with more than 79 career options organized
within. Each cluster has established knowledge and skill statements defining the foundational
expectations of that area of work, which apply to all related career pathway options. For instance, the
Health Science cluster has essential knowledge and skills common across each of its five career path
options. The paths detail the coursework and training to obtain, and offers sample job titles it would be
applicable to. Most paths have guidance starting at the ninth grade. This means students could
potentially have four years of immersive career training before graduating high school. The CTE
programs are working to prepare students to be workforce-ready through occupationally-focused
training and practical hands-on experiences. CTE initiatives include standards for information technology
careers, which can establish foundational proficiencies for technical cybersecurity occupations, such a
networking and programming.

A program supported by DHS, US Cyber Challenge (USCC), has the aggressive goal of finding 10,000 of
America’s brightest to recruit into cybersecurity roles. Together with partners from government,
industry, and academia, USCC conducts competitions and training camps where participants can apply
and further develop their cyber skills. The Cyber Quests portion has online challenges where those who
excel and show aptitude based on correct scores and time taken to complete, are invited to Cyber
Camps. The camps are weeklong workshops led by college educators and cybersecurity experts



commencing with a capture-the-flag competition, and a job fair.® USCC also manages cybercompex.org,
an online resource with references to all things cybersecurity, including a list of various cyber
competitions.

Another example of an online cyber challenge simulating an operations environment is the NICE
Challenge Project. It is managed by the National Initiative for Cybersecurity Education (NICE) and NSA,
partnered with California State University, San Bernardino. The project consists of standalone challenges
representing tasks detailed within the NICE Framework. Standalone meaning users can work on a single,
or combination of challenges, based on their goals and solve these real-world challenges without
instruction. This virtual environment can be leveraged as a training or evaluation resource.

Circling back to educational institutions, there are several collegiate programs to encourage careers in
cybersecurity. CyberCorps’ Scholarship for Service, commonly referred to as SFS, covers the tuition
expenses of earning a degree in a cyber-related field. This program is sponsored by NSF, and in exchange
for the tuition benefit, the graduate is required to work in a government organization for a term equal
to the length of their scholarship. As of January 2018, there are 70 participating educational institutions,
and over 2,500 SFS graduates have acquired positions in over 140 federal, state, local, or tribal
agencies.'® The program also provides guidance to hiring managers in government agencies on
recruiting an SFS graduate.

National Centers of Academic Excellence (CAE) is a program sponsored by DHS and NSA. Two and four-
year colleges and universities can be designated as a CAE if their degree programs meet strict
requirements that include an alignment between critical cybersecurity skills and Knowledge Units (KUs).
There are over 200 educational institutions that have earned the distinction as either a CAE in cyber
defense (CAE-CD), or CAE in Cyber Operations (CAE-CO).!

The CAE-CD program focus is on higher education and research in cyber defense. There is a CAE in CD
Education (CAE CDE) for all degree levels, and a CAE in CD Research (CAE-R) for schools with doctoral
programs. Graduates will have an expertise in cyber defense and be prepared for a position in
cybersecurity.

The second CAE distinction is Cyber Operations (CAE-CO). CAE-COs are applicable to four-year and
graduate level degree granting universities, and is an intensely technical program with hands-on
practical application of cyber tools and techniques. Institutions designated as a CAE-CO have established
degree programs in computer science, electrical engineering, or computer engineering. Graduates will
be prepared to perform specialized cyber operations in areas like collection, exploitation, and response.

There are also Intelligence Community Centers for Academic Excellence (IC CAE), supported by NSA. The
Defense Intelligence Agency (DIA) manages this program, which includes working with competitively
selected four-year institutions, to ensure graduates have the skills needed for employment in
intelligence and national security.

Veterans who had a technology or communications-related assignment, likely have relevant experience
that would complement pursuing a formal degree in cyber. The Gl Bill is another government-sponsored



program that may be an attractive post-high school option for some. Active-duty service members,
veterans, National Guard or reserves, or a qualified survivor or dependent, can be eligible to receive
assistance with tuition expenses through the Gl Bill.

Hire our Heroes (HOH) is a non-profit organization founded with the goal of helping veterans gain
employment after their military service. According to an article published on the HOH website, veterans
are excellent candidates for a career in cybersecurity because of their ability to “thwart cyber
adversaries, make quick decisions in dynamic situations, and help defend our country”.1? One of the
resources available to veterans to assist with training related to cybersecurity, is the Federal Virtual
Training Environment (FedVTE). This online, on-demand training platform sponsored by DHS, contains
courses covering a wide-range of cybersecurity topics for all experience levels, at no cost to HOH users.
Besides experience from military service, veterans may have a security clearance making them well
positioned for a career in the cyber field, especially for government-related institutions.

Cyberseek is another noteworthy project aimed at anyone interested in cybersecurity including
students, educators, employers, or those desiring employment. An interactive website, cyberseek.org,
contains several tools designed to help users narrow down career considerations and outline the best
way to proceed. There is a career pathway tool that takes user-selected options within job categories
and returns useful information, such as the average salary for a position, requested education and
certifications, ideal skills to have, and potential role transition opportunities.’® CyberSeek is supported
by NICE and partners with Burning Glass Technologies, an analytics company, and the certification
agency, CompTIA.

CyberSeek also has an interactive heat map tool. The map provides insight into the status of the
cybersecurity career field in geographical areas. Information is available at the national level, or a more
in-depth look at metro-level areas that can be filtered by population size. Selecting a state returns data
for its number of job openings, total employed, and the supply to demand ratio as compared to the
national average. Further, the top titles of open jobs are listed, categorized according to the NICE
Framework, as well as certifications requested by openings compared to the number who currently hold
it. Cyberseek provides useful data regarding the current climate of the cybersecurity career field that
can help with decision-making or strategy-development.

This list of resources only scratches the surface of what'’s available online for information on training,
education, and employment in the cybersecurity field. Some target specific audiences or a particular
goal, but if an individual is interested in pursuing a job in cybersecurity, or educators need awareness or
training guidance, information is a few clicks away. The cybersecurity community, from all sectors, has a
vested interest in cultivating a larger pool of skilled professionals to help address the workforce
shortage.

Methods of Entry into Cybersecurity

There are typically three methods of entry into the cybersecurity career field. One is directly after
graduating from college or university. Companies are interested in hiring graduates because they are
fresh and can be molded for specific workplace culture. The graduate will likely have had some



experience through internships or cyber competitions. Their new-hire will more readily accept the
training and practices of the company without biases from previous job experiences.

Having organizations partner with educational institutions is a frequent recommendation within the
community to help solve the cyber talent shortage. Making this connection keeps schools abreast of the
knowledge and skills students need to prepare for a career, while the companies are connected to a
pool of effectively trained recruits. There are several examples of companies who have reached into
schools to help design curriculums, and provide guidance for critical skills needed in the workforce.

The 20-year partnership between the NSA and the University of Maryland, Baltimore County (USMB) is
keeping the agency’s workforce pipeline flush with talented recruits. Eighty-five percent of students in
the NSA/USMB programs become fulltime employees.'* This relationship, as well as those the NSA has
with CAEs, is also leveraged by existing employees to earn additional degrees and certification
opportunities. Their initiative has proved successful with 1,100 USMB students employed at the NSA,
and a 96 percent employee retention rate.* While the NSA/USMB student programs are not exclusive
to cybersecurity or technology, the model of an agency partnering with an educational institution to
prepare students for specific careers through training and mentoring, is one with proven results that are
impactful.

Another way of entering the cybersecurity career field is through cross-training. This includes those who
have worked in Information Technology (IT) or that may have a tech background. IT personnel are often
responsible for both technology implementation and applying security configurations to systems and
networks.'® Having an in-depth understanding of topologies, protocols, devices, and applications
provides a solid foundation to build upon when developing new cybersecurity knowledge and skills.
Additional training, and obtaining industry certifications will likely be required, but having this previous
experience positions them well for such a transition.

Finally, there are those with no technical background, but other expertise that can be applied in a
cybersecurity-related work role. As in other professions, cybersecurity has many specialty areas. There
are management roles, training, professional writing, risk assessment, legal, and so on. For those
interested in more technical tracks, understanding the fundamentals of information technology and how
computers operate is where to start. In a January 2019 survey of almost 40 professionals actively
working in cybersecurity positions, 30% of respondents advised beginners to build a strong technical
foundation by learning the basics of networking, operating systems, programming, etc.'® Others in the
survey, 28%, indicated the best place to start was learning as much as possible by reading blogs,
listening to podcasts, viewing webinars, and even taking formal classes. This is consistent with many
online resources providing tips and guidance for pursuing cybersecurity careers.

The website, Breakingintocybersecurity.com, published the personal stories of 55 cybersecurity
professionals on their paths taken into the field, and their advice for others.” The advice of these
professionals is very similar to the feedback from the previously mentioned survey. Both had common
themes. Advice to learn new things and building a strong technical foundation were mentioned the
most. Also frequently found in the Breakingintocybersecurity.com professionals’ advice feedback was



the importance in first identifying an interest or passion for cybersecurity, and then letting that drive the
progression.

The need for individuals to possess a strong technical foundation and a desire to learn are some of the
most common tips given by current cybersecurity practitioners. In an article by Derek Carline®® relating
to getting a job in cybersecurity, published on Cybrary.it, a website dedicated to cybersecurity training,
he states the first steps are to research the field, work on gaining a baseline foundation, and master the
basic skills. Another article published on Forbes.com, Laurence Bradford®® writes about starting a
lucrative career in cybersecurity, and begins by declaring, the best security professionals have well-
rounded experience in tech work. It continues with a similar quote from Sean Tierney, head of the cyber
intelligence team at Infoblox, saying, “become a master of the fundamentals of data networks, be an
expert at administering multiple operating systems or be proficient at multiple scripting languages
(Python, Bash, etc.)”. The consensus from these sources, representing seasoned professionals in the
field, is to have the desire for success and build a strong technical foundation.

[II. Cybersecurity Career Pathways

The scope of research for this paper is the current state of career paths and progression in terms of
advancements within the cybersecurity field, not promotions and annual raises within the same
position. It is unclear who ultimately owns the responsibility for career path progression. Traditionally,
individuals guided their own interests and desire for advancement. With ever-changing technologies,
and specific organizational needs, employers are taking a larger role in helping to define progression
paths. Organizations investing their own resources to create clear guidance on advancing their
employee’s careers, shows a vested interest in personnel success while attending to their own needs for
a trained, skilled workforce.

The dynamic nature of cybersecurity is challenging, compounded by work roles differing between
organizations, and even departments within. With the rapidly changing nature of the domain, career
pathways and required training must be reviewed and updated regularly. Referring back to the medical
and legal fields examples, the necessary skills for those professions have remained relatively consistent
while cybersecurity continuously demands learning new concepts. Because of this, curriculums can
quickly become outdated and less reflective of the current state of cybersecurity at any given time. For
instance, artificial intelligence (Al), Internet of Things (IoT), and weaponized psychology are just a few
newer priorities in the cyber domain. The latter, weaponized psychology, which is commonly related to
social media, is a threat thought to be especially critical. Sen. Richard Burr (R-NC) chairman of the
Senate Select Committee on Intelligence, said in remarks at a January 2019 hearing on the global threat
environment, “We are now living in a new age—a time characterized by hybrid warfare and weaponized
disinformation, all occurring within the context of a world producing more data than mankind has ever
seen.” Skills required for this new attack surface, to detect and counter these influence operations,
would include psychology, economics, and algorithms. Existing higher learning degrees in cybersecurity,
and even position descriptions, are not likely to include these psychology and economics requirements.
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Applying for positions within the cybersecurity field will require some level of higher education to
demonstrate an aptitude to succeed in that position. There are rare cases where those without a degree
find themselves excelling in a work role. However, earning an advanced degree, preferably in science or
technology, will get candidates stronger consideration. An educational foundation in this area
represents some fundamental knowledge of computer systems and how they can be applied. In a survey
conducted in January 2019 including 39 professionals actively working in cybersecurity positions, 36%
stated that earning a college degree was the strongest contributing factor for them entering the field.'®
Of those, 79% earned a technical degree. While this data indicates that a degree in computer science
can be a strong first step for pursuing a cybersecurity career, the same survey had a higher percentage
of respondents, 38%, who entered with a non-technical degree and/or unrelated field.

According to the 2018 (ISC)? Cybersecurity Workforce Study, 49% of hiring managers believe relevant
cybersecurity work experience is one of the top qualifications they look for amongst potential
candidates. Relevant experience demonstrates a candidate’s interest in the field, and the likelihood they
have the skills to do the job. In the 2019 SEI survey, 58% of current cybersecurity professionals had
previous work experience in IT, Software Development, or Engineering.'® This related job experience is
transferable and may be a contributing factor in hiring or promotion processes.

In addition to work experience related to cybersecurity, investing in more specialized training and
certifications have been identified as factors that help professionals progress in their field. Advanced
training in emerging technology and security areas such as cloud computing and artificial intelligence
would significantly increase a candidate’s value and competitiveness. While there has been an ongoing
debate over whether or not certifications actually prove a candidate can apply what they learned
through studying and passing a certification exam, certifications can be used as a way to filter out
candidates®. In fact, according to (ISC)?s Global Workforce Study, cybersecurity certifications are highly
ranked as being most important for advancing and maintaining careers.?

Earning a cybersecurity-related industry certification is a solid step in pursuing a position in the field.
They are valued by companies, and frequently listed as a requirement in many job descriptions;
especially for entry-level. Instead of an advanced degree, combining some formal education and a
certification is a common route for cybersecurity professionals. One reason is the cost and time it takes
to earn a master’s degree compared to the time and cost of earning a certification. For example, the
average for a cyber-related master’s degree is a couple years and between $20,000 and $70,000 per
year,?? depending on institution and program. The CISSP certification is considered advanced and one of
the most commonly requested in job descriptions. The CISSP exam is 3-hours and costs $699.2% There is
preparation time to consider for the certification exam, and possibly the purchase of study materials,
but that cost does not compare to the graduate degree, plus all the extra amenities needed to attend
the courses.

However, unless the certification requires hands-on application of knowledge, it does not prove the
candidate possesses the necessary skills to be successful. Instead, it only demonstrates their ability to
pass the required exam. According to a 2017 Infosecurity Magazine online article, certifications may not
hold the same weight as experience once a professional has reached a certain point in their career.?*
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Further, it quoted the findings of a survey conducted during the 2017 RSA conference where 93% of the
attendees reported that relevant work experience outweighed qualifications.

It is common for organizations to sponsor the pursuit of advanced degrees and industry certifications for
their employees. Accepting an entry-level position and gaining practical work experience while earning
additional credentials is a win-win for both sides. The individual is paying little to enhance their
qualifications, while the organization is investing in skill strengthening of its human capital.

Internships, apprenticeships, and rotational programs are gaining popularity as organizations strive to
recruit new talent and strengthen the abilities of existing employees. Rotational programs are a
progressive means for encouraging rapid transfer of knowledge, while aiding in professional growth for
employees. Capital One and Boeing are examples of private sector organizations implementing
rotational strategies, while the NSA serves as a model for government agencies. New NSA hires,
including Center of Academic Excellence (CAE) graduates, enter a one to three year rotational
development program. After initial training on core competencies by subject matter experts, employees
then spend time in several departments for additional mentoring, and to gain hands-on experience.
Once complete, the NSA Board of Governors decides the candidates’ placement based on the
individual’s strengths, interests, and agency needs.

In addition to experience and education, there are qualifications and skills that may not be formally
identified. So-called ‘soft skills’ such as communication, teamwork, attention to detail, and problem
solving, are just a few of the attributes an individual also needs to be successful in a cyber role. Having
skills beyond technical proficiencies is important in becoming a fully functioning member of a
company.? Analyzing personality and behavioral traits of potential candidates is becoming a more
common tool to predict whether an individual will be a good fit for an organization. IBM has produced
two related tests to help evaluate workers for entry-level IT security work roles.?® The exams assess soft
skills and behavior traits as well as the cognitive aptitude required to learn technical concepts. Their
Commercial Cyber Aptitude Test (CCAT) measures if an individual has the fundamental qualities that
support competency development for cyber roles. The critical traits to measure include adaptability,
dependability, and energy.

Another aspect, which can make a huge difference in the cybersecurity field, is a security clearance. If a
candidate possesses an active clearance from a previous job, or the military, it is a tremendous benefit.
This is especially true if they are applying for a government position. A security clearance proves to
employers an individual has passed some level of background check, and is capable of, and willing to
protect classified information.?” Obtaining a clearance can be a costly, time-consuming process. One
cannot obtain a security clearance on their own; a job that requires one and a sponsoring agency is
needed first. Avoiding infractions or indiscretions that may cause delays or rejection in the background
review process is paramount if a career in cybersecurity is desired.

The path to follow for a cyber career is different for every individual, and job role. The dynamic nature
of the cybersecurity field and the ever-changing landscape make it difficult to design a one-size-fits-all
plan that will have a long shelf life. Organizations also have different needs and priorities. Achieving
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some combination of a technical foundation, an IT-related education, an industry credential, and/or
applicable work experience is a solid start to the journey.

IV. Cybersecurity Career Progression

Confucius once said, “Choose a job you love, and you will never have to work a day in your life.” While
most would agree, the feeling of contentment and satisfaction is oftentimes matched with a desire to
improve and grow. The cybersecurity field is so diverse, opportunities for moving upward in rank,
gaining more experience, or transferring positions horizontally, are achievable. The key is identifying the
skills and strengths, those that bring out the most for an individual, and move from there.

For other industries, the steps for career progression are typically defined and straightforward. Recall
earlier examples of careers in medical and legal fields. Because of the vastness that makes up the cyber
field, and its intermingling into nearly every industry, a clear career pathway does not exist.? Because of
this, the process of developing an individual career path may appear daunting and full of uncertainties.

Common career advice includes self-refection, goal setting, and developing a plan.? This same course of
action can be used by a cybersecurity professional to pursue career advancement. By defining specific
measurable, attainable, realistic, and timely goals, a focus is achieved that clarifies previous uncertainty.

One place to begin is by researching job boards and postings for cybersecurity roles. This can aid in
identifying the essential qualifications for a new position. While this information varies from one posting
to another, some commonly sought skills might include incident handling, cloud computing, or
application security. Identifying these industry needs can then help guide professional development and
goal setting.

In the blog article, Why It’s Important to Establish Yourself as a Subject Matter Expert, the author states
that establishing yourself as a subject matter expert (SME) is the key to projecting your professionalism
and setting yourself apart from your competition.3° Leveraging pre-existing skills or experience, such as
those in mathematics or programming to specialize in more emerging technologies like blockchain
development, would set one apart from the rest of the field. According to Linkedin’s 2018 U.S. Emerging
Jobs report, “Blockchain Developer” came in at number one.3! Looking at opportunities in emerging
technologies to develop unique skills shows commitment to a specialization and professional growth.
Regularly published reports and surveys from within the industry identify emerging concepts and
technologies. Pursuing a level of competency in those areas can help one remain competitive in the
field. Determining areas to become a SME should not only be driven by industry needs or emerging
technologies, but also relate to overall career goals, strengths, abilities, and interests.

Many certification agencies, such as ISACA and (ISC)?, provide career paths to follow, with each
credential representing a different level of expertise. Data from CyberSeek.org, shows (ISC)?'s advanced
Certified Information Systems Security Professional, or CISSP, is one of the most requested certifications
in the current cybersecurity job market. The runner-up is ISACA’s Certified Information Systems Auditor,
or CISA. As of January 2019, there are over 77,000 CISSP and over 44,000 CISA job openings for these
two certifications.3?
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ISACA, a globally known nonprofit organization, helps in the building, adoption, and utilization of global
and prominent industry knowledge and practices for information systems. ISACA holds a handful of
conferences around the world and exhibits at conferences to promote the association. (ISC)? is an
international organization providing industry-related education and professional certifications, that
holds summit events internationally and a series of monthly webinars. Black Hat is also an international
organization providing the latest security information in research, development, and security trends, as
well as cybersecurity training during conferences. Joining an industry-related association and attending
conferences helps keep professionals informed of the latest advancements while building a professional
network.

The Information Systems Security Association (ISSA) is yet another cybersecurity related organization.
ISSA has created the Cybersecurity Career Lifecycle (CSCL) website, which provides members, a tool to
help plan out their career roadmap. The CSCL’s model is based on the Cumulative Knowledge model,
which focuses on gaining the foundational knowledge demonstrated by experience gained through
higher education and/or certifications, continuous and responsive learning, followed by cumulative
knowledge gained over time.*? The CSCL model provides a career level description, and the suggested
skills and knowledge required at each career stage (i.e., Pre-Professional, Mid-Level, Senior-Level, and
Security-Leader). Additional information, such as education, meet-ups, and mentorships, is available.

Cybersecurity associations, working groups, and conferences provide an excellent opportunity for
professionals to enhance both their personal and professional development. The National Initiative for
Cybersecurity and Education (NICE) working group, which is made up of six-sub groups, is another
excellent example of how professionals from the private and public sectors have come together to share
industry-related knowledge, develop new ideas, design strategies, and work on advancing cybersecurity

through education, training, and workforce development.3*

According to a 2017 study involving 15,905 LinkedIn members, almost 80% of professionals consider
professional networking to be important to career success.® The flip side of that is, 38% say it is difficult
keeping in touch with members of their network; half of those respondents attributing it to time
constraints. Building a reliable network of professionals is an excellent resource for referrals, advice,
friendships, mentors/mentees, and jobs. Being well connected, and knowing how to network effectively,
will cultivate valuable relationships that will help with career advancement.

Building this network of peers is also a good strategy for identifying mentors. There are programs such
as the Multi-State Information Sharing and Analysis Center (MS-ISAC) that match those new to
leadership positions with seasoned professionals working in a similar role. Participants share industry
experiences, useful insights, and lessons learned relating to security concerns and best practices.
According to a 2015 survey conducted by the Harvard Business Review, 84% of the 45 CEOs credited
mentors with helping them avoid costly mistakes and become proficient in their roles faster.3®
Professionals can give back to the cybersecurity community by becoming a mentor to someone else.

There are numerous other ways a seasoned professional can contribute to the cybersecurity
community. According to Michi Ancheta,3” a writer for CareerAddict.com, blogging has professional
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benefits, such as providing a creative outlet, growing both a personal and professional network, and a
way to establish authority or individual brand. Blogging is an excellent way to share expert knowledge
with fellow cybersecurity professionals and gain credibility in the community. In addition, having work
published in industry-related sources and speaking at networking events also contributes to the growth
of one’s professional career, as well as oral and written communication skills.

IT Security Guru is an industry source for the latest IT Security news and blogs, as well as a medium for
submitting security-related blog content. There is a fairly extensive community with over 13,000
followers on Twitter3® and just under 2,000 on Facebook.3® Krebs on Security is a well-known industry
blog featuring the latest security news and investigative articles for recent security breaches. The
author, Brian Krebs, is an excellent example of a professional without the technical education or
experience, who successfully used his writing abilities and experience, combined with an interest in
security, to launch a successful career as cybersecurity blogger.%° His blog surpasses IT Security Guru
popularity with 243,000 Twitter followers*' and 33,000 followers** on Facebook.

V. Conclusion

The cybersecurity workforce shortage is continuing to grow. For those who have interest in entering,
and/or talents that could make them successful in a cyber position, information on what a career entails
is overwhelming, confusing, and conflicting. For organizations, there are difficulties with identifying
requirements needed for open positions, recruiting and retaining talent, while trying to maintain a
strong cybersecurity posture. Contributors to these issues are agreed upon within the community, as
well as the acknowledgement of solutions that can improve the current state.

Beginning at the grassroots level, part of the solution is providing teachers, especially at the elementary
level, professional development and training needed to teach technology in the classroom. The goal is to
get students thinking about careers in cybersecurity earlier, just like if they wanted to become a doctor,
teacher, or musician.

At the secondary and post-secondary education levels, cyber-related programs and scholarships help
prepare students with the skills and experience needed to enter the workforce. Organizations that
partner with schools to create these programs, have access to recruits they helped to mold, while
keeping the school’s curriculums current with needs of the evolving cyber field. Employers can also get a
return on investment by sponsoring professional development and continuing education for employees.

While there are several initiatives aimed at combating the cyber workforce shortage, the path to follow
in preparation for a cyber career and progression once in the field, is less straightforward. A November
2018 paper published by Aspen Cybersecurity Group, Principles for Growing and Sustaining the Nations
Cybersecurity Workforce, their forum of cybersecurity professionals representing every sector,
documented how pressing concerns such as skills gap can be addressed with real actions. They called
out the four root causes for the skills gap: demand for skills outpacing supply growth, large pools of
skilled candidates untapped, employer requirements make many applicants unqualified, and lack of
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awareness of opportunities and careers paths. Their eight recommendations to help close the gap, and
strategies to improve hiring, training, and employee development, reiterate the findings of this paper.®

e Widen candidate pipelines by stop making degrees mandatory; they termed this New Collar
principles

e Focus job postings on core requirements

o Simplify career models by leveraging the NICE Framework for consistency

e Adopt new ways to hire and train making technical and professional skills a priority, allowing
cybersecurity to be taught

e Use apprenticeship programs for training

e Commit to employee development

e Adopt productive, focused partnerships and programs

e Advocate and make cybersecurity education widely available

Security consultant, Mark Carney, has a slightly different view of the issue; he asserted there is not so
much a skills gap as there is a skill mismatch. It is hard to miss his frustration through satire as he details
with real examples of how industry is at fault because of improperly defined job descriptions that lead
to unqualified applicants and/or discourages good candidates. His hypothesis in the article, We Need to
Kill the ‘Security Analyst’, published February 2019, perfectly summarizes the conundrum: “If students
knew better what to learn, educators knew better what they needed to teach, and hiring and tech
managers knew better what to look for when hiring, then businesses will be better protected against
threats”.* His proposed solution is a skills matrix that is reminiscent of the NICE Framework, with the
addition of a rating system to signal the criticality of a skill within a role. Created with collaboration from
individuals representing a spectrum of vested interest in cybersecurity careers, the Infosec Skills Matrix
is intended to be a regularly updated living document.

One of the consistently highlighted problems with finding talent to fill vacant positions is that job
descriptions do not accurately represent the qualifications needed for a position. This causes
inadequately qualified candidates to apply, and discourages others that may actually be a better fit. The
Infosec and NICE frameworks are examples of tools that if widely adopted, would create a standard for
how cyber roles are described. Using common definitions for work roles, including the skills and abilities
required to perform the duties, would help employers write more appropriate job descriptions. This
would also provide educational institutions better guidance when designing cybersecurity curricula.
Incorporating relevant soft skills would further help candidates target roles that best align to their
strengths. A cross-matrix of work role attributes mapping the commonalities between positions might
then yield additional insight into training and education needs for career growth and/or transition to
different roles. Adoption of one standard by the government, industry, and academia, will help achieve
this, and ideally combat the shortage of skilled cybersecurity professionals.
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