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Executive Summary

This paper discusses the relationships between several terms used to describe characteristics of cyber
operations (CO) and how they relate to other terms important to military operations and mission plan-
ning. We focus on defensive cyber operations (DCO). We discuss key terrain-cyber (KT-C) and mis-
sion-relevant terrain-cyber (MRT-C) and review current definitions for each term and their respective
synonyms: cyber key terrain (CKT) and mission-relevant cyber terrain (MRCT). We describe how
these terms relate to the joint doctrine multi-domain concept of key terrain. These terms identify and
describe characteristics of CO that we use in our work for our government mission partners.

Department of Defense (DoD) documentation describing cyberspace-related concepts uses a variety of
terminology defined in joint doctrine, but also other sometimes ambiguous terms in documents,
presentations, and references, often implying a similar meaning to official terminology, yet without
clear definitions. Clear definitions avoid confusion and misunderstanding based on metaphor, simile,
or implied meaning that may be interpreted differently by readers with different perspectives on CO or
mission planners working at different tactical, operational, and strategic levels who need to include the
intended and unintended effects of CO in their mission analysis and planning.

BLUF: We use the following working definitions of these terms based on DoD doctrine and current
usage in the DoD:

. MRT-C is the entire set of cyber assets, processes, services, functions, infrastructure, and per-
sonas needed to conduct or support a mission in any domain; ensure that capabilities exist to sup-
port mission-essential tasks (METSs) and mission-essential functions (MEFs); and maintain
mission assurance of task-critical assets (TCAS).

o  KT-C is key terrain in the cyberspace domain. It includes the subset of MRT-C plus elements of
adversary cyberspace that comprise specific assets, systems, services, infrastructure, and per-
sonas identified as key terrain, the use or control of which may provide friendly, or adversary
forces a marked advantage for a given mission.

It is important for commanders and the technical experts on their staff to have a shared understanding

of key terms in order to integrate CO into multidimensional mission analysis and mission planning.
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Important Cyberspace Operations Terms

JFHQ-DODIN uses the terms cyber key terrain (CKT), key terrain — cyber (KT-C), key terrain in cy-
berspace, mission-relevant terrain — cyber (MRT-C), and mission-relevant cyber terrain (MRCT) dur-
ing the analysis and planning of cyberspace operations (CO) and operations in other domains that
involve CO support. The general meanings of these terms have broad overlap, but the differences and
contexts are important to note.

Key Terrain

According to Joint Intelligence Preparation of the Operational Environment (JIPOE), key terrain de-
scribes a concept which, although broad, is specific and can be meaningfully applied at tactical, opera-
tional, and strategic levels in military planning and analysis [Joint Chiefs of Staff 2009]. From the
perspective of a specific military mission, key terrain may exist in any or all five domains: land, mari-
time, air, space, and cyber. The JIPOE defines key terrain as

Any locality, or area, the seizure or retention of which affords a marked advantage to either
force. Therefore, it is often selected as a decisive point and a tactical-level or operational-
level objective. Certain key terrain, such as an airport or seaport, could be designated as an
operational-level objective if it significantly affects the Joint Forces Commander’s (JFC'’s)
ability to deploy or employ joint force components. For example, an operational com-
mander may consider as key terrain an urban complex that is an important transportation
center, a road network providing passage through restrictive terrain, or a geographic area

that provides critical agricultural, industrial, or natural resources. [Joint Chiefs of Staff’
2009]

In addition, the JIPOE details several characteristics of key terrain [Joint Chiefs of Staff 2009]:

1. Key terrain varies with the level of command. For example, a large city may represent
an important objective to an operational-level commander, whereas a tactical com-
mander may consider it to be an obstacle.

2. Terrain which permits or denies maneuver, such as bridges or chokepoints, may be key
terrain.

3. Major obstacles rarely constitute key terrain. Thus, the high ground dominating a river,
rather than the river itself, is considered key terrain.

4. Key terrain may include areas and facilities that may have an extraordinary impact on
mission accomplishment (e.g., ballistic missile launch facilities, cruise missile launch
sites, airfields).

These four concepts and characteristics of key terrain may have analogs in cyberspace, especially con-
cepts 1, 2, and 4. Of note is the difference in the importance of information, information management,
and public perceptions of military actions at the tactical, operational, and strategic levels. There will
also be circumstances in which military actions at the tactical level are sound but at the strategic level
are not due to the impact on political or strategic freedom of action that may result from battle
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damage, effects on civilian populations, or, in the specific case of cyber operations, the revealing of
cyber capabilities, tools, and techniques to the public and adversaries and reuse of cyber weapons by
an adversary.

Key Terrain in Cyberspace
JP 3-12 Cyberspace Operations describes key terrain in cyberspace as follows:

Key terrain in cyberspace is analogous to key terrain in the physical domains in that hold-
ing it affords any combatant a position of marked advantage. In cyberspace, it may only be
necessary to maintain a secure presence on a particular location or in a particular [compu-
ting] process as opposed to seizing and retaining it to the exclusion of all others. Note that
it is possible for friendly and adversary forces to occupy the same terrain or use the same
process in cyberspace, potentially without knowing of the other’s presence. An additional
characteristic of terrain in cyberspace is that these localities have a virtual component,
identified in the logical network layer or even the cyber-persona layer. [Joint Chiefs of Staff
2018]

The terms key terrain — cyber (KT-C) and cyber key terrain (CKT) are synonyms of key terrain in cy-
berspace, based on our observations of how they are used in the DoD and in service-specific docu-
ments related to CO, and key terrain—cyber (KT-C) is the doctrinally preferred term at this time.

The definition of KT-C is conceptual, explaining what it is and how it is fundamentally the same as
key terrain in any domain, but it does not define what things (constructs, assets, capabilities, or per-
sonas) are key terrain, since key terrain is always mission specific.!

Mission-Relevant Terrain — Cyber (MRT-C)

Mission-relevant terrain — cyber (MRT-C) and mission-relevant cyber terrain have both been used to
define the same concept used in mission planning and mission assurance. Although both terms are still
used in DoD documents, MRT-C is the doctrinally preferred term today and should be used.

MRT-C is information that identifies and documents the hardware, software, and infrastructure (e.g.,
cabling, power, space, and cooling) required to accomplish a mission. MRT-C should include the
physical and logical components of cyberspace terrain that support a specific mission. It may be part

! KT-C includes "...understanding of the cyberspace domain to include human interaction that spans the entire spec-

trum from competition to conflict and recognition that DoD is in continuous engagement with adversaries ..."
[USCYBERCOM 2018, pp. 3-4].
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of and connected to a task-critical asset (TCA)? or a defense-critical asset (DCA).> Examples of MRT-
C are information systems, assets, devices, internal/external links, operating systems, services, appli-
cations, ports, protocols, software on servers, user and service accounts, and other functions of a sys-
tem required by a TCA [DoD 2022].

MRT-C is not limited to terrain that supports the cyber mission. It includes assets and capabilities that
support Combatant Command / Service / Agency / Field Activity (CC/S/A/FA) missions, whether
they occur in cyberspace or in another domain supported by cyber assets.

Whereas Key Terrain — Cyber refers to physical and logical components of cyberspace in blue, gray,
or red space, terrain the use of which is key to accomplishing a mission regardless of whose space it
resides in, MRT-C is cyberspace assets, services, and capabilities available to and under the control of
the Joint Forces Commander or under other friendly control.

MRT-C identifies assets, processes, capabilities, and functions in blue and gray cyberspace that need
to be defended and whose defense should be prioritized based on TCAs, MEFs, and METs, all of
which will be specific to a particular mission. MRT-C focuses on the physical and network layers of
cyberspace and their relevance to mission planning. As the DODIN increases its use of hybrid, non-
DoD services such commercial cloud providers, MRT-C will include more non-DoD commercial as-
sets, services, data, data stores, and functions.*

The transition from the term MRCT to MRT-C in joint doctrine reflects an effort by the DoD to define
and use terminology that has specific, doctrinally defined meanings and conforms to well-defined
DoD terms like terrain. While the meanings of MRCT and MRT-C are essentially identical, MRT-C is
the correct term according to current doctrine. Nevertheless, we have seen examples of both terms
used in mission-planning documents to identify cyber assets and services needed to conduct cyber op-
erations or to support operations in other domains.

Our perspective centers on defensive cyber operations (DCO) and DODIN operations, as do the
sources we are using to understand working definitions of cyber operations terms. This perspective
focuses on the physical and network layers of the Cyberspace Layer Model,’ as do the above descrip-
tions of MRT-C, because the physical and network layers of cyberspace are the primary focus of DCO

A TCA is defined as an asset that, if lost, causes a mission-essential task (MET) to fail. [See also DoD 2022, p. 72,
and DoD 2018, p. 19.]

DCA — A subset of TCAs, identified as critical to strategic missions. Nominated by Joint Staff J34 and approved by
ASD(HD&ASA). [See DoD 2018, p. 18.]

The increased use of and dependence on gray or blue non-DoD cyberspace will produce several effects. It will ne-
cessitate commercial contract relationships with non-DOD service providers that give the DoD required access to
and protection of mission-critical assets and services in those non-DoD environments, and it will eliminate or diminish
the DoD'’s ability to direct action by subordinates through official regulations and orders since such control authorities
will instead flow through contracts.

Cyberspace Layer Model (aka Cyberspace Operational Domain): cyber-persona layer (digital representations of ac-
tors or entity identities), logical network layer (network elements related to one another and abstracted from physical
location), and physical network (IT devices and infrastructure) [Joint Chiefs of Staff 2018, p. 1-2].
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and DODIN operations. However, we recommend expanding the definition of MRT-C to include the
persona layer of cyberspace which, depending on the nature of a given mission, may be designated as
key terrain by the mission commander. The definition of MRT-C does include accounts that can
equate to cyber personas, but we think that explicitly including virtual entities and the persona layer of
cyberspace in the definition underscores how significantly CO can influence human attitudes and be-
havior and affect military operations. Such an approach would recognize the potential strategic impact
and consequences, intended and unintended, of CO as well as the relevance of CO on Operations in
the Information Environment as addressed in recent DoD doctrine in publications such as Joint Publi-
cation 3-04 “Information in Joint Operations,®” Marine Corps Doctrinal Publication — 8 “Information”
(MCDP-8),” and Army Doctrine Publication 3-13 “Information.”®

The purpose of gathering and reporting MRT-C for a specific mission is to identify cyber assets, ser-
vices, functions, and related physical infrastructure. In contrast, KT-C may include logical abstrac-
tions such as cyber personas or the cyber terrain control of which is needed to obtain desired effects
within the information environment, such as access to trusted media sources used by the target audi-
ence. This may explain why we have seen MRT-C and not KT-C used in mission-planning documen-
tation, since mission analysis and planning link tasks, functions, and capabilities back to assets. It is
also possible that key terrain is identified in later mission-planning stages, distinct from those related
to MRT-C.

Finally, MRT-C focuses on tasks, functions, capabilities, and ultimately assets that are available to the
commander and must be defended. MRT-C is therefore limited to blue and gray space and will be the
space in which defensive cyber operations take place. In contrast, KT-C may include blue, gray, red,
and white space, and could include DCO, DCO-RA, and OCO.

Diagrams Showing the Relationship of MRT-C to KT-C

We include two diagrams to visualize the relationship between MRT-C and KT-C in two mission
threads. The first represents a mission in which CO support a kinetic mission involving the space, air,
and land domains. The second mission thread represents CO that may include Defensive Cyber Opera-
tions — Response Actions (DCO-RA).

Mission Thread 1: “Respond to warning of missile attack: Intelligence reports a high probability that
Red space assets may attack a Blue space base in the area of operations (AQO) with missiles within the
next 60 days.”

Mission-critical assets and capabilities:

o  physical/kinetic and electronic weapons systems to deter the adversary and defend the AO

6 JP 3-04 is unclassified but has not been publicly released.
7 https://www.hgmc.marines.mil/agencies/deputy-commandant-for-information/mcdp-8-information/

8 https://armypubs.army.mil/ProductMaps/PubForm/ADP.aspx (select ADP 3-13)
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o carly warning sensors (land, airborne, and space based)

e  anti-missile (AM) defensive systems

«  command-and-control (C2) systems integrating electronic warfare and AM systems

o cover and other means of protecting people and critical assets

Cyber services, applications, data, and processes needed for this mission: Some of these are MRT-C if

they support TCAs, DCAs, or mission-critical and mission-essential assets.

. communications infrastructure (email, VTC/VOIP, Microsoft Teams, radio)

o  applications, data, processes, and services that update information in accordance with the com-
mander’s decision-making (Observe—Orient—Decide—Act loop) cycles and synchronize responses
between JFC and higher headquarters: sensor data; threat intelligence; visualization tools; situa-

tional awareness of self, allies, and threat

. knowledge of mission-critical assets’ vulnerabilities, mitigations, and methods of remediation

Operational Environment
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CO may create effects, by design or not, in the Information Environment (white space), physical, net-

work, persona, and cognitive domains.
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MRT-C is identified during mission analysis, Courses of Action (COA) development, and MET and
MEF development with their underlying capabilities mapped back to assets. In this mission, they in-
clude

o  blue cyberspace physical network infrastructure and services such as electricity generation
needed by mission-critical assets, social media, endpoints, and cloud computing

o  gray cyberspace social media, endpoints, radio infrastructure, and cloud computing services and
data

Key terrain:

1. Satellite communications (blue and gray space)

2. Airspace above and between adversary missile launch facilities and targets to monitor and effec-
tively employ missile defenses

3. Anti-Missile (AM) defenses
- Electric power the AM systems and AM C2 depend on are MRT-C

4. Soldiers, DoD civilians, and contractors with specialized skills required to operate AM defenses
Red (adversary) missiles and C2

6. Key terrain — cyber:
- blue cyberspace: servers and physical network infrastructure and cloud computing services

and data. These assets provide capabilities used in key terrain in Items 1, 2, and 3 above.
Protecting these capabilities is a priority for this mission.

- gray cyberspace: cloud computing services and data. These assets provide capabilities used
in key terrain in Item 1. Protecting access to these services and data is a priority for this mis-
sion.

- red cyberspace: servers and physical network infrastructure. These assets provide adversary
capabilities for Key Terrain Item 5. Degrading these adversary capabilities and function may
be a priority for this mission, depending on the commander’s ability to operate in red space.

Mission Thread 2: “Cyber Integration Mission Plan: defend against a high probability cyber-attack
on a base in the Pacific AO.” Identify cyber infrastructure supporting current and planned missions,
which identifies METSs and critical assets (from which KT-C are derived). In this example, critical as-

sets include border routers, honeypots, and end point and network monitoring devices. Critical ser-
vices include access control, user activity monitoring, data loss prevention monitoring, data backups, a
COOP plan, Incident Response capabilities, and user access control.
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Figure 1: Mission Thread 2

Mission-critical assets and capabilities:
e  tactical communications
. intel and C2 infrastructure, data, and functions

e  physical defense of IT assets

Mission-essential capabilities:

e  backup, IR, and COOP plans
e  visualization tools

« DCO-RA

Cyber services, applications, data, and processes needed for this mission, which include protecting
cyber capabilities that support other missions in this AO: Some are MRT-C if they support TCAs,
DCAs, or mission-critical assets.

e  communications infrastructure (email, VTC/VOIP, Microsoft Teams, radio)

o applications, data, processes, and services that update information in accordance with the com-
mander’s decision-making (Observe—Orient—Decide—Act loop) cycles: sensor data; threat intel to
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answer the commander’s critical information requirements; visualization tools; situational aware-
ness of self, allies, and adversary

o  Knowledge of AO-wide mission-essential assets’ vulnerabilities, mitigations, and methods of re-
mediation

o  Physical defenses for cyber equipment; limit access to cyber equipment to essential personnel
only; confirm backup and continuity of operations (COOP) plans are ready to employ (METSs)

. Security operations network, host, and appliance monitoring tools and services

o Incident Response capabilities

MRT-C is identified during Mission Analysis (MA), COA development, and MET and MEF develop-
ment with their underlying capabilities mapped back to assets. In this mission, they include

o  gray cyberspace MRT-C: communication infrastructure and pathways used by red and blue ac-
tors and gray cyberspace cloud services and data used by the JFC

o  blue cyberspace: mission-essential assets, data, services, functions, and virtual/persona functions
supporting DCO and DCO-RA capabilities, and satellite communications

Gray and blue cyberspace cloud services may overlap when, for example, blue data is managed by
gray services. In this example, blue cloud services and data are not identified as MRT-C.

Key terrain:

1. satellite communications in blue and gray space

2.  Dblue space servers, data, network infrastructure, and end points

3. gray cyberspace cloud computing services and data hosting services used by the JFC
4

red space servers, data, and network infrastructure threatening offensive cyber actions targeting
blue space capabilities

5. Key terrain-cyber:

- blue cyberspace: border routers, BGP application, logs, honeypots, other mission-critical as-
sets, and virtual/logical assets used in DCO-RA actions. These assets provide capabilities
used in Key Terrain Items 1 and 2.

- gray cyberspace: cloud computing services and data. These assets provide or support capa-
bilities in Key Terrain Item 3.

- red cyberspace: servers, network infrastructure, and endpoints used in the attack on blue
space. These assets provide adversary capabilities for Key Terrain Item 4. The commander
may determine that degrading these adversary capabilities is a priority for accomplishing this
mission.
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Discussion and Recommendations

Military operations, including those in cyberspace, take place in contested environments with de-
graded capabilities due to adversary actions or environmental conditions. Therefore, commanders

must prioritize efforts to protect high-priority (mission-critical and mission-essential) tasks, functions,
and capabilities and the assets that provide them because they cannot prioritize protecting everything.
Setting these priorities correctly requires clear communications between different echelons of com-

mand and responsibility so that the highest-priority assets, services, functions, and capabilities are ac-
curately identified, and appropriate attention and resources are devoted to protecting them according
to the JFC’s mission goals, in order of prioritization from mission critical down to mission enhance-

ment.’

With this in mind, we recommend the following:

1.

Include definitions of CO terms such as MRT-C and KT-C in documents and artifacts as the au-
thor uses them together with canonical references, if they exist. CO terms continuously evolve
while documents may persist and serve as references beyond the meaning of a term or concept at
publication time. The author’s definition of terms will help current and future readers understand
the intent and meaning of the term as the author uses it. If no canonical reference exists, an au-
thor’s definition would be even more valuable.

Avoid using terms that are like, or mix, doctrinally defined terms (e.g., “critical cyber terrain”)
unless a unique meaning is assigned to the term. If similar or mixed terms are used, authors
should define the exact meaning of the term so that readers are not left to infer the intended
meaning for themselves.

Authors should explain the assumptions they make and the logic they follow to identify MRT-C,
KT-C, and related concepts and terms. The reader should be able to follow decision-making logic
and understand how these relate to the mission and risk assessments. Readers at appropriate
echelons of responsibility or command should be able to logically relate the specific mission,
MRT-C, KT-C, decisive points, key terrain, and TCAs.

A way of thinking of the relationship between TCA, MRT-C, and KT-C is to start with a TCA
for which there exists a risk factor specifying a possible means of attack that adversaries could
leverage to compromise the mission. Associating a means of attack with a mission-critical or

From Chairman of the Joint Chiefs of Staff 2019, p. 2:

(1) Mission Critical. Prevents accomplishment of mission or leads to direct impact on mission failure; no work-
around or alternative exists. Capability needed immediately to mitigate risk.

(2) Mission Essential. Adversely affects the accomplishment of, or degrades mission accomplishment, and no ac-
ceptable work-around or alternative solutions exist; requirement is needed to maintain sufficient military capabil-
ity or readiness and is needed no later than a specific date to prevent the loss/degradation of capability or
readiness.

(3) Mission Improvement. Employment of capability increases mission accomplishment or mitigates threats to mis-
sion and mission essential capability and work-around/alternative solutions have been identified.
(4) Mission Enhancement. Addresses enhancements not critical or essential for mission accomplishment; in-

creases efficiency, addresses user/operator annoyance with system functions beyond a help desk or problem
report to resolve.
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mission-essential cyber asset identifies it as MRT-C and may identify its capabilities as key ter-
rain—that is, if these are critical to the success of the mission and if degraded capability were to
risk mission failure.

4.  Evaluate the accuracy and value of MRT-C and KT-C models to accomplishing the mission.
What procedures exist to validate how accurately the MRT-C—KT-C model identifies cyber-
space-related key terrain in a mission in a timely manner?

a. The Mission Assurance Decision Support System is used in mission planning to identify
and manage IT and cyber assets and infrastructure that support that mission’s TCAs. It
stores information that identifies, nominates, validates, and approves TCAs. It is used for
mission decomposition and TCA identification and thus MRT-C identification [Office of
the Joint Chiefs of Staff 2023, p. 4].

b. A model may fail to reflect reality due to bias or the inability of the model to capture com-
plexity in a useful manner. It may also be limited by the quality, completeness, and timeli-
ness of its data. How do we address these?

c. Do the collection and processing of data used to identify MRT-C depend on manual proce-
dures? Do they scale adequately as the size and complexity of a mission increases?

d.  Are there procedures or tools available that can improve the reliability and accuracy of iden-
tifying and prioritizing MET, MRT-C, and KT-C?

e. After-the-fact analysis of the accuracy and completeness of planning processes’ results
should facilitate measuring how well MRT-C and KT-C were identified prior to mission ex-
ecution.

f.  Methods such as dependency modeling (e.g., Johns Hopkins Applied Physics Lab

DAGGER tool10) may provide alternative ways of measuring the accuracy and value to the
mission commander of identifying MRT-C and KT-C using current methods.

Conclusion

Terms used to integrate CO into multidimensional mission analysis and mission planning must com-
municate concepts clearly in a manner that conforms to existing operations-planning processes and
that commanders and their staff can clearly understand. The same terms must also effectively and un-
ambiguously communicate orders to the cyber soldiers, airmen, sailors, marines, and guardians—the
technical experts who create, administer, and defend the cyber tools and assets that provide functions
and capabilities for cyber and cyber-supporting operations.

© https://www.jhuapl.edu/dagger/
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Our purpose is to describe a subset of cyberspace operations terms relevant to our work supporting cy-
bersecurity missions, focusing on DCO, and to state our understanding of clear, usable definitions for
these terms in our work.

Glossary
Includes definitions, if not previously given.
CC/SIAIFA Combatant Command / Service / Agency / Field Activity
CKT Cyber Key Terrain
DCA Defense Critical Asset
DCO-RA Defensive Cyber Operations — Response Actions
KT Key Terrain
KT-C Key Terrain — Cyber
MEF Mission-Essential Function
MET Mission-Essential Task
MRCT Mission Relevant Cyber Terrain
MRT-C Mission Relevant Terrain — Cyber
TCA Task Critical Asset
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