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The Old World



The New World



Checking Your Work / Inspecting the Inspectors



Software Composition Analysis
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Who is asking?



1. You store , process or transmit payment cardholder data. (PCI 4.0 )

2. You se ll physical products containing software  in the  EU (CRA)

3. You operate  a digital se rvice  or se rve  a critical industry in the  EU (NIS2)

4. You’re  a financial entity or se rve  financial entitie s (DORA)

5. You se ll medical devices (FD&C Act / FDA)

6. You se ll software  to the  US Federal Government (CISA Attestation Form)

7. You deve lop software  under contract for the  US Federal Government (FAR)

You Need SBOMs If…
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Requirements Are Spreading



FDA

SEC. 524B. [21 U.S.C. 360n–2] ENSURING CYBERSECURITY OF DEVICES.

(b) CYBERSECURITY REQUIREMENTS.—The sponsor of an application or 
submission described in subsection (a) shall—

(3) provide to the Secretary a software bill of materials , including 
commercial, open-source, and off-the-shelf software components



(2) design, develop, and maintain processes and procedures to provide  a 
reasonable  assurance  that the  device  and re lated systems are  cybersecure , and 
make available postmarket updates and patches to the  device  and re lated 
systems to address—

(A) on a reasonably justified regular cycle , known unacceptable  vulne rabilitie s; 
and
(B) as soon as possible  out of cycle , critical vulne rabilitie s that could cause  
uncontrolled risks;

FDA

Monitor & Remediate



CRA (Cyber Resilience Act)

Adds requirements for this



CRA (Cyber Resilience Act)

CRA Annex 1

1 (2): Products with digital elements shall be delivered without any known 
exploitable vulnerabilities ;

2 (1) identify and document vulnerabilities and components contained in the 
product, including by drawing up a software bill of materials …;

2 (2) …address and remediate vulnerabilities without delay , including by providing 
security updates;



FAR

“This rule proposes a new requirement for contractors to develop and maintain a 
software bill of materials (SBOM) for any software used in the performance of the 
contract regardless of whether there is any security incident.”



“The software producer has made a good-faith e ffort to maintain trusted source 
code supply chains by employing automated tools or comparable  processes to 
address the  security of inte rnal code  and third-party components and manage  
re lated vulne rabilitie s”

CISA Attestation



A Rose By Any 
Other Name…



“6.3.2. An inventory of bespoke  and custom software , and third -party software
components incorporated into bespoke  and custom software  is maintained to 
facilitate  vulne rability and patch management.”

PCI 4.0



Why is this good?

● Promotes transparency / reduces need to “trust” vendors

● Streamlines communications

● Supports inventory and audit needs

● Pushes back against “check the  box” security



Beyond “check the box”

Identify
Threats

Identify
Threats

Not this check
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Streamline Communications: Log4j Before

Are you using log4j?

How do I remediate 
log4j issues in your 

software?

Is your software 
vulnerable to 
Log4Shell?

Banks

Telecoms

Contractors

Retail

Logistics

Skyware
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Streamline Communications: Log4j After

Vendor SBOM



You Can Check Your Vendors



You Can Check Your Vendors

Are you vendors here?

Or here?



Summary: For Compliance and SBOM Sharing

• Generate SBOMs during build, as part of your CI process
• Collect SBOMs for third-party software you use
• Store SBOMs for each deployed version of the software
• Retain these SBOMs as long as that software is in the field
• Monitor these SBOMs for vulnerabilities
• Use the most comprehensive vulnerability database you can find
• Apply the same security standards to third -party SBOMs that you apply 

to your own
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