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We work to transform the U.S. healthcare system by:

What does the Digital Service at CMS do? 
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How do we do it?
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We deploy small groups of designers, 
engineers, and product managers on a 
"tour of duty" to work alongside 
dedicated civil servants. 

These multidisciplinary teams bring 
best practices and new approaches to 
support government modernization 
efforts.

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf
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Who we serve: The American People
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65
Medicare Beneficiaries

(2022)

M 88
Medicaid Beneficiaries

(2022)

M 31
Healthcare.gov

 (2021)

M
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https://data.cms.gov/fact-sheet/cms-fast-facts
https://www.cms.gov/files/document/2022-medicare-trustees-report.pdf
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Who we serve: Taxpayers
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1.7
CMS Budget - 12% of the 

federal budget

(FY 2022)

T 829
Total Medicare Payments

(FY 2021)

B 646
Total Medicaid Payments

 (FY 2019)

B
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$ $$
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Who we serve: The Health Care System
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6,244
CMS Employees

(FY 2022)

1.4
Health Care Providers

(2022)

M 20
National Health Care 
Spending is Medicare

 (2022)

%
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Policies Projects Programs
How we inbound and 

outbound open source 
contributions and content

How we solve real-world 
problems by working in 

the open

How we measure, and 
manage contributors, 

projects, risks, and 
opportunities

How do we do Open Source at CMS? 

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf


What is an Open Source Program Office? (OSPO)
An open source program office (OSPO) serves as the center of competency 
for an organization's open source operations and structure. It is responsible 
for defining and implementing strategies, programs, and policies to guide 
these efforts.

CMS OSPO Functional Statement:
“Establishes and maintains guidance, policies, practices, and talent 
pipelines that advance equity, build trust, and amplify impact across 
CMS, HHS, and Federal Open Source Ecosystems by working and sharing 
openly.”
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Biden-Harris Administration Releases End of Year Report 
on Open-Source Software Security Initiative (OS3I)
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whitehouse.gov/wp-content/uploads/2024/08/Summary-of-the-202
3-Request-for-Information-on-Open-Source-Software-Security.pdf
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“Risks” (aka Myths) of Open Source 

https://www.law.cornell.edu/uscode/text/17 
https://www.law.cornell.edu/uscode/text/17/105 
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What are the actual Risks in Open Source? 

Overdifferentiation
● Unnecessarily duplicating work
● Unnecessarily dividing your resources

Examples
● “Not Invented Here Syndrome”

Proliferation
● Unnecessarily duplicating communities and projects
● Unnecessarily dividing your addressable market

Examples
● License Proliferation
● Event/Conference Proliferation

Fragmentation
● Unnecessarily dividing your community of contributors

Examples
● Hostile Forks
● Internal Forks

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf


https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf 

How does our OSPO provide value to the Agency?
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How we reduce duplicate work
Repository Maturity Models & Cookiecutter Configs
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CMS Repository Cohort Definitions: Maturity Model Tiers
Level Name Purpose Description

Tier 0 Private 
Repository

Experimental, Historical Project is private, usually with a single developer. Typically working projects, 
example code, and early prototypes.

Tier 1 One-Time 
Release

Publication for 
Informational, 
Accountability, Transparency 
Purposes

Project released publicly, but without planned future activity or maintenance from 
original author(s).

Tier 2 Close 
Collaboration

Collaboration with smaller, 
mostly internal teams

Project within a team or Operational Division (OpDiv), Internal Repo for 
Innersource-style work.

Tier 3 Working in 
Public

Collaboration in the open 
with smaller, semi-open 
teams

Project developed Open Source by CMS or a CMS contractor, public website hosted 
on GitHub, tool or utility used in CMS official business by the public. Limited 
external contribution, CMS-led (by choice or by statute).

Tier 4 Community 
Governance

Collaboration broadly in 
public

Project donated to or stewarded by an external community, open standard that 
welcomes public input, mature open source project that purposefully develops an 
open governance structure.
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CMS Open Source Repository Maturity Model (v2)

Public Repo on GitHub!
https://github.com/dsacms
/repo-scaffolder/blob/main
/maturity-model-tiers.md 

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf
https://github.com/dsacms/repo-scaffolder/blob/main/maturity-model-tiers.md
https://github.com/dsacms/repo-scaffolder/blob/main/maturity-model-tiers.md
https://github.com/dsacms/repo-scaffolder/blob/main/maturity-model-tiers.md
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cookiecutter command-line tool v2: Tier-selection config
https://github.com/dsacms/repo-scaffolder/blob/main/cookiecutter.json

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf
https://github.com/dsacms/repo-scaffolder/blob/main/cookiecutter.json


How we reduce risk 
Outbound Repository Checklists, Metrics, and Linters
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CMS.gov Open Source Repository Metrics Front-end 

https://dsacms.github.io/metrics 20
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Tier1 - One-Time Release
https://github.com/DSACMS/repo-scaffolder/blob/main/tier1/checklist.pdf 

Tier2 - Close Collaboration
https://github.com/DSACMS/repo-scaffolder/blob/main/tier2/checklist.pdf 

Tier3 - Working In Public
https://github.com/DSACMS/repo-scaffolder/blob/main/tier3/checklist.pdf 

Tier4 - Open Governance
https://github.com/DSACMS/repo-scaffolder/blob/main/tier4/checklist.pdf

Outbound Review Checklists

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf
https://github.com/DSACMS/repo-scaffolder/blob/main/tier1/checklist.pdf
https://github.com/DSACMS/repo-scaffolder/blob/main/tier2/checklist.pdf
https://github.com/DSACMS/repo-scaffolder/blob/main/tier3/checklist.pdf
https://github.com/DSACMS/repo-scaffolder/blob/main/tier4/checklist.pdf
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Outbound Review Checklists: Tiers 1-4

https://github.com/DSACMS/repo-scaffolder/blob/main/tier3/checklist.pdf 

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf
https://github.com/DSACMS/repo-scaffolder/blob/main/tier3/checklist.pdf
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Tier 4: Reviewing OpenSSF Scorecard

https://github.com/DSACMS/repo-scaffolder/blob/main/tier4/checklist.pdf 

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf
https://github.com/DSACMS/repo-scaffolder/blob/main/tier4/checklist.pdf
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CMS Open Source Repo Metrics Back-end

Site:
https://dsacms.github.io/metrics

Repo:
https://github.com/DSAMCS/metrics 

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf
https://dsacms.github.io/metrics
https://github.com/DSAMCS/metrics
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CMS Open Source Repository Maturity Model: Repolinter

https://github.com/todogroup/repolinter 

Repolinter is a tool maintained by the TODOGroup for 
checking repositories for common open source issues, 
using pre-defined rulesets. This can be run stand-alone as a 
script, pre-commit in your IDE, or post-commit or within 
CI/CD systems!

  ✔    =  Pass
  ✖    =  Fail
 ⚠  =  Warn

Thanks to Chan and Satwic at the Comcast OSPO, we now 
have repolinter.json configs and rules that map to each Tier 
of our Open Source Repository Maturity Model!

https://github.com/DSACMS/repo-scaffolder/blob/main/tier3/
%7B%7Bcookiecutter.project_slug%7D%7D/repolinter.json 
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CMS Open Source Repository Maturity Model: Repolinter

26

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf
https://github.com/todogroup/repolinter


https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf 

CMS Open Source Repository Baselines Overview: repo-scaffolder 

Open Source Repository Maturity Models 
● Where is our project on our Open Source Journey?
● https://github.com/dsacms/repo-scaffolder/blob/main/maturity-model-tiers.md 

Repository Templates
● What files are required/recommended for healthy repository hygiene?
● https://github.com/DSACMS/repo-scaffolder/tree/main/tier3/{{cookiecutter.project_slug}} 

Outbound Checklists
● What steps should our project take to release the repository publicly?
● https://github.com/dsacms/repo-scaffolder/blob/main/tierX/checklist.pdf

Cookiecutter
● How do we know what Maturity Model Tier our project should be in? What files are required in that Tier?
● cookiecutter https://github.com/DSACMS/repo-scaffolder –directory=tierX

Repolinter Configs
● What files or information is missing from our repo?
● https://github.com/DSACMS/repo-scaffolder/blob/main/tier1/{{cookiecutter.project_slug}}/repolinter.json 
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Why this is important
Open Source Health and Software Supply Chain Security
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The OSS Supply Chain and XZ
Thanks to XKCD, Open Source software supply chain vulnerabilities 
like those seen in the recent XZ vulnerability are being referred to as a 
“Nebraska problems” or, when a component of software that is critical 
to much of the world is inadequately funded, maintained, or staffed.

Stakeholders must pay attention to the critical projects that they 
depend on, and support programs that fund, hire, and train 
maintainers. 

CISA writes on their blog that “every technology manufacturer that 
profits from open source software must do their part by being 
responsible consumers of and sustainable contributors to the open 
source packages they depend on.”

See: https://github.com/DSACMS/ospo-guide/blob/main/resources/XZ_Supply_chain_attack.md

https://xkcd.com/2347

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf
https://www.cisa.gov/news-events/news/lessons-xz-utils-achieving-more-sustainable-open-source-ecosystem
https://www.cisa.gov/sites/default/files/2023-12/ESF_SECURING_THE_SOFTWARE_SUPPLY_CHAIN%20RECOMMENDED%20PRACTICES%20FOR%20MANAGING%20OPEN%20SOURCE%20SOFTWARE%20AND%20SOFTWARE%20BILL%20OF%20MATERIALS.pdf
https://www.cisa.gov/sites/default/files/2023-12/ESF_SECURING_THE_SOFTWARE_SUPPLY_CHAIN%20RECOMMENDED%20PRACTICES%20FOR%20MANAGING%20OPEN%20SOURCE%20SOFTWARE%20AND%20SOFTWARE%20BILL%20OF%20MATERIALS.pdf
https://github.com/DSACMS/ospo-guide/blob/main/resources/XZ_Supply_chain_attack.md


How you can help
Early Career Talent Pipeline, Vulnerability Disclosure Programs, Bugbounties, and 
Contributions
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Digital Service at CMS.gov Up to 4 year tour of duty for established 
professionals in Engineering, Product 
management, Design, and Data science. 
GS-13+

https://cms.gov/digital-service-cms 

DigitalCorps at GSA.gov 2 year tour of duty for early-career 
technologists, eligible to convert to full-time, 
career positions in the competitive service at 
their agency. GS-9 to 12, + 50% recruitment 
Incentive.

https://digitalcorps.gsa.gov

Summer Fellowship at 
CodingItForward.com

Paid 10 week summer internship program 
for currently enrolled undergrad, grad, 
bootcamp students or recent graduates.

https://www.codingitforward.com

Internships at 
CodeInTheSchools.org 

Paid 5-10 week summer experience for 
Baltimore City residents between the ages of 
14 and 21, with YouthWorks Summer Jobs 
Program, managed by Mayor's Office of 
Employment Development.

https://codeintheschools.org 
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Early Career Talent Pipeline at the Digital Service

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf
https://www.opm.gov/policy-data-oversight/pay-leave/salaries-wages/2022/general-schedule/
https://cms.gov/digital-service-cms
https://www.opm.gov/policy-data-oversight/pay-leave/salaries-wages/2022/general-schedule/
https://digitalcorps.gsa.gov
https://www.codingitforward.com
https://codeintheschools.org
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CMS Vulnerability Disclosure Program Partnership with CISA.gov

bugcrowd.com/cms-vdp

This is a pre-requisite to launching 
CMSʼ first ever Bugbounty Program! 
● Goal: Launch in Early October 2024
● $70K+ Bounty Pool now funded!

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf
https://bugcrowd.com/cms-vdp
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Questions or Comments?
https://go.cms.gov/ospo

https://github.com/DSACMS/decks/blob/main/devsecopsdaysdc2024.pdf
 
Open Source Questions?
opensource@cms.hhs.gov

Digital Service Questions?
DigitalService@cms.hhs.gov

Help Answer The Call!
Digital Service at CMS.gov
https://cms.gov/digital-service

DigitalCorps Fellowships
https://digitalcorps.gsa.gov 

CodingItForward Summer Internships 
https://codingitforward.com 

DevSecOps Days DC, 
THANK YOU!
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