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Game Plan

@ Data dominance gaps are lethal
@ DevSecOps is not enough
@@ Trusted decisions at scale

@ #letsGo!
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2009 - DevOps

# Prevent dotdbose & e :




2013 - DevsecOps



Cloud took off..

In 2013 $131B

In 2023

...with an estimated
30% waste!



Training compute (FLOPs) of milestone Machine Learning systems over time
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Figure 3: Trends in training compute of n102 milestone ML systems between 2010 and 2022. Notice the emergence of a possible







Data Science
I Crash Course

(1/2)

Turning data into insights

Artificial Intelligence (Al) = Algorithms that
can infer, reason, and adapt

Machine Learning (ML) = Subset of Al
focused on Algorithms who perform better
as they are exposed to additional data

Deep Learning = Subset of ML that uses

Algorithms inspired by human brain
topology (e.g. Neural Networks)




Data Science

I Crash Course -\é III.

( 2/2 ) Data Scientists focus on Data Engineers focus on Data
Algorithms and Experiments Operations




Simplitied ML Workflow
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AlOps

* Al Enabled Log
Analysis

 Emphasis is on
optimizing SDLC
and teams

+ Al Enabled Log
Analysis

« Emphasis is on
reducing OPEX

* Serving Al/ML
Models

 Emphasis is on
productionizing
data science
workloads









MLOps for DSO veteran’s takeaways

* Cl now tests and validates more than code but
also includes model data schemas, models, and
related verification data

* CD is now not about delivering a single service
but instead a training pipeline that then
deploys a predictive service

* New is Continuous Testing (CT) which enables
continuous retraining and redeployment with
updated datasets or other conditions



MLOps Workflow

- Experlmentatlon / Model Pipeline




MLOps in high assurance environments

* Trustworthy Al / Explainable Al (XAl) —=> Human friendly outputs

* Disconnected Environments -2 Many paint points but tools are
maturing

* High Side Cloud —> Many pain points but platforms rapidly maturing



Open Challenges / Call to Action

 Disconnected is a 2" cIass C|t|zen please contribute to OSS projects like
Leapfrog
¥ leapfrogAl

 Some Models such as the large foundation model LLMs are NOT OSS and
there is extremely limited insight into their makeup ... places significant
burden on test for trusthworthy Al -

ChatGPT

e Skills and Culture Gap acute in DOD. Critical to form teams that comprise
Analysts, Data Engineers, Data Scientists, and DSO engineering roles and
start experimenting!
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Questions?
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