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Introduction

This note provides a starting point to help an organization provide documents necessary for starting an
assessment. Some organizations will have these documents on their internal website, so they may
need to provide screen captures. Others may combine several of the suggested documents into larger
documents.

Initial documentation requested:
e Organization Chart
e Acceptable Use Policy (AUP) of IT systems
e Intellectual Property Agreement

e Right to Privacy (most companies and organization clearly state that the employee has NO
privacy when using organization IT systems)

e Email use policy (if different from AUP above)

e Internet use policy (if different from AUP above)

e Data Handling Policy and Procedures (includes Data Classification policy)
e HR Process for Disciplinary Action and Employee Separation Handling

e Sample contract wording with business partners or supply chain partners or agreements with
contractors and sub-contractors

Additional policies and procedures related to:
e  Physical security plan
e Data collection and analysis

e Account creation, maintenance, and deletion
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e Account auditing for shared, dormant, and test accounts
e User monitoring and banners

e Assignment and maintenance of privileges

e Data backup and restoration

e Employee screening, background checks, and hiring

e Remote employee policy

e Any description of employee assistance or workplace violence programs
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Legal Markings

Copyright 2023 Carnegie Mellon University.

This material is based upon work funded and supported by the Department of Defense under Contract No. FA8702-15-D-
0002 with Carnegie Mellon University for the operation of the Software Engineering Institute, a federally funded research
and development center.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an
official Government position, policy, or decision, unless designated by other documentation.

References herein to any specific commercial product, process, or service by trade name, trade mark, manufacturer, or
otherwise, does not necessarily constitute or imply its endorsement, recommendation, or favoring by Carnegie Mellon Uni-
versity or its Software Engineering Institute.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL
IS FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF
FITNESS FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE
MATERIAL. CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT
TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.
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see Copyright notice for non-US Government use and distribution.

Internal use:* Permission to reproduce this material and to prepare derivative works from this material for internal use is
granted, provided the copyright and “No Warranty” statements are included with all reproductions and derivative works.

External use:* This material may be reproduced in its entirety, without modification, and freely distributed in written or
electronic form without requesting formal permission. Permission is required for any other external and/or commercial use.
Requests for permission should be directed to the Software Engineering Institute at permission@sei.cmu.edu.

* These restrictions do not apply to U.S. government entities.
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