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Insider Threat Program Evaluation (ITPE) Overview

Formalized and Defined Insider
Risk Management Program (IRMP)

Organization-Wide
Participation

Oversight of Program
Compliance and Effectiveness

Confidential Reporting
Procedures and Mechanisms

Insider Threat Incident
Response Plan

Communication of Insider
Threat Events

Protection of Workforce Member
Civil Liberties and Privacy Rights
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@ Integration with Enterprise
Risk Management

Practices Related to Managing
Trusted External Entities (TEEs)
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Prevention, Detection, and
Response Infrastructure

Insider Threat Training
and Awareness
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Techniques, and Practices

IRMP Policies, Procedures,
and Practices
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Positive Incentives
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Data Collection and Analysis Tools,

The ITPE benchmarks
organizations against a
set of recommended best
practices derived from
the National Insider
Threat Policy and
Minimum Standards,
and the SEI's extensive
research background in
insider risk mitigation
The findings of the ITPE
provide a roadmap that
can be used to establish
and maintain a mature
and effective insider
threat program
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Assessment Methodology

Evaluate Program Components.

» Conduct interviews with key personnel.

» Review key company artifacts.

* Review data sources used for analysis.

* Review tools.

The ITPE methodology is designed to

* encompass policies, practices, and technologies
» focus on all three aspects of insider threat: prevention, detection, and response
Provide a final report that enumerates

 strengths

* gaps

* prioritized recommendations
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ITPE Process Flow and Timeline

ITPE — Exit Briefing

Planning (3-5 days)

+ Conduct initial planning meeting

* Distribute pre-evaluation
questionnaire to customer

* Establish project roles and

responsibilities
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Pre-Evaluation (5-10 days)

+» Customer completion and
evaluation team review of pre-
evaluation questionnaire

+ Build data collection plan

+ Coordinate schedules and
logistics for evaluation

Evaluation (3-5 days)

+ Hold participants’ briefing

+ Execute data collection plan,
communicating status to
customer POC's daily

+ Hold exit brief, detailing status of
data collection plan and next
steps
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Post-Evaluation (

days)

* Finalize data collection plan, if
needed

* Analyze collected data to

measure capability effectiveness
+ Develop draft report of findings
+ Customer review and feedback
of report draft

+ Develop and deliver final report
of findings




Data Collection

XX documents provided and
reviewed pre-assessment

XX additional documents
requested and received during
on-site

XX documents total

XX total on-site interviews
conducted <Dates>
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Collect and analyze evidence that supports the absence or
presence of indicators

* Review of documents that describe existing processes and
procedures

* Interviews with personnel that perform key activities

* Direct observations of capability (e.g. tool demonstrations)
Minimum standards for evidence provide confidence in the
capability level scoring

« 1 document + 1 observation
« 1 document + 2 interviews
« 1 observation + 2 interviews

* 3 interviews
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Q&A / Open Discussion
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