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Secure Software
Development Landscape

Mark Sherman
Technical Director, CERT

Software Engineering Institute
Carnegie Mellon University
Pittsburgh, PA 15213
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What did the Jeep experience illustrate

;% Running out of date software

- Wide attack surfaces

~ Not understanding or appreciating
| Interconnections

| Components used in new operational situations

Assumed or misunderstood authentication and
authorization needs

Lost opportunity to mitigate damage through
disclosure

“Security through obscurity” is not enough
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¥* 10%

¥* 20%

{ COsts
Software Development Lifecycle
Where Faults are Introduced

¥* 70%

Faults accounts for 30-50% percent of total software
projec

Catching software faults early saves money
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Security Is implemented across life cycle

Sustainment

Engineering and Development

Mission thread Abuse Architecture Coding Testing, Monitoring Breach
(Business process) Threat Cases : and Design Rules and Validation Awareness
Analysis : Principles Guidelines and
: Verification
Requirements and Acquisition Deployment and Operations
TN NN NN NN NN NN NN NN NN NN NN NN EEEEEEEEEEEEEEEEEEEEEEEEEEE o

— [Distribution Statement A] This material has been approved for

= Software Engineering Institute | Carnegie Mellon University #SElwebinar  puwicrelease and unlimited distribution. Please see Copyright

notice for non-US Government use and distribution.



Polling Question

What tools do you use to support secure development?

Security requirements management tool?

Source code analyzers?

Dynamic fuzz or penetration testing?

Others?
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Room for improvement

Sustainment

Mission thread :  Abuse EArchitecture Coding Testing, Monitoring Breach
(Business process) Threat i Cases : and Design Rulesand @ Validation Awareness
Analysis : Principles Guidelines  : and :

: Verification

Sources: Forrester Consulting, “State of Application Security,” January 2011; Wendy Nather, Research Director, 451 Research, “Dynamic testing: Why Tools Alone Aren't
Enough, March 25, 2015”
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Cross life cycle Issues

Sustainment

Engineering and Development
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Mission thread Abuse Architecture Coding Testing, Monitoring Breach
(Business process) Threat Cases : and Design Rules and Validation Awareness
Analysis : Principles Guidelines and
: Verification
Requirements and Acquisition Deployment and Operations
M e s s S SRS EEEEEEEEEEEEEsEEssEEEsEEsssssEsEsEssses + Automation (DevOps)

Acquisition (Supply chain)

Building skills (Workforce development)

Metrics, Models, and Measurement
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Contact Information

Mark Sherman

(412) 268-9223

mssherman@sei.cmu.edu

Web Resources (CERT/SEI)

http://www.cert.org/

http://www.sei.cmu.edu/
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