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Introduction

Talk about
How mobile devices are currently protected
What is not protected - private data! And why

Options to protect private data with fake data
Prototype construction and testing

Defensive and offensive options: leveraging GPS and fake data
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Current State of the Art

Mobile devices have:

- Encryption — avoid physical access
Anti-malware — signature based

Static analysis tools — post infection
Dynamic analysis tools — heuristic
Passwords — typically 4 characters!
Privacy settings — apps and notifications
- OS level app/process isolation (linux)

Overall not bad BUT malware just needs your permission!
 App install all or nothing model eases malware introduction!
- PIl at risk!
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A potential solution

How can PII be protected from malicious use and exfiltration by an app?
Purposely proved fake PII! And other data
Benefits:
App cannot distinguish fake from real
App will function as expected
User can be notified when fake data is accessed
User can run any app they choose while protecting their data
Too much fake data read? User can uninstall app
Data is kept safe!
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Polling Question

Do you want to hear some more benefits of fake data?
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Prototype

Modified Android OS to populate random & relevant fake profiles when a phone is
activated

When an app is being installed we provide a 3™ option, called “fake”
The app will run but will be given fake data when requested

Phone details

Photos

Contacts

Outgoing SMS

Geo-location (GPS)

Providing fake data is preferred to blocking or “null” data since those can cause app to
crash and destabilize device

User notified each time fake data is read and has option to uninstall
Serves to protect private data while user evaluates apps
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Prototype testing

Tested with several apps from Google Play, Amazon, and other 3™ party markets
Implemented in the Android OS source code, very difficult to subvert and detect
No messages from apps indicating they suspect fake data
Apps worked as expected, no crashes, slowdowns, or halts
Other apps not reading fake data worked as expected
Vast majority of apps request too many permissions and exfiltrated alot of faked data
Primarily device specific data such as ID, owner email, and GPS coordinates

Serves its purpose to empower the user to install and use desired apps with
guestionable permissions while protecting private data
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Snapshots
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Select Menu 4

Free Download
Super-Bright LED
Flashlight 1.0.6 APK
for Android

Free Productivity App by Launcher Apps

Downloads: 32727 Updated:

LA R R 0.

October 31,2014
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EMERGENCY CALLS ONLY

com.surpax.ledflashlight.panel.. 7:11 pm
Download complete.

USB debugging connected
Touch to disable USB debugging.

Connected as a camera
Touch for other USB options.
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[aa] Saving screenshot...

& Flashlight

Do you want to install this application? It
will get access to:

PRIVACY

o) take pictures and videos

DEVICE ACCESS

=  full network access
®

view network connections

control flashlight

prevent phone from sleeping

modify system settings
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DEVICE ADMINISTRATION

Device administrators
View or deactivate device administrators

Unknown sources

Allow installation of apps from unknown
sources

Fake option

View reports of faked personal and device
information. Manage fake option preferences.

CREDENTIAL STORAGE

Trusted credentials
Display trusted CA certificates

Install from storage
Install certificates from storage
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REPORT PREFERENCES

Seafront Kite Poet

OpenWnn

com.toccata.technologies.general _,
.ZombieShoot02a

com.egproject.stoneofsouls

com.outfit7.talkinggingerfree

com.surpax.ledflashlight.panel

com.outfit7.talkingbenpro
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REPORT PREFERENCES

Seafront Kite Poet

com.outfit7.talkinggingerfree

com.surpax.ledflashlight.panel
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com.surpax.ledflashlight.panel
Access Detall

operatornumeric

deviceid

operatoralpha

operatorisocountry

Uninstall
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[aa] Saving screenshot...

& Flashlight

Do you want to uninstall this
app?

Cancel
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Defensive options

Leverage GPS and fake data
Based on device’s current location (GPS) enforce fake profile policy
Specify fake data as input to potentially all apps
Provide crafted fake data
- Gives the illusion the device is somewhere else
- The data is “boring” and unusable
- System specs are not compatible: fake Android OS version
Result is app becomes disinterested, device and its data not a target anymore
Useful when device is out of home base
- Another state, region, country
- Civilian workforce abroad!
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Polling Question

Would you like an example of “out of home base”?
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Offensive Options
Purposely mislead the enemy with specific fake data

Faking data can misinform the enemy to think what we want them to think!
Used as a tactical device in an operation with preinstalled app:
App designed to transmit via wifi crafted fake data based on GPS location
Fake GPS to predetermined location(s)
- Mislead and position enemy to our advantage
Move enemy focus to bogus theatre
Fake contact details that we control
Discover their IPs
Cyber offensive capabilities
- Compromise their systems
Fake photos and outgoing SMS messages
Misleading intelligence creates beneficial opportunities
Other limitless ideas!
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Modern day ghost device army — WWII operation fortitude

[aa] Saving screenshot...

& Flashlight

Do you want to install this application? It
will get access to:

PRIVACY
O] take pictures and videos
DEVICE ACCESS

=  full network access
L J

view network connections

a .\h r - -
control flashlight RS ’
prevent phone from sleeping 4 2 h J \ v .

modify system settings

Cancel Install
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Current Status

Fake profiles
- Fake data prototype up and running
- Not publicly released yet, seeking partners and evaluators

Future work

- Patch updates for fake data to commercial phone versions
- Ghost devices only in a design phase

. 10S

.- Seeking stakeholders
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