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Introduction 

Talk about 
•  How mobile devices are currently protected 
•  What is not protected à private data!  And why 
•  Options to protect private data with fake data 
•  Prototype construction and testing 
•  Defensive and offensive options: leveraging GPS and fake data 
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Current State of the Art 

Mobile devices have: 
•  Encryption – avoid physical access 
•  Anti-malware – signature based 
•  Static analysis tools – post infection 
•  Dynamic analysis tools – heuristic 
•  Passwords – typically 4 characters! 
•  Privacy settings – apps and notifications 
•  OS level app/process isolation (linux) 
Overall not bad BUT malware just needs your permission! 
•  App install all or nothing model eases malware introduction! 

•  PII at risk! 



6 
CERT® Alignment with Cyber COI Challenges and Gaps 
SEI Webinar 
© 2015 Carnegie Mellon University 

A potential solution 

How can PII be protected from malicious use and exfiltration by an app? 
•  Purposely proved fake PII! And other data 
•  Benefits: 

•  App cannot distinguish fake from real 
•  App will function as expected 
•  User can be notified when fake data is accessed 
•  User can run any app they choose while protecting their data 
•  Too much fake data read? User can uninstall app 
•  Data is kept safe! 
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Polling Question 

Do you want to hear some more benefits of fake data? 
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Prototype 
•  Modified Android OS to populate random & relevant fake profiles when a phone is 

activated 
•  When an app is being installed we provide a 3rd option, called “fake” 
•  The app will run but will be given fake data when requested 

•  Phone details 
•  Photos 
•  Contacts 
•  Outgoing SMS 
•  Geo-location (GPS) 

•  Providing fake data is preferred to blocking or “null” data since those can cause app to 
crash and destabilize device 

•  User notified each time fake data is read and has option to uninstall 
•  Serves to protect private data while user evaluates apps 
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Prototype testing   

Tested with several apps from Google Play, Amazon, and other 3rd party markets 
•  Implemented in the Android OS source code, very difficult to subvert and detect 
•  No messages from apps indicating they suspect fake data 
•  Apps worked as expected, no crashes, slowdowns, or halts 
•  Other apps not reading fake data worked as expected 
•  Vast majority of apps request too many permissions and exfiltrated alot of faked data 

•  Primarily device specific data such as ID, owner email, and GPS coordinates 
•  Serves its purpose to empower the user to install and use desired apps with 

questionable permissions while protecting private data 
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Snapshots 
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Defensive options 

Leverage GPS and fake data 
•  Based on device’s current location (GPS) enforce fake profile policy 

•  Specify fake data as input to potentially all apps 
•  Provide crafted fake data 

•  Gives the illusion the device is somewhere else 
•  The data is “boring” and unusable 
•  System specs are not compatible: fake Android OS version 

•  Result is app becomes disinterested, device and its data not a target anymore 
•  Useful when device is out of home base 

•  Another state, region, country 
•  Civilian workforce abroad! 
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Polling Question 

Would you like an example of “out of home base”? 
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Offensive Options 
Purposely mislead the enemy with specific fake data 
•  Faking data can misinform the enemy to think what we want them to think! 
•  Used as a tactical device in an operation with preinstalled app: 
•  App designed to transmit via wifi crafted fake data based on GPS location 

•  Fake GPS to predetermined location(s) 
•  Mislead and position enemy to our advantage 
•  Move enemy focus to bogus theatre 

•  Fake contact details that we control 
•  Discover their IPs 
•  Cyber offensive capabilities 
•  Compromise their systems 

•  Fake photos and outgoing SMS messages 
•  Misleading intelligence creates beneficial opportunities 

•  Other limitless ideas! 
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Modern day ghost device army – WWII operation fortitude 
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Current Status 

Fake profiles 
•  Fake data prototype up and running 
•  Not publicly released yet, seeking partners and evaluators 
 
Future work 
•  Patch updates for fake data to commercial phone versions 
•  Ghost devices only in a design phase 
•  iOS 
•  Seeking stakeholders 


