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Evaluating Mission Readiness 
For Cyber Operators 
• Scalable 
• Objective 
• Reliable 
• Valid 

Core DoD Challenge Problem 
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Polling Question 

Do you know how evaluations are currently being conducted? 
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ACE 

•  Develop Automated Cyber-Readiness Evaluator. 
•  System will:  

•  Place users in a cyber operator scenario similar to their normal work environment. 
•  Allow users to perform cyber operator tasks in that scenario. 
•  Understand the actions of the user within the scenario. 
•  Verifiably determine a user’s mission readiness based on their actions within the 

scenario. 
•  Benefits: 

•  Automated analysis 
•  Specific deficiencies isolated 
•  Automated remediation plans 
•  Recording available for future review  
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Technical Approach 

Automated Cyber-Readiness Evaluator (ACE) 
•  Evaluate mission readiness by tracking actual performance 
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Technical Approach 

Role Choice 
•  Forensic Analyst 
•  2 Hours 
•  Matching DoD Standards 
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Technical Approach 

Scenario I & II Details 
•  Missing Person  

•  Foul Play Suspected 

•  Classified* Documents Exfiltrated 
•  Computer Drive Image 
•  Multiple Layers of Story 
- APT1 
- USB 
- Personal Email 

  * Fabricated documents (Not actual classified data) 
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Technical Approach 

Data Capture Capability 
•  Background Data Collection 
•  Restricted to Environment 
•  Scalable 



11 
CERT® Alignment with Cyber COI Challenges and Gaps 
SEI Webinar 
© 2015 Carnegie Mellon University 

Technical Approach 

Data Collection 
•  CERT Staff 
•  CMU Graduate Students 
•  GCD Participant Groups 
•  DoD Personnel  
•  NCFTA Volunteers 
•  Pending: CMU  

Information Security  
Office 
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Polling Question 

What Makes Computer Vision Difficult? 
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Vision Module 

•  Status: In-Progress 
•  Collaboration: CMU Robotics Institute – Graphics Lab. 
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Evaluation Module – Layer 2 

•  Developing evaluation module that will make final mission-readiness determination 
•  Status: In-Progress 

•  Collaboration with CMU Robotics Institute – Machine Learning department 

•  Currently exploring multiple methods 
•  Hidden Markov Models, Spectral Methods, Path Analysis 
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Results 
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Expected Outcomes 

•  Automated Assessment - Individual 
•  Extendable Roles 
•  Time and Money saved for DoD 
•  Follow On Work 

•  Group Evaluation 
•  Data-Backed Standards 
•  Secondary Uses for Vision System (Research Enabling Tool) 


