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HOW THE HEARTBLEED BUG WORKS:

SERVER, ARE YOU STiLL THERE?
IF S0, REPLY "POTATO" (6 LETTERS).

ser Meg wants these & letters: BOTATO,
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SERVER, ARE YOU STILL THERE?
IF 50, REPLY "BIRD" (4 LETTERS),

ese 4 letters: BIRD.

Ham...,
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ser Meg wants these 500 letters: HAT.

lser Meg wants these 500 letters: HAT.

cesens Are you still there, server? It's me, Margaret. |

. HAT. Lucas requests the “missed conme O
criona® page. Pve (administrator) wan
t8 to Bet Berver’'s master key to "l4E O
350385347, Isabel wants pagss abogt " - (»]
fnaless it not oo long . Uesr Karen
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Heartbleed Vulnerability

int dtlsl process heartbeat(SSL *s) {
unsigned char *p = &s->s3->rrec.data[0], *pl;

unsigned short hbtype;
unsigned int payload;

unsigned int padding = 16; /* Use minimum padding */

hbtype = *p++;
n2s(p, payload; —
pl = p;
iIT (hbtype == TLS1 HB REQUEST) {
unsigned char *buffer, *bp;
int r;

Violates INT04-C. Enforce limits on integer
values originating from tainted sources

buffer = OPENSSL _malloc(l1 + 2 + payload + padding);

bp = buffer;

*pp++ = TLS1 HB RESPONSE;

s2n(payload, bp);
memcpy(bp, pl, payload);///////

Violates ARR38-C. Guarantee that library
functions do not form invalid pointers
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