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Designing SCADA Systems for the Self-Verifiability of Their Security & Survivability
A Cyber-Physical and Agent-Based Approach to Detecting and Recovering from a False Data Injection Attack on a Power Grid SCADA System 

Provide algorithms that can enable SCADA / EMS systems to 
autonomously detect, isolate, and respond to false data 
injection (FDI) cyber-attacks

Objective

• Focus on FDI attacks that create false sense of observable 
transmission grid state (address unobservability in future)

• Introduce autonomous software agents to model
cyber-physical properties of the grid / EMS at their 
cyber-physical location

• Theoretically prove that for any and all vectors of FDI 
cyber-attack, the agents can autonomously detect it, 
even if some agents may be compromised

• Validate proof by modeling and simulation
• Implement proof-of-concept on SCADA devices

Technical Approach

3. Develop and Implement New Protective Measures to 
Reduce Risk

3.1 Capabilities to evaluate the robustness and 
survivability of new platforms, systems, networks, 
architectures, policies, and other system changes 
commercially available

3.5 Capabilities that enable security solutions to continue 
operation during a cyber-attack that are available as 
upgrades and are built in to new security solutions

4. Manage Incidents
4.1 Tools to identify cyber events across all levels of energy 

delivery system networks commercially available
4.7 Capabilities for automated response to cyber incidents, 

including best practices for implementing these 
capabilities available

Roadmap Milestones

• Self-assessment techniques appear in [4].
• Table 2 summarizes the techniques.
• Please see summary white paper.

Results to Date:  Techniques to 
Assess AC Grid Vulnerabilities

Table 1: SCADA Attack Matrix

References

Take-Away Message
Comprehensive power grid SCADA security requires 
a cyber-physical systems approach.

• Evaluate the threat with respect to its impact 
on properties of the power grid, not just the 
cybernetic infrastructure.

• Remedies should also focus on mitigating the 
impact of the threat, especially for cost-effective 
solutions to cyber-security. 

Knowledge to avert threat can be leveraged from 
multiple perspectives and subsystems:

•   Electrical properties, control theory, 
 cybernetic properties

•  Knowledge from other EMS functions

The Simulation Test Bed

Adapted from [2], which appears in [1].

Power grid, showing an overload condition on Line 8.   
Clicking the mouse on the line shows its properties.

The main control window for the power grid simulator. By 
default, a half-second of simulation time corresponds to 5 
minutes of real time. We use historical data published by 
the Bonneville Power Administration on their website. Our 
current data set is for the period 1 January–27 September 2011.

Total load, expressed in per unit (p.u). Load measurements 
are represented in 5-minute intervals.

SCADA Agent Architecture

Test Bed Data Flow

Power grid, showing an overload condition on Line 8.   Clicking the mouse 
on the line shows its properties.
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Power Flow on the power line, expressed as a percentage 
of line capacity.
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Line No = 8

Real Power  = 2.3372

Reactive Power  = 0.14809

Power Magnitude  = 2.3419

Line Limit  = 2.2

Line Utilization  = 106.4499%

Five Simulation Models Required to Study the Proposed 
SCADA Agent Protection System

For now, we assume that all RTUs communicate directly 
with the control center.

Voltage Magnitude  = 0.985

Voltage Angle  = -0.22086

Real Power =

Reactive Power =

Bus No  = 3

58

Clicking the mouse over a bus icon shows its properties.
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Start Range

End Range

Real Time

Simulation Time

Start Terminate Pause

Sec(s)

Sec(s)

Current

File being processed

2011/01/01  00:00

2011/09/27  22:55

300

0.5

2011/01/01  00:00

Chart

Total Load

Lo
ad

Time

900

2011.01.01  06:00 2011.01.01  12:00 2011.01.01  18:00 2011.01.01  00:00

800

700

600

Load

Table 2: Summary of Results from [4]

1

2

3

4

TAA-AAVD

AAMA-AAVD

TAA-DAVD

DAMA-DAVD

1. Will find all AC measurements for the AMS, 
including for buses with no power injections 

2. AMS includes AC measurements.

1. Requires comprehensive knowledge of the power 
grid topography and of the SCADA system

1. AMS includes AC measurements. 
2. Does not require knowledge of 

grid topography 

1. Will find all DC measurements for the AMS, 
including buses with no power injections 

2. Linear matrix, easier to calculate 

1. Will find DC measurements for AMS 
2. Does not require knowledge of 

grid topography 
3. Linear matrix, easier to calculate 

1. Prone to introducing error that is detectable by bad 
data detection 

2. Will not consider measurements for buses with no 
power injections 

1. Prone to introducing error that is detectable by bad 
data detection 

2. Requires comprehensive knowledge of the power 
grid topography and of the SCADA system 

1.  Will not consider measurements for buses with no 
power injections 

2. Non-linear Jacobian matrix computations
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Red box highlights: This research directly responds to this threat.

Orange / yellow box highlights: This research has the potential of responding to this threat. 
The potential response is not yet under investigation.
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