
Automating Away Your 
DevSecOps Toil





Application Support and 
Operations takes up to 55% of 

Developer time
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Automation

the state of being 
operated automatically



UNSKRIPT, INC.



Open Source RunBook
Automation

http://runbooks.sh



Based on Jupyter Notebooks

http://runbooks.sh

Open Source RunBook 
Automation
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Jupyter Notebooks

• Online – Collaborative
• Python: No Domain Specific Language
• Documentation via text/markdown
• Easy Automation
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Credentials

Principle of Least Privilege:
Minimum access that is required for the application to run



http://runbooks.sh

AWS Permissions

My App

My Dev Credentials



http://runbooks.sh

AWS Permissions

My App

Prod Credentials



http://runbooks.sh

AWS Permissions

My App
Prod 

Credentials

Too Little Access



http://runbooks.sh

AWS Permissions

My App
Prod 

Credentials

Too Little Access



http://runbooks.sh

AWS Permissions

My App

Credentials

Too Much Access



http://runbooks.sh

AWS Permissions



http://runbooks.sh

AWS Permissions



http://runbooks.sh

AWS Permissions



http://runbooks.sh

AWS Permissions



http://runbooks.sh

DevSecOps Toil



http://runbooks.sh

AWS Permissions

My App

My Dev Credentials



http://runbooks.sh

AWS Permissions

My App

My Dev Credentials



http://runbooks.sh

AWS Permissions

My App

• Create Customized Profil
• Create new IAM user
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Summary
• DevSecOps:

• Manual processes 
• Big Implications

• Automation
• Reduces Manual DevSecOps ‘toil’
• Accuracy and precise

• Extendible beyond DevSecOps
• FinOps
• DevOps
• SRE



Resources

• unSkript
• http://runbooks.sh
• https://unskript.com

Doug Sillars
Head of Developer Relations
@dougsillars

https://runbooks.sh/


Learn more at: 
unSkript.com
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