
©2022 Databricks Inc. —All rights  re se rved 1



©2022 Databricks Inc. —All rights  re se rved

Da t a - Drive n De t e c t ion 
Us ing PySp ark
Markus  De  Shon
FloCon 20 23

2

V1.0



©2022 Databricks Inc. —All rights  re se rved

Da t a - d rive n De t e c t ion Engine e ring p roc e s s

3

4321
8765



©2022 Databricks Inc. —All rights  re se rved
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Conne c t or c onfigura t ion
{
"poller_type": "okta",
"url" : "https://<domain> /api/v1/logs",
"custom_config" :{
},
"credentials": {
"location" : "/security/creds/okta"

},
"state": {
"location" : "/security/state/okta_cursor"

},
"output" : {
"prefix" : "okta_logs"

},
"test_interval" : 4,
"timestamp_format" : "%Y-%m-%dT%H%%3A%M%%3A%SZ"

}
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{
"date" : {
"field_in" : "published",
"format_in" : "%Y-%m-%dT%H:%M:%S.%fZ",
"type_in" : "datetime",
"type_out" : "date"

},
"timestamp" : {
"cursor": true,
"field_in": "published",
"format_in": "%Y-%m-%dT%H:%M:%S.%fZ",
"required": true,
"type_in": "datetime",
"type_out": "datetime"

},
"actor" : {},
"authenticationContext" : {},
"client" : {},

. . .
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Fe a t ure  Ext rac t ors
Unit - t e s t e d  Pyt hon…
class OktaFeatures(object):

@staticmethod

def targetUserGroup():

"""UserGroup displayName"""

return expr("""LOWER(

FILTER(

target,

x -> x.type = 'UserGroup'

)[0].displayName)

""")

@pytest.mark.usefixtures("spark_session")

def test_targetUser(spark_session):

result = (

create_test_data(spark_session)

.withColumn(

"targetUser",

OktaFeatures.targetUser(

user_type = "AppUser"))

).head().targetUser

assert (

"firstname.lastname@example.com" 

== result)
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Dire c t e d  grap h of job s  t o  p rod uc e  vie ws
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YAML Rule s
m e t ad a t a , ac t or, t a rge t

name: admin_grant_user
summary: admin permission 
granted to user on <oktaURL>
severity: medium
source: okta
sourceDetails: <oktaURL>
alertClass: ALERT
ruleVersion: 1
eventTime: <timestamp>

actor:
type: USER
domain: <oktaURL>
id: <actor.alternateId>
beliefCompromised: 0.1

target:
type: USER
domain: <oktaURL>
id: <targetUser>
beliefCompromised: 0.1
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YAML Rule s  (2)
at t ac ks , ind ic a t ors , c ont e xt

attacks:
- mitre:

taxonomy: ENTERPRISE
tactic: PRIVILEGE_ESCALATION
techniqueId: T1548
technique: Abuse Elevation 

Control Mechanism
indicators:

ipAddresses:
- <client.ipAddress>
domains: []
fileHashes: []
urls: []

context:
Okta URL: <oktaURL>
UserAgent: 

<client.userAgent.rawUserAgent>
ipAddress: <client.ipAddress>
who: <actorUser> from 

<client.ipAddress> grant 
<admin_grant> privilege to 
<targetUser>
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YAML Rule s  (3)
filt e r, t e s t _ c ase s

filter: |-
eventType = 

'user.account.privilege.grant' and
admin_grant IS NOT NULL and
(actor.type is NULL or actor.type != 

'SystemPrincipal' or actor.alternateId != 
'system@okta.com')

test_cases:
- test_name: 'expected hit'

expected_result: true
expected_title: 'admin permission granted to user on 

okta.example.com'
expected_context: 
{
"Okta URL": "okta.example.com",
"UserAgent": "OktaVerify",
"ipAddress": "1.2.3.4",
"who": "bob@example.com from 1.2.3.4 grant 

app123-admin privilege to alice@example"
}

test_input: 
{
"actor": {"type": "User", "alternateId": 

"bob@example.com"},
"eventType": "user.account.privilege.grant",
"oktaURL": "okta.example.com",
"client": {"userAgent": {"rawUserAgent": 

"OktaVerify"}, "ipAddress": "1.2.3.4"},
"actorUser": "bob@example.com",
"targetUser": "alice@example",
"admin_grant": "app123-admin",
"timestamp": "2022-01-01"

}
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(Be ware  NULL in s t ring m at c hing…)

SELECT

field != "bla",

field IS NULL OR field != "bla"

(NOT (NULL = bla)) ((NULL IS NULL) OR (NOT (NULL = bla)))

null true
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Op e ra t iona lizing ML in 
Se c urit y
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Ke y t o  ML suc c e s s : Cla rify va lue , d e live r q ua lit y
Tie d  to thre at  analys is

Cove rs  a  gap  that  c annot  b e  ad d re sse d  with rule s

Suc c e ss  s torie s :
● Burne r d omains  d e te c t ion
● Volume tric  anomalie s  for d ata e xfilt rat ion d e te c t ion
● Cloud  API e rror rate  anomalie s  (e .g. AWS Cloud Trail) to d e te c t  c omp romise d  

c re d e nt ial/use r/ role / se rvic e
● Agglome rat ive  c lus te r mod e l of Cloud  API c all c harac te ris t ic s  to id e nt ify 

automate d  ac t ivity, ad min ac t ivity, anomalie s
13
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Cha lle nge s : ML for Int rus ion De t e c t ion
Data q uality
Lab e ling
Mod e l p e rformanc e
IR Acceptance
Inte grat ions
Sc alab ility
Mainte nanc e
Mod e l Drift

14



©2022 Databricks Inc. —All rights  re se rved

IR Ac c e p t anc e

1. Alerts contain relevant information
● 1.1 Alerts should contain all information 

required to resolve 
● 1.1.1 Event timestamp/time 

information
● 1.1.2 Entity Identifier
● …

● 1.2 Playbook contains source/tracing 
information

1. Alerts are associated with a clear 
action/response 15

3. Alert volume is reasonable
● 3.1 Analyzed  over 30 days of data OR  

staged to test alert destination and 
analyzed for 7 days.

4. Alerts correspond to true -positive events
● 4.1 Alert false/true positive ratio has been 

measured
● 4.2 Measured alert true alarm rate goal by  

severity (High (Pager): 99-100%; Medium: 
90+% Low: 75+%)

● 4.3 Mechanism for suppression.

Base acceptance criteria, not just ML  (Cory Altheide)
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Furt he r c rit e ria  for ML
Exp lainab le
● Re le vant  fe ature (s ) are  id e nt ifie d  in the  ale rt
● Fe ature  se t s  map p e d  to int rus ion sc e narios

Playb ook
● Exp lains  d e s ign of the  mod e l & e xp e c te d  re sult s
● Pulls  re le vant  c onte xt
● Visualize s  p at te rns

○ Time  se rie s
○ Grap hs
○ Volume tric  rep re sentat ions  (e .g. Chord s)

● Sugge s ts  furthe r inve s t igat ion s te p s
16
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Cont rib ut ors

17

Engine e ring Te am SME Te am

Le ad e rship

De re k King * Jason Tros t  * Jason 
Somme rfie ld  * Julian Shalab y * Mat t  

Yang * Ale x Ot t  * Maximiliano Lagos  * 
Franc o Me nnuc c i

David  Ve uve  * Kishore  Fe rnand o * Lip ye ow Lim  * Markus  De  Shon

Arjun Chakrab ort y * Siam ac  Mirza ie  
* Silvio Fiorit o  * Cory Alt he id e  * 
David  We lls  * Arun Pam ulap a t i * 

Kris t in Dahl * Zafe r Bila loglu



©2022 Databricks Inc. —All rights  re se rved

Bac kup  s lid e s
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Da t a  q ua lit y
Exp e c tat ions  (c f. Gre at  Exp e c tat ions  p ac kage )

Che c k for b ogus  null value s  ("", "NULL", "n/a", e tc .)

Che c k c e rtain c olumns  are  not  NULL

Che c k c e rtain c olumns  are  in a  give n se t

Be ware  hard  failure s  in p rod  – re me mb e r we 're  d oing s tat is t ic s

19
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Lab e ling
Pre - lab e ling: samp le  of fe ature  se t s  e valuate d  b y Se c Op s

Pos t - lab e ling: Unsup e rvise d  ap p roac h with fe e d b ac k from Se c Op s

No lab e ling: Jus t  p lain unsup e rvise d

It 's  jus t  an e ve nt : ML d e te c t ions  ale rt  only whe n c orre late d

20
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Mod e l p e rform anc e
Re q uire  a  high True  Alarm Rate : TP /  (TP + FP)

Se ns it ivity /  Pre c is ion: Base  rate  fallac y

What  is  "t rue " whe n the re  are  almos t  no ac tual int rus ions  in the  d ata? 
→ Worth inve s t igat ing (in the  jud ge me nt  of Se c Op s)

Ke e p  t rac k of risk
→ How muc h d o I b e lie ve  this  is  a  re al int rus ion? (b e lie f)
→ How b ad  would  it  b e  if this  is  a  re al int rus ion? (imp ac t )
→ Risk = b e lie f * imp ac t

21



©2022 Databricks Inc. —All rights  re se rved

Int e gra t ions
Imp le me nt  in a  frame work, OR Inje c t  to an e xis t ing e ve nts /ale rt s  API

Run on same  t ime line  (b atc h inte rval vs . s t re aming)

Stand ard ize  ale rt s
● Use  c orre latab le  me tad ata
● Foc us  on more  p e rs is te nt  e nt it ie s  (e .g. c lus te r not  ins tanc e )
● Stand ard ize  e nt ity id e nt ifie rs

→ Map  te mp orary IDs  (e .g. IP ad d re ss ) to more  p e rmane nt  IDs  (e .g. 
hos tname /se rial numb e r)

22
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Sc a lab ilit y
Data volume  /  varie ty /  ve loc ity

Simultane ous  mod e ls  (re le vant  e nt it ie s , b e ware  ke y e xp los ion)

PySp ark: Pand as  UDFs not  Python UDFs

23
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Ma int e nanc e

24

Mod e l, d ata, and  use  c ase  d oc ume ntat ion

Trac k d e p e nd e nc ie s , t e s t  & up d ate

Monitor for e rrors , c rashe s

Mod e l ve rs ioning
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Mod e l d rift
Monitor for c hange s  in ale rt  volume

Monitor for false  p os it ive  surge s

If unsup e rvise d , re - t rain oc c as ionally

25
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