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Problem Definition

● IOT/ICS devices are more likely to get compromised.
○ According to a research by Forrester, 67% of enterprises have experienced IoT security 

incidents. 
● Detect anomalous behaviour of IoT devices.

○ If we track DNS activities of devices and detect anomalous behaviours, we can quickly 
quarantine such devices.

Anomalous HP Printer Normal HP Printer
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Solution

● Find devices that are autonomous using available information.
○ DNS Queries
○ Device Name
○ Device MAC address

● Make a profile for each device that belong to IoT category. 
● Vectorize the DNS activities using NLP methods.
● Compare DNS activities of a device with its history and the history of devices 

with similar fingerprints if the fingerprint is available and detect anomalies.
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DNS and DHCP

* Fingerprint is a device identifier that is assigned to a device by DHCP server. It can be as general as HP 
device or as specific as Microsoft Windows 10.   

Field Name Dynamic/Fixed Source Example

IP Address Dynamic DNS/DHCP 192.168.17.23

Device Name Fixed DHCP Vinods-Macbook

MAC Address Fixed/Dynamic DHCP aa:bb:cc:11:22:33

Fingerprint* Fixed DHCP MacOS

qname NA DNS netflix.com
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Solution Overview
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EDAs

● Two billion DNS queries recorded daily.
● Device Identifier cannot be IP address. 

○ Using MAC address as device identifier.

● 1.2 million devices in total. 
● Some devices are being fingerprinted by DHCP service. But not all of them. 

Top 20 frequent Fingerprints
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Data Limitation

● Some of the DNS queries are tagged by MAC address and Fingerprints but 
not all.
○ If MAC addresses are not available we don’t have device identifier and we cannot do 

classification and anomaly detection.
○ For unknown devices we have to do a classification step first. 
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IoT/ non IoT devices query pattern in a month

One month of activity of non iot devices 

One month of activity of iot devices 
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Feature Construction and 
Vectorization
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Vectorizing and Word Embedding 

● Word embedding is a vectorize representation of texts. 
○ Each word will be transformed into numerical representation. 

■ TFIDF
■ CountVectorizer
■ Word2Vec 

● Convert daily DNS queries of each device to a vector. 
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TFIDF and Countvectorizer 
● Term Frequency-Inverse Document Frequency.

○ Inverse document frequency is specially important here because we want to lower the effect of domains like 
google.com that are queried by most devices. 

● Countvectorizer: simply counts the frequency of each domain in each device.
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Problem of Vectorizers in our Data  

●Sparse vector space.
○Three million unique 
domains.
○Small percentage of domains 
occur most of the time.
○Too many domains occur 
only few times .

12



Word2Vec: How do you define word embedding?

• Word2vec is one of the most common methods of generating word 
embedding.

• We will define a set of features for describing the words and for each 
word it will learn the value to each of those features. 

King

Authority=1
Gender= -1
Has_tail=0

Horse

Authority=0
Gender= 0
Has_tail=1

Queen

Authority=1
Gender= 1
Has_tail=0

Man

Authority=0.5
Gender= -1
Has_tail=0

Woman 

Authority=0.5
Gender= 1
Has_tail=0

King       - Man          +   Woman= Queen
[1,-1,0]-[0.5,-1,0]+[0.5,1,0]= [1,1,0] 13



Word2Vec

• Sentence-> list of sorted dns 
queries from one device in a 
day.

• Word->domain
• corpus->all unique domain
• document -> collection of all 

the sentences
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Device Classification
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Classifier 

● We need a classifier to label the unknown devices for us. 
○ Vectorized DNS Queries
○ Use Device Name
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DNS based classifier

● We combine different vectorizers with different well known classifiers. 
○ Best performing classifier: Histogram Gradient Boosting.

● TFIIDF vocab size=10000
● While building the vectors with TFIDF only took few seconds, the word2vec 

took 25 minutes to build the vector for our data. 
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Name based Classifier

Vinods-Ipad

vinods-ipad

[vinods, -, ipad]

[vinods, ipad]

vi,in,no,od… (432,[442,212,..])

lowercase

tokenize

remove stop words

ngram
Vectorize Join and compute similarity

vinods-Ipad~Ipad Non IoT

Assign the majority label of 
similar devices 
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Different classifier performance

● Recall is more important for our use case(anomaly detection) 
● We can only use the Name-based classifier for small portion of our 

data(28%). 

Method Precision Recall Caveats

Name-based Classifier 1 0.99 Only 28% of devices have names

DNS-based with TFIDF 0.92 0.83 Quick to train, we have to limit the vector 
size to fit the memory and that means 
majority of domains will be treated as out 
of bags

DNS based with 
Word2Vec

0.81 0.92 Slow to train. 
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Anomaly Detection
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Anomaly detection 

When an event is considered as anomaly?

● Compare the DNS queries of a device to all the similarly fingerprinted devices on the same 
customer

● Compare a devices traffic with itself over a period of time

Anomaly Models:
● Create TFIDF, Word2Vec vectors

○ Apply a one class SVM and Isolation forest. 
○ Compute cosine similarities between different dates and anything above three standard 

deviation away from the mean is considered anomalies. 
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Validation of Anomaly Detectors

● We don’t have labels to show us actual anomalous events in the past. 
● The only way for us to validate the models is to evaluate the anomalous 

events and see if they make sense. 
● Low false positive is critical for us here. 
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Anomaly Results

● Any increase in frequency of known domains was returned as anomalies.
● We take one month of DNS queries for five fingerprints.

○ "Polycom Conference IP Phone","Avaya IP Phone","HP Printer","Cisco IP 
Phone","Lexmark Printer" 

○ 1652 events returned in total, too many!

● Stop word removal with regard of each known fingerprints.
● 41 anomalous events that they all looked anomalous and needed investigation.
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Example 1 – Anomalous events detected for certain HP printers

• Median number of unique domains

Anomaly device – 976

HP Printer - 3

• Median number of unique domains

Anomaly device – 115

HP Printer - 3

Anomalous HP printer

HP printer
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Example 2 – Anomaly detected for a device fingerprinted incorrectly 

● The first device is fingerprinted as HP printer but 
looking at Wireshark its mac address is marked with 
“Universal Global Scientific Industrial Co., Ltd” 

● Second device is an HP printer

Why is first device marked as anomaly ?
Median number of total queries

Anomaly device – 1900

HP Printer - 55

Median number of unique domains

Anomaly device – 64

HP Printer - 3

The domains queried by the anomalous device is too varied 
when comparing with most of the HP printers in the same 
customer
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Conclusions

● DNS activity of a device can be used to identify device types.
● Passive DNS monitoring enable us to identify anomalous behavior of devices. 
● Deep learning techniques can be used both for embedding DNS queries and 

can have several applications in the context of anomaly detection, application 
discovery and device classification. 
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