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DeCypher: Translating Chat Requests to Cyber Queries 

Problem: MITRE’s CyGraph 
tool provides advanced Cyber 
Situational Understanding 
(Cyber SU), but writing queries 
in formal language is time 
consuming and requires 
specialized skills

Approach: Deep learning 
NLP translates plain English 
questions to CyGraph queries

Achievements
• Reference implementation for U.S. Army Cyber SU tool
• Algorithm performance (F1 score): intent classification 84%, entity recognition 79%
• 2x improvement in timed-limited task completion, tasks completed 21% faster
• Improves user satisfaction by 62%, increases perceived usability by 49%
• Journal article, conference publication, patent pending
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System-of-Systems Architecture

CPCE



How to extract actionable intelligence from swarm of interrelated data?
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Extracting Actionable Intelligence
Cyber Knowledge Base (CyGraph)

Intelligent UI (DeCypher)

Actionable Intelligence

Example: Scope of cyber threat 
on tactical warfighting functions



“alerts for ip addresses”
MATCH (n:Alert)<-[r]-(m:IP_Addr) RETURN r
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8“wffs to alerts”
MATCH (n:WfF)-[r*..4]->(m:Alert) RETURN r



9“network flows for 22.208.0.22 or 22.208.26.11”
MATCH (n)-[r:FLOW]-() WHERE n.name='22.208.0.22' OR n.name='22.208.26.11' RETURN r
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“flows for 22.208.2.189”
MATCH ()-[r:FLOW]-(n{name:'22.208.2.189'}) RETURN r



11“ips having flows with 22.208.2.189 and wffs to them”
MATCH (n{name:'22.208.2.189'})-[edge1]-(h)<-[r*..3]-(m:WfF) RETURN edge1, r
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Entities: ip, non-ldif
Edges: flows 

toDirection: 
MATCH  (:ENTITY1)-[r:EDGE]-> 
(:ENTITY2) return r

EDGE: FLOW
NODES: [IP_ADDR, NON-LDIF]

DeCypher Response:
MATCH  (:IP_ADDR)-[r:FLOW]
->(:NON_LDIF) return r

flows between 
ip addr and non ldif

User Request:

Intent
Classification

Named Entity
Recognition

Intelligent
Autocomplete

Model
Linking

Masking & 
Augmentation

Entity Tagging

Training Data

Infer overall intent 
of user request

DeCypher Architecture

Build query from 
user intent and 
mapped entities

Map 
recognized
entities to 

domain model

Recognize entities
from user request
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User Intent Classification Performance
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97%

54%

13%

DeCypher Form Code

Tasks Completed

49 sec

70 sec
62 sec

DeCypher Form Code

Mean Completion Time

Analytic Task Performance

Tasks completed (within limit)
~20-30% faster with DeCypher

DeCypher allowed analysts to complete 
almost 2x more tasks

Task time limit:
2 minutes
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7.3

4.5
3.4

DeCypher Form Code

Satisfaction

73

49

26

DeCypher Form Code

Usability

User Satisfaction and Perceived Usability

User satisfaction improved 62-115%
(1.6-2.1x) with DeCypher

Perceived usability improved 49-181% 
(1.5-2.8x) with DeCypher

Scale: 
100 max

Scale: 
10 max
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Key Impacts
• CyGraph
‒ Real-time Cyber SU for complex interactions in cyberspace, especially 

important for operating in stressful environments
‒ Amplifies operator capabilities by correlating a myriad of data elements with 

multiple constraints, yielding new insights for Cyber SU
• DeCypher
‒ Natural language interface greatly reduces the time for answering cyber 

operational questions, eliminating the need to write complex queries
‒ Significant enhancement in operational Cyber SU outcomes, e.g., 

productivity boosts, reduced cognitive load, improved user experience, 
especially helpful for making non-specialists effective

• Components of reference implementation for Cyber SU tool fielded to 
operational units (https://peoc3t.army.mil/mc/mcc.php)

https://peoc3t.army.mil/mc/mcc.php
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MITRE is a not-for-profit organization whose sole focus is to 
operate federally funded research and development centers, or 
FFRDCs. Independent and objective, we take on some of our 

nation's—and the world’s—most critical challenges and provide 
innovative, practical solutions.

Learn and share more about MITRE, FFRDCs,
and our unique value at www.mitre.org
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