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DeCypher: Translating Chat Requests to Cyber Queries

Problem: MITRE’s CyGraph Peoperena : a3 1 diiTaCD_161
tool provides advanced Cyber Sty e - N 5\\*
. . . result 208.0. «————viAhach_ -

Situational Understanding @ T k.

y . : - " CallForFires
(Cyber SU), but writing queries flows fer222082189and 1 ;| I S ST i mach_190. )
in formal language is time T i~ x
consuming and requires VATCH | IR g
specialized skills o< oo N

return edgeT, r limit 50 99 82,1 viﬁ\_‘mach_ﬂ**‘/-

Approach: Deep learning = @ 4 " MissonGomrand

virt_mach 36
- - «—

(Edit Limit) [ Accept and Run )( Reject ) 4 ‘*<—.

Interoperability

NLP translates plain English
questions to CyGraph queries

Achievements
» Reference implementation for U.S. Army Cyber SU tool
« Algorithm performance (F1 score): intent classification 84%, entity recognition 79%
« 2x improvement in timed-limited task completion, tasks completed 21% faster
» Improves user satisfaction by 62%, increases perceived usability by 49%
MITRE « Journal article, conference publication, patent pending
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System-of-Systems Architecture
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How to' éxtract actionable intelligence from swarm of interrelated data?




Extracting Actionable Intelligence

Cyber Knowledge Base (CyGraph)

ek Actionable Intelligence
290 nodes /‘
Total: "—\. » » W Match ({name:'22.208.2.189'))-[r1]-(h)<-[r2*..3]-(:WfF) return r1,r2 limit 500 ;12 Results (20 nodes, 28 edges)
6127 nodes 8 nodes USES h 161 AT
12606 edges 5 nodes 22 208.32.12 c
DEPENDS_ON SWT'F
Non_LDIF
836 nodes HETOERES 4/./—V\” . .0.16 k/maCh o
133 nodes OPCON
132 edges
ONTAINS CallForFires
4449 edges 22.20 34.12

~——virt-mach_190
4449 nodes

2432 edges

281 nodes
HAS_ALE
124 edges

125 nodes

.26.24

virt ch_230
JointTargeting

22.208.2.1 v\wrt_rrrac:h_ﬂ ‘\*4//.

\m MissionCommand
virt_mach_36

© o d neligence

D Interoperability

Intelligent Ul (DeCypher)

DeCypher Chat Example: Scope of cyber threat

on tactical warfighting functions

flows for 22.208.2.189 and
MITRE wffs to them




@ Match ()-[r]->(:Alert) return r limit 500

nbtstat

arp -a
nbtstat z \‘ \
arp -a
¥ nbtstat l nbtstat
nbtstat
nbtstat

MITRE

arp -a
arp -a
nbtstat T\btstat
whoami| nbtstatarp -a
dateNbtstat A
-ltemProperty
arp -a attrib
~—_ —
tracert «—222885490 [pistat
|
arpp-a™ / (
P / “‘ arp -a
nbtstat (\ arp -a
net localgro +
p-a { Get-Service
nbtstat nbtstat
nbtstat P @

125 Results (133 nodes, 125 edges)

Get-ltemProperty

attrib

\ icacls
e

22.20&76.24

date whoami

arp -a

2220%.2.156

\

v

Set-Content

“alerts for ip addresses”
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MITRE “network flows for 22.208.0.22 or 22.208.26.11”
MATCH (n)-[r:FLOW]-() WHERE n.name='22.208.0.22' OR n.name='22.208.26.11' RETURN r
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Interoperability

“ips having flows with 22.208.2.189 and wffs to them”
MATCH (n{name:'22.208.2.189'})-[edgel]-(h)<-[r*..3]-(m:WfF) RETURN edgel, r
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DeCypher Architecture
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User Intent Classification Performance
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Analytic Task Performance

Tasks Completed

13%
N

DeCypher Form Code

DeCypher allowed analysts to complete
almost 2x more tasks

MITRE

Task time limit:

2 minutes

Mean Completion Time

DeCypher Form Code

Tasks completed (within limit)
~20-30% faster with DeCypher

14



User Satisfaction and Perceived Usability

Satisfaction Usability

Scale:
100 max

Scale:
10 max

DeCypher Form Code DeCypher Form Code
User satisfaction improved 62-115% Perceived usability improved 49-181%
(1.6-2.1x) with DeCypher (1.5-2.8x) with DeCypher

MITRE
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Key Impacts
« CyGraph
— Real-time Cyber SU for complex interactions in cyberspace, especially

important for operating in stressful environments

— Amplifies operator capabilities by correlating a myriad of data elements with
multiple constraints, yielding new insights for Cyber SU

 DeCypher

— Natural language interface greatly reduces the time for answering cyber
operational questions, eliminating the need to write complex queries

— Significant enhancement in operational Cyber SU outcomes, e.g.,
productivity boosts, reduced cognitive load, improved user experience,
especially helpful for making non-specialists effective

« Components of reference implementation for Cyber SU tool fielded to
operational units (https://peoc3t.army.mil/mc/mcc.php)
MITRE
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MITRE is a not-for-profit organization whose sole focus is to
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