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What’s inside?
Where did it come from?

Are there any vulnerabilities?

WHERE IS IT?
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Executive Order 14028 - 2021

The executive order will impact companies that supply 
IT products and services to the US government. It 

spells out the requirements and directives mandatory 
for all critical software sold to the US government.



 May 12, 2021
Executive Order 14028 
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Sec. 4.  Enhancing Software Supply Chain Security. 
(e)  … guidance shall include standards, procedures, or criteria regarding: 
      (vi)    maintaining accurate and up-to-date data, provenance 
(i.e., origin) of software code or components, and controls on internal 
and third-party software components, tools, and services present in 
software development processes, and performing audits and 
enforcement of these controls on a recurring basis;
      (vii)   providing a purchaser a Software Bill of Materials 
(SBOM) for each product directly or by publishing it on a public 
website;
      (viii)  participating in a vulnerability disclosure program that 
includes a reporting and disclosure process;
      (ix) attesting to conformity with secure software development 
practices; and
      (x) ensuring and attesting, to the extent practicable, to the 
integrity and provenance of open source software used within any 
portion of a product.
 (f)  Within 60 days of the date of this order, the Secretary of 
Commerce, in coordination with the Assistant Secretary for 
Communications and Information and the Administrator of the National 
Telecommunications and Information Administration, shall publish 
minimum elements for an SBOM.

 

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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No provenance, integrity or 
license information in the 
minimum requirements?
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REALLY?

No provenance, integrity or 
license information in the 
minimum requirements?
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supply chain
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Y includes X 

X includes Z and A
Z includes B and D
A includes C and D
D includes B and C
or backwards… or…
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Linux Foundation - 2010

OWASP - 2017

Anchore formats

SWID
2009, then revised in 2015.
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standard
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REALLY?
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too soon?
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issues

● Standards change and evolve quickly. 
● Too many formats interoperability is suggested but non-existent
● JSON and XML isn’t easily understood by the non-technical
● Generate them with every release. Now what?
● A vendor provides one. Now what?
● A vendor gets feedback from customers that their software has 

vulnerabilities. Now what?
● How do I search across all my SBOMs to find a specific component?
● Where to store these things?
● Conversion can be lossy
● Frequency of updates
● Distribution and Delivery
● Access Control and Privacy
● A supply chain isn’t linear…
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what we can do
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SCA = Your Source / Open Source
(Generate)
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Build the 
functionality 

into your 
release 
process
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? = Closed Source
(Consume)
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TPRG (Third Party Risk 
Governance)
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Bomber
DKFM

(Scans Everything)

Anchore
(Scans Containers)

scan for vulnerabilities
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bomber output
https://github.com/devops-kung-fu/bomber
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parting words

● Generate and include SBOMs as an artifact with every 
release

● Request SBOMs from your vendors when doing security 
reviews (TPRG)

● Scan closed-source SBOMs for Security Vulnerabilities
● Store SBOMs in a shared artifact repository with 

appropriate access controls and update often
● Work with your vendors when you find vulnerabilities.
● Realize that we are early in the SBOM world. Everyone is 

still trying to figure out the landscape.



THANK YOU!
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