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The Common Criteria

ABSTRACT: The Common Criteria enable an objective evaluation to validate
that a particular product or system satisfies a defined set of security require-
ments. Although the focus of the Common Criteria is evaluation, it presents a
standard that should be of interest to those who develop security requirements.

The Common Criteria (CC) were developed through a combined effort of six
countries: the United States, Canada, France, Germany, the Netherlands, and the
United Kingdom. This effort built on earlier standards, including Europe's In-
formation Technology Security Evaluation Criteria (ITSEC), the United States'
Trusted Computer System Evaluation Criteria (TCSEC), and the Canadian
Trusted Computer Product Evaluation Criteria (CTCPEC) [Caplan 99]. The CC
is an international standard (ISO/IEC 15408) for computer security. A Common
Criteria evaluation allows an objective evaluation to validate that a particular
product satisfies a defined set of security requirements. The focus of the Com-
mon Criteria is evaluation of a product or system, and less on development of
requirements. Nevertheless, its evaluation role makes it of interest to those who
develop security requirements. The Common Criteria allow for seven Evaluation
Assurance Levels (EALS), which will be discussed further.

An overview of the common criteria can be found at
http://en.wikipedia.org/wiki/Common_Criteria. A definitive source of current
information about the Common Criteria is the Common Criteria Portal. Much of
the material in this discussion is drawn from an earlier report [Mead 03].
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Figure 1. Common Criteria modular component hierarchy
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The successful use of the Common Criteria depends on an ability to define the
required security capabilities. This should be done in a way that gives considera-
tion to the mission or business, the assets requiring protection, and the purpose
of the system under evaluation (the TOE). As the Common Criteria have ma-
tured, a number of protection profiles have been developed by the National Se-
curity Agency (NSA) and then by NSA in conjunction with the National Institute
of Standards and Technology (NIST). A working group called the Protection
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Profile Review Board (PPRB) was formed to review all proposed Protection Pro-
files and to work with the authors toward achieving a goal of consistency across
PPs. Such consistency would presumably result in more consistency in applying
the Common Criteria to various TOEs. A number of recommendations toward
this end have been collected in one document [PP 02].

COMMON CRITERIA EVALUATION ASSURANCE LEVELS

Functional and assurance security requirements are the basis for the Common
Criteria. There are seven Evaluation Assurance Levels (EALS). The higher the
level, the more confidence you can have that the security functional requirements
have been met. The levels are as follows:

« EALZL: Functionally Tested. Applies when you require confidence in a
product's correct operation, but do not view threats to security as serious. An
evaluation at this level should provide evidence that the target of evaluation
functions in a manner consistent with its documentation and that it provides
useful protection against identified threats.

« EALZ2: Structurally Tested. Applies when developers or users require low
to moderate independently assured security but the complete development
record is not readily available. This situation may arise when there is limited
developer access or when there is an effort to secure legacy systems.

« EALS3: Methodically Tested and Checked. Applies when developers or
users require a moderate level of independently assured security and require
a thorough investigation of the target of evaluation and its development,
without substantial reengineering.

« EAL4: Methodically Designed, Tested, and Reviewed. Applies when de-
velopers or users require moderate to high independently assured security in
conventional commaodity products and are prepared to incur additional secu-
rity-specific engineering costs.

« EALS5: Semi-Formally Designed and Tested. Applies when developers or
users require high, independently assured security in a planned development
and require a rigorous development approach that does not incur unreasona-
ble costs from specialist security engineering techniques.

« EALSG6: Semi-Formally Verified Design and Tested. Applies when devel-
oping security targets of evaluation for application in high-risk situations
where the value of the protected assets justifies the additional costs.

« EALTY: Formally Verified Design and Tested. Applies to the development
of security targets of evaluation for application in extremely high-risk situa-
tions, as well as when the high value of the assets justifies the higher costs.
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COMMON CRITERIA USAGE

One way in which the Common Criteria can be used is in conjunction with sys-
tem acquisition [Abrams 00]. A mapping between CC features and system acqui-
sition elements is shown in Table 1. In the first row, the protection profile con-
cept helps to identify, among other things, customer requirements. These can in
turn be used in a Request for Proposal (RFP). The fact that there are many pro-
tection profile templates in existence is very helpful to this part of the effort. The
notion of the security target in the second row gives an indication of how the
requirements might be satisfied by specific suppliers. Of course, the TOE is in-
tended to be a specific system or collection of components that can be evaluated.
Finally, the evaluated and accepted system should support consistency of the
outputs of the previous three rows. From the point of view of a model, this pro-
vides a series of representations that can be checked and compared to one anoth-
er. This is consistent with acquisition activities at the Federal Aviation Admin-
istration (FAA). This sort of example of consistency suggests broad application
of the Common Criteria, particularly to critical infrastructure systems.

Table 1. Mapping between CC features and system acquisition elements

CC Paradigm System Acquisition Observations Regarding Commonality Among
Paradigm CC and Acquisition Paradigms

Protection Profile | Request for Proposals Provides customer desires, needs, and require-

(PP) ments: "What is wanted"

Security Target Proposals Indicates how the above will be satisfied by suppli-

(ST ers: "What will be provided"

Target of Evalua- | Delivered System Is the supplier's physical manifestation of above

tion (TOE)

Evaluated Sys- Accepted System Shows that the three preceding representations are

tem sufficiently consistent

The FAA's National Airspace System Infrastructure Management System
(NIMS) provided a venue for development of its own PP. Specific requirements
were derived from and linked to the CC components. A set of eight example re-
quirements is provided [Abrams 00]. This is followed by a discussion of system
integration and acceptance test considerations that result from application of the
CC. As a result of several reviews, by a wide spectrum of FAA staff members,
the NIMS protection profile was broadly accepted by the community it served.
Many Microsoft products have undergone CC evaluation at EAL level 4 (see
[MS TechNet 05]). Recent studies [Keblawi 06] suggest that a more unified ap-
proach to security requirements engineering is needed if use of the Common Cri-
teria and its system-level protection profiles (SLPPs) is to be successful.

3| THE COMMON CRITERIA




BENEFITS/BUSINESS CASE

The FAA Telecomm services provided a source for a CC case study [Herrmann
01]. In this study the FAA Telecommunications Infrastructure (FTI) project pro-
vides an example of a services contract that uses the CC. FTI provides integrated
voice, data, and video telecommunications services in the continental U.S., with
connectivity to Hawaii, Alaska, and U.S. territories. FTI requirements are ex-
pressed in terms of service classes and service interfaces. In this particular case,
the vendor is required to demonstrate EAL3. The authors discuss the meaning of
an EAL in the context of a services contract, and also the effort involved in
maintaining an EAL during the entire systems life cycle, after systems develop-
ment. Both the Common Criteria and process assessments were used to maintain
a balanced security assurance program.

Another example, the PaIME project, an electronic purse application for Palm
handhelds, provides a case study for application of the Common Criteria [Vetter-
ling 02]. It was felt that there was some documentation overhead associated with
use of the CC, but nevertheless using the CC for this project was practical.

Recent experience [Barnes 06] indicates that achievement of higher EAL levels
is feasible and cost-effective.

MATURITY OF PRACTICE

Common Criteria is a mature practice, although most projects are evaluated at
the lower assurance levels EAL1 through EAL3.
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