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What is Theodo?

Tech lead Product Owner Software 
engineer

Software 
engineer
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Short story time
How I joined a developer’s company



“You want to be a Web Developer?”

“You can do security by doing web 

development!”



That’s why I’m especially happy to be here today!
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Do you need to build a 
security culture?
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You might not be convinced yourself

You might need to convince your management

You might need to convince your colleagues

Do you need to build a security culture?
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Avoid rework, avoid waste
How much does a security flaw cost?

Code

Requirements Design Code Testing Release

10$ 10$ 100$ 1 000$ $$$$$$$SHIFT LEFT
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Avoid rework, avoid waste
Toyota Production System
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Avoid rework, avoid waste
Flux SDLC, coût de correction

Defects Overproduction Waiting Unused talent

Transportation Inventory Motion Extra 
processing
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Scale efficiently
Can you keep up with your development team?
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Focus on creating value
Do you really want to spend all your time finding the same flaws?
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Developers already use quality tools
It is much easier to plug in an existing system than to redesign one
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How?
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A few challenges

It only happens to other 
people/companies/…

Security is not as 
interesting as other 

things

Let’s not tell security 
about this, they will only 

block us.

Security doesn’t 
understand anything

We didn’t think of 
security this one time!

We don’t want other tools 
/ there are too many false 

positives
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Let’s not tell security about this, they will only block us.
You have a problem
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Let’s not tell security about this, they will only block us.
First dysfunction of a team
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Security doesn’t understand anything
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Security doesn’t understand anything
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We don’t want other tools ; there are too many false 
positives
They may be right
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We don’t want other tools ; there are too many false 
positives
Developers love building & improving things
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We don’t want other tools ; there are too many false 
positives
RisXSS, an ESlint rule to detect XSS in React and Vue
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We don’t want other tools ; there are too many false 
positives
RisXSS, an ESlint rule to detect XSS in React and Vue
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We don’t want other tools ; there are too many false 
positives
ACCENT, an automated check for missing access control rules in API Plaform

Success Failure
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Security is boring ; I want to build things
Or is it?
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Security is boring ; I want to build things
Improving in security has made me a better developer
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Security is boring ; I want to build things
Or is it?

Find a LFI

There’s an upload 
feature

Manage to upload 
a PHP reverse 

shell

Launch linpeas.sh

vim is allowed to 
run as sudo



QUESTION 01 / 13

What’s a cookie?

A file containing information 
about the user stored on the 
user's computer

1

A string sent by the server 
and stored in the browser2

A file containing information 
about the user stored on the 
server

3

A delicious shortbread 
cake with chocolate chips4
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QUESTION 08 / 19

When is a pre-flight request sent to the server?

Always1

For DELETE, PUT, PATCH 
requests2

For form-based POST 
requests4

For GET requests5

It’s a trap3 For AJAX-based POST 
requests6
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It only happens to other people/companies

Newsletter / storytelling
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It only happens to other people/companies
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It only happens to other people/companies

Escaping is not enough for SQLi…
…Look at what happened to Magento

XSS don’t really happen…
…Tell that to Google

No one would actually log the user’s passwords in cleartext…
…Well… do you know a company named Facebook

It’s not that useful to update your dependencies…
…Do you remember Log4j?
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I know security ; my framework protects me
A question for my first talk

❤🛡
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I know security ; my framework protects me
4 levels of competence
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I know security ; my framework protects me
SQLi in Symfony

❌
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I know security ; my framework protects me
SQLi in Symfony
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I know security ; my framework protects me
XSS in React.js

javascript:alert('XSS')
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We didn’t think of security this one time!
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We didn’t think of security this one time!



“The definition of quality MUST include security”

Tanya Janca



Add security to your definition of quality
3S Framework

S S Stability peed ecurity



Add security to your definition of quality
3S Framework

Dependencies checked and updated 
automatically
Injections are prevented by design

Add re-auth for sensitive actions

All components communicate with TLS
….

Add an AV scanner for uploaded files



@theodo @paulmolin42

The long run
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How to keep up-to-date?
Create a community of practice
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Create a community of practice
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Create communication channels for help
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How to keep up-to-date?
Keep training
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Thank you for your attention
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Questions?


