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A Day In The Life Of A Developer



Tool 1 had 89.6% FP rate only considering the major bugs

10,000 Bugs in 300,000 Lines of Stable Code

Tool 1



The rate at which bugs 
are created outpaces the 

rate that they are fixed



* Only focus on high priority bugs. Still 50~70% FP rate. 
* Between 15-40% of developer time is wasted because of 

chasing bugs. 
* “Quality” fights happening before release slow things down. 
* Use multiple tools since SAST tools miss bugs. 

 

What DevSecOps Engineers Endure?



What VPs/CISOs Endure?

* Quality gates not reached; product 
release delayed. 

* For a team of 500 engineers, about 500 
man-months saved. Annual savings 
$1.1M - $3.2M. 

* What if a critical bug is missed? 

 



Hidden Paths

Polyglot World

Two Emerging Challenges



Hidden Paths







Safe (No Null Deref) !!

The call to start () actually 
calls run()



* Example from FlowDroid paper by Arzt and colleagues

Information Flow in Android Framework



* Example from FlowDroid paper by Arzt and colleagues

Information Flow in Android Framework

Password is a sensitive information



* Example from FlowDroid paper by Arzt and colleagues

Information Flow in Android Framework

Information flows to pwd



* Example from FlowDroid paper by Arzt and colleagues

Information Flow in Android Framework

Information flows to user field



Another method that will be called 
with tainted data by the framework



sendMessage

How the call happens?



Information flows to pwd 
from user’s field



Information flows to pwdString



Information flows to temp



Information flows to message



Sensitive Information Leaked



Polyglot World



Execution

JNI call from Java to a C++ method



Data Loading

Data loading from JSON is another 
form of polyglot program



Shared ID

Sharing ID between Java and JSON



Shared ID

Sharing ID between Java and JSON



Bugs That Matter

Tool 1

iCR reported real bugs in 80% of the cases, generated fixes in 42% of them
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