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Company Background (POC only a.k.a. Mission - Torrance)

Founded Revenue

Founded in 1985, POC was a small Financially Strong & Profitable

business, employee-owned company Revenue Projection for 2020 is $126M
until acquired by Mercury Systems Inc.
Jan 2021
Employees Torrance, CA
332 Employees — 27 Ph.Ds, 170,000 sq. ft. facilities, 6 buildings.

156 Engineers 27,000 sq. ft expansion in 2020

Mercury Systems Inc. 2,000+ Employees

Patents Strategic Advisory Board
Over 160 issued patents — 60 Outside Board Members
technologies Independent Reviews
Certifications

AS9100, AS9110
Test Laboratory Accreditation
CMMI V1.3

ACCREDI|ITED

QR e R CMMIDEV /3

TESTING LABORATORY

AS9100
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Mission — Torrance Areas of Focus

Airborne

Data Transfer Unit High Definition Data & Video Recorder Aviation Mission Common Server Network Attached Storage Mission Computer — Distributed & Reconfigurable

Al/Deep Learning
e

RF Filters WISDEM PALM A2D NS e
High Power Tunable Agile RF Filters Wideband Intelligent Spectrum Predistortion Amplifier Interference Canceller DEESTAC

Sensor/Scanner

Cyber Security

Encrypted Data X-Ray Data Fusion

Non Destructive Corrosion Inspection

Production Module | Countermeasure Surveillance

" ORFOM | DReam =N T' ARGUS
Orbital Fiber Optic | DigitalRF e % unmanned
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Problem Statement

High Complexity of Avionics Software
— Exponential growth in Source lines of code (SLOC)
— High complexity means
» High development cost and high cost of validation and verification (V&V)
— Affordability of avionics development adversely impacted

- Difficulty in Using Multicore Processors in Avionics

— Difficult due to inability to verify performance during requirements, design and
implementation stages

— Analysis of hard real-time and soft real-time requirements needed
— Shared resources make V&V difficult
- Problems exacerbated in presence of high complexity software

- Sustained growth in avionics requires dramatic cost-cutting measures to
curtail rising costs
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- ASSIST: Avionics System of Systems Simulation and Modeling Tool Chain

- Cost reduction by
— Detect defects created during CONOPS, Requirements and Design

— Correct defects during avionics design

Detect and Fix Defects O0x+ | COstto
Early to Reduce Cost Correct

CDHDFIS] iy ol i _______________

Fequirements

Design

Phase Defect is Created

Zonstruction \

ConOps Feguirements  Design Construction BEAL

Phase Defect is Corrected
https://ops.fhwa.dot.gov/publications/seitsguide/section3.htm
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ASSIST Approach

System Architecture Create SoS ~ Simulate

and Design in AADL Models Data Inputs

— { Recommend Simulate
Corrections Data Bus

Simulate
Detect Data

Defects ~ Processing
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Ex.: Defects Detected, Corrected via M&S

g:> Output

. Mutual Dependencies
Sy, Modeled and Simulated
Defects caused due to

mutual coupling
detected and corrected




ASSIST Features

8

ASSIST

Baseline Simulator
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Components
Subcomponents

Ports, Flows
Bus Access...

Unified Error,
Behavioral Analysis

Indirect Error
=l Propagation Analysis
and Ildentification

AADL Behavioral Annex
=l INtegrations (EMV2, BA,
BLESS, AGREE)

Change Impact
Analysis

Design Ripple Effects in
System Architecture

What-if Analysis with
Objective Optimization




Cloud to Simulate Large Avionics Systems

OSATE with ASSIST Plugin

Distributed
ASSIST Plugin for Simulations
Simulation Setup - Powe_rfUI
: ' AADL machines for
- complex systems
LN : - Parallel
. ASSIST Plugin for_. simulations for
_— Simulation Analysis~ evaluating
e multiple designs

Simulation Data

Secured Time
Series Database
%o - Low latency time-
IanuxDB series logging
15 Grafana - Built-in analysis
and visualization
- Secured access
to protect data
privacy

Analysis & Detected
Design Flaws
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ASSIST is Integrated with OSATE Framework

View Simulation Data Visualize

and Real-time Analysis Edit AADL

Manage Projects

Nov17 2:16PM
workspace - igyu/Avionic_System.aadt
ate Search Project Run OSATE
w-mwiwwein
5 AA0L Navigator B AADL Diagrams
iy
2 Plugin Contrbutions Explore
2 Referenced Projec

& chronograr BTESTHLEaadl @ Avionics Systemaadl B Avionics System_Avioncs System_ i instanceaaxi2 vioncs_System_i_instance aadl_iagran?

Avionics Systen
Ty B
Raspberrypt, Catbus:

R Ty —— Visualize

Do sorce - oo Lesw e O ermau v
Avioncs_systen

Noninal:
Avioncs_systen;

RaspberryPi:: ram bus;

Avioncs Systen. i

RaspberryPL::ARMCortex AS3Core.1;
RaspberryPi

Design Flaws,
Errors

RaspberryP
RaspberryP1:: ARMCortex AS3Core.1;
RaspberryPi::13cachebus
Raspber ryPL:  ram bus;
Nbus: :can_bus;
ErrSiSsten] RaspberryPi: :13cache; = outline

> @ annexTesthle.aadl ~ m Package Public Avionics System_public
» B assist-dual-core.
sistd-recorder

cores2cachel corel. 13access <-> L3bus; n
cores2cachez core2.13

cores2cached core3.

cores2cached cored.13access <-> L3bus;

stem Impl Avioncs System.

SELECTmesn rocessingTine’) AS mesn peose- [ cores2ranl: corel. ran bus <-> rambus;
processingTine”) n_processingTine”, mean(*deadline’)

AND tine < -upperbashhosrdTine cores2rana: Cored. ram_bus <-> rambus;

cores2cant: corel.can bus <-> can bus;

Show Tomplat Valuss  Vtsquery Tompltes [ SRBRGHRIY cores2can2: core2.can_bus <-> can_bus;

cores2can3: Core3.can_bus <-> can_bus

[TR—— Fieds  Groupty: [aute = Compare: [nona = Fil - cores2cana: Cored.can_bus <-> can_bus;

i  Functon extranaccess Fambus <-> ran bus;

sl N — 3mem. sysbus <-> 13bus;

Processor_Properties::Power_Dissipe = 20.04 .. 30.04;
Avioncs Systen.i;

Avionics System;

R Problems  m Properties L AADL Property Values 4 Classifie Information 8 Project Dependency Visualization = Package and Property set Dependency Visualization = Assist Simulation View

Organize.
Manage
Simulations

t mTestsim
4,960 ertors, 274 warnings, 0 others (iter matched 200 of 5234 te BTestsim?
Description Resource location  Type Bsino
» ®emors (100 sin

» & vanings

Wiitable 13:4301)

Built-in OSATE Capabilities

Legend : L
POC-developed Plugin Capabilities
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Managing and Editing AADL Projects

Manage Projects Edit AADL View System

File Edit Navigste Seath Project Run OSATE Analyses AssistMenu window Help

s-meiew=la cviaEEE v ~ iz~

B A%0L Navigator B AL Diagrams BMFaadl  Softwareaadl RaspbermyPi.. RaspbernyPil. Threadsaadl Threadsaadl. Sub_Progra
systenBus_access systenBus.1;

can bus access can_bus;
Avioncs_Systen;

Sub_Program FIX_Gateway_.. Multi Core C.. CANbusaadl CANbusaadl.. Master File.. Master File

® ASSIST_Verificatio
» s Plug-in Contiby
Avioncs_Systen. i eadi
core core.1[4];
systenus systemBus.1; 2
can_bus: bus can bus; Database_Thread:
ram: Ram.i; O
rom. ron.1; m Mainsub
FLXGH process FIX Gateway Process.i;

Database Sub Database Sub;

or_Properties.aad

piaa
oftwareaad

B Sub_Program_Properties.aad fligntsin: FlightSinulator.i;
. dataStore

OS] can_bus_hat_flightsin

A can bus_hat FLxGw

Can_Bus_Hat_FlightSin.i
Can Bus Hat FLXGH. 1;

hat_bus_connection Flightsin can_bus_hat_flightSin.hat_bus <-> can_bus;
hat_bus_connection_Fix6w can_bus_hat_FixGw.hat_bus <-> can_bus;
PITCHConnectionOut can_bus_hat_FixGw.Can Bus Hat PITCH Out -> FixGH_process.PITCHInput { Actual Connection Binding
ROLLConnect ion0ut can bus hiat FixGw.Can Bus Hat ROLL Ot -> FAXGH_process.ROLLInput
TASConnection0ut can_bus_hat_FixG.Can_Bus_Hat_IAS_Out -> FixGH_process.IASInput { A
ALTConnection0ut : an_bus_hat_FixGy.Can Bus_Hat ALT Out
TASConnectionout an_bus_hat_FixGw.Can_Bus Hat TAS Out -> Fi
HEADConnection0ut can_bus_hat_FixGw.Can Bus_Hat HEAD Out
VsConnectLon0ut can bus_hat FixGw.Can Bus Hat V5 O
BAROConnection0ut can_bus_hat_FixGw.Can_Bus_H
TACHIConnect ion0ut can_bus_hat FixGu.Can Bus Hat TACHL Out
TACH2Connect ion0ut can_bus_hat_FixGu. Can_Bus_Hat TACH2 0ut
PROPIConnection0ut can_bus_hat_FixG.Can_Bus_Hat PROPL Dut
can bus_hat FLxG,Can Bus Hat PROP2 Out -> FLXGH process, PROP2Inp.
can_bus_hat_FixGy.Can_Bus_Hat_MAPL Out -> FixGH_pr
an_bus_hat_FLxGy.Can Bus Hat MAP2 Out > FLXGW process.MAP2Input { Actual C -
can_bus_hat_FixGw.Can Bus Hat OILPL Out -> FixGH_process.OILP1Input { Actual Connection Binding
can_bus_hat_FixGw.Can Bus Hat OLLP2 Out -> FixGN process.0ILP2Input { Actual Connection Binding
canbus_hat FixGw.Can Bus Hat OILTL Out -> FLxGH process,0ILT1Input { Actual Connection Binding
Hat_0TLT2 out W, T Actual_Connection_ Binding
Actual Connection Binding

(can_bus)); )

i Process Impl FX_Gateuay
Memory linstructionCac

ory Impl Minstructi

{ A
EGT11Input { Processor core

s EGT12Input { > a : Processor Impl core
can bus_hat FixGu.Can Bus Hat EGT13 Out -> EGTI3Input { Ac nectior 8
can_bus_hat_FixGu.Can_Bus_Hat_EGT14 Out v
can bus_hat FLxGu. Can Bus 2 GT21Input { Act stem Impl Avioncs Syste
can_bus_hat_FixGu.Can > FixGH_process
can_bus_hat_FixGu.Can Bus_H 2 > FLxGH process
can_bus_hat_FixGu.Can_Bus_Hat EGT24 0ut -> FLXGH process

_hat_§ \ Bus_Hat FUELF1 Out -> FixGi_process.FUELFIInput { Actual Con X
FUELF2Connect Lon0ut can_bus_hat_FixGw.Can Bus Hat FUELF2 Out -> FixGW process.FUELF2Input { Actual Connection Binding

R Problems M Properties BAADL Property Values @ Classifier Information & Project Dependency Visualization s Package and Property Set Dependency Visualization  m Assist Simulation View

& Raspoerypi N & Avonics systen | & haster. il § & 72 § & Displaysystem
[ muti_core_cacne ] & sotuare § & Avionicssystem J = pocessor.Properties g ¢ Catius

[5 canvus ) - Processor Poperies § & Mult-Cor.cace

g or Property S

Visualize

PI'OjECt . Legend Built-in OSATE Capabilities
Dependencies POC-developed Plugin Capabilities
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Organize, Manage Simulations

Dynamically Select multiple

configure query for
custom analysis

analytics Per
statistic

SELECT mean("running’) AS "mean_running” FRO...
Shifl Template Values  Metaguery Templates ~  ([SlBmIGUSH

v Success!
Groufly: auto v Compare: nomew Fil: null v

DB.RetentionPolicy

Browse and
view analysis
for multiple
simulations

» corels]
W Assist Simulation View R Problems m Properties [l AADL Property Values 4 ClassifkInformation & Project Dependency Visualization = Package and Property Set Dependency Visualization
HEsim_0
[=lsim
Esim_ Run Simulation
View Simulation Status

i View Analysis

Open analysis  Select multiple

window for  statistics to view Legend | Builtin OSATE Capabilties
simulations POC-developed Plugin Capabilities
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View Simulation Data and Real-Time Analysis

Cumulative cache misses (top) Time spent awaiting
Cache miss count rate per ms (middle) resources per ms per process

|

Core Utilization (percent timde per ms) L1 Instruction Cache Cumulatiive Miss Count (¢ Alreraft Sensor Awaiting Resource (percentage Process Violations (cumulative)

5 . : Deadline
Core o WM ALt LR R ol | N LIS < <=iolations
utilization =S il gl o= — MBS - per task
(per ms) UL | = .

TOtaI Sensor Processing Times (average per ms) L1 Instruction Cache Miss Rate (per ms) Thread Running (average percentage thme per O/o ti me

processing WY N A : | _ £
. AL TR LR R T 40— 075 h’# iWL iR spentin

: AR T ,
fime per l- : g i) 3 ln.L"'f-'l' -.um.nmﬁ?tu LT Y - runnlng
Sonser - o - ' . . state per
data o proces eos thread

Flow Message Rate

Processing time per Core assignment per Incoming data rate
thread execution thread for messages

13 © Mercury Systems, Inc.




ASSIST

USING ASSIST
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MultiCore Analysis

\ e ASSIST Simulation
U A Fire Sensor
Data :

Acceleration Sensor Simulations / AADL File \

Flight Data Altitude Sensor f o Y ) )

Recorder : —» 5 2 s gl >¢

| G-I

: % B T S5 aqp

20+ sensors a S
. / k VAN VAN y
Video Camera W /
(HWIL) J Data Receive Events

15 © Mercury Systems, Inc.
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Simulation Statistics Collected

- Data of interest for Multicore Processor Analysis

— Federal Aviation Administration (FAA) Study - Assurance of Multicore Processors in
Airborne Systems
http.//www.tc.faa.qov/its/worldpac/techrpt/tc16-51.pdf

- Statistics recommended by FAA and collected by ASSIST:
— Core utilization (% utilized averaged over ms)
— Processing time per sensor message
— Processing time per thread
— Cache miss (+hit) counts and miss (+hit) rates/ms
— Thread execution details:
» Assigned processor
» State transitions (running, executing, waiting on resource, idle)
— Deadline violations
— Flow rates per message

16 © Mercury Systems, Inc.
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Comparative Analysis

Dual Core Quad Core

Core Utilization (percent time per ms) Core Utilization (percent time per ms)

Processor Core Utilization

 Dual Core: 72% / 64%

e Quad Core: 45% /44% | 78% /
47% (additional headroom) /

1 453 == core[3].moving_sverage
Avg:0.475

Aircraft Sensor Awaiting Resource (percentage time per ms)
Thread Preemption Latency
* Dual Core: ~15-20 instances
preemption exceeds 10%
* Quad Core: 0 instances
preemption exceeds 10% /

o i i \
Process Violations (cumulative) Process Violations (cumulative)

Processing Deadline Violations

* Dual Core: 4 critical threads
100’s violations

* Quad Core: only non-critical
video thread v/

5 = latprocA.d
s == fatprocC deadlineViolations

videoproc.desdlineViolations

17 © Mercury Systems, Inc. .1:; ..":__T--- By s 1%&% | ‘ mEcurM’POF
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Change Analysis — What if Scenarios

e
[ROM:128MB] 5

(ROM:128MB] 6

S TN
P COUNT= 2T TRAW- ZSEHET TROM- 1280 Fleld Optimizal [ROM:256MB] 7
[CPU_COUNT:2] [RAM:128MB] [ROM:256MB] . . .
pcessingTime min (ROM:128MB] 8 J
[CPU_COUNT:2] [RAM:256MB] [ROM:256MB]
[CPU_COUNT:3] [RAM:128MB] [ROM:128MB] DCESSiﬂgTiITIE min
[CPU_COUNT:3] [RAM:256MB] [ROM:128MB] . .
[CPU_COUNT:3] [RAM:128MB] [ROM:256MB] E:esﬂingTimE min) i Rank Configurations
[CPU_COUNT:4] [RAM:128MB] [ROM:128M8] « Simulate alternate designs in
parallel using cloud resources
[CPU_COUNT:4] [RAM:256MB] [ROM:128MB] - Generate performance statistics
(CPU_COUNT:4]) [RAM:128M8] [ROM:256MB) Specify Design Criteria for each alternative
o * Rank alternative designs using
» Create minimization and Multi-Criteria Decision Analysis
maximization criteria for system (MCDA)
performance such as
Generate Alternative o Minimize processing time
System Designs o Maximize CPU utilization
* Prioritize minimization and
« Variations of baseline system minimization criteria
design
* All permutations of parameters are
possible

o# Cores, threads

o Size of memory

o Scheduling algorithms
oBus types

18 © Mercury Systems, Inc.




Error and Behavioral Analysis

( Component | ")
@ Folwee
Simulation _—
( p— \ @ Ind::ﬂtaon
I
() (imput, Output, _ :
=3 E e — | |dentify Failure
- Propagations
« Identify failure propagations
- ) resulting from error propagation
S ) == Inject Component Failures paths defined in Annexes
« Induce system failures during * |dentify indirect and induced
simulation fallgre propagations resulting from
» Component failures can be defined propagation paths
Define Error Propagation generated to ensure evaluation of

: edge cases and common
Paths_ .and. Behavioral component failure conditions
Specifications » Based on the failure conditions for
« Use AADL error annex to track each component defined in AADL,
failure propagations across ASSIST can algorithmically
components generate and simulate

« User AADL behavior annex to permutations of all possible
define behavioral specifications :%/asttéesm-mde component failure
and resource requirements
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Security Analysis

' thread3 vibproc ‘
THREAD L p{ SUBPROGRAM
ecurity level: 9 Qecurity_ lovel: ;

thread|

\Pproc

THREAD 1 SUBPROGRAM

\.

ecurity level ; Qecurity_levol: 9

System Defined as Graph

» System components modeled as
nodes and connections as edges

* Relationships currently
represented are:

» Subcomponents
» Data flows

20

» Connections
» Software function calls

© Mercury Systems, Inc.

Assign Security
Classifications

* Assign security classifications to
each component

+ Component can be assigned
varying levels of security
classification representing secured
or unsecured components using
AADL property specifications

|dentify Vulnerabilities

* Vulnerabilities identified by
determining unsecured
components connected to secured
components through connection
and data flow

 Security vulnerability propagation
identified through graph analysis

 Security vulnerability generated
scores generated for system and
components




DISCUSSION
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https://www.linkedin.com/company/mercury-systems/mycompany/
https://twitter.com/MRCY
https://www.instagram.com/mrcysystems/
https://www.facebook.com/MRCYSystems/
https://www.glassdoor.com/Overview/Working-at-Mercury-Systems-EI_IE4049.11,26.htm
https://www.youtube.com/user/MercurySystems
http://www.mrcy.com/
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