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Who Am I?

Ruth G. Lennon
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Security is the job of the 

DevSecOps team.

I just do what the IT people tell me.

The data analytics team don’t need 

to know about security. That is the 

job of the security team.
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DevSecOps

Why DevSecOps?

What happen to security?
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PR Team

English Royal Air 

Force (RAF) -

Passwords
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Buildings/Estates Manager

The wireless IPM-721 series 

from US company Amcrest was 

found to have 2 critical security 

flaws that allowed the camera to 

be taken over.



7
Make it Personal to Make it Happen, R.G.Lennon
© 2020 Carnegie Mellon University

Reception

• Carrying boxes

• Wearing Yellow Vest

• Woman carrying anything 

heavy?

• Extra polite people
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Data Owners

• Data Owners are responsible for data breaches

• Data holders (cloud storage service) are often not held 

responsible.

• GDPR!
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Interns

• How much access do you provide?

• Risk?
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All Staff

Sematec found that 71% of all targeted attacks start with 

phishing scams.
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Who has access to the network?

• Managers

• Employees

• Non-IT staff

• Guests
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Compliance v Security

Compliance with organisational standards is not the same as being 

secure.

Compliance with national and international standards helps but you 

need to be proactive.

• Apply the standard(s)

• Monitor and validate

• Update 
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Compliance v Security

60% of small companies go out 

of business within six months of 

falling victim to a data breach or 

cyber attack.  
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Awareness

• What are the risks?

• Who will it effect and how?

• Reward?

• Update and validate awareness
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Training

• Type

• Frequency

• Promotion

• Validation
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Information

• How to protect

• When an event occurs

• What to do next

• How will it effect me

• When it is over
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Takeaway

• Each person is responsible for their 

domain

• Train them to recognise risks to that they 

can proactively contribute to security

• Keep them informed so  that they feel 

part of the solution
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