EVOLVE DEVSECOPS TO MANAGE
BOTH SPEED AND RISK Security



AGENDA

1. DevSecOps in the Context of Speed
2. DevSecOps in the Context of Risk

3. DevSecOps for Both Speed and Risk




SecurityCompass

DSO & SPEED




What is the DevSecOps Community Talking About?
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Source: Twitter (#DevSecOps), 2020.



DevSecOps Challenges

» Unauthorized access to data and source code

» Unintended privilege escalation of authorized

» Secure coding and system security not users
a priority

» Data modification

» Too much focus on exit criteria, I

thereby building technical debt > False alerts and updates

» Testing process does not reflect » Suppression of valid alerts

production environment

» Malicious dependency insertion

» Hijacking of tools such as build servers

Source: Morales et al. “Security Impacts of Sub-Optimal DevSecOps Implementations in a Highly Regulated Environment”, 2020.



DevSecOps Challenges

» We inherit a technology mess often not of our own making

» Organizations move into DevOps culture without addressing security
» No process or documentation for security reviews

» Haphazard security bolted on IT systems

» Cannot test all security requirements

» Adversary changes the environment

Source: D. Blum, Rational Cybersecurity for Business, hitps://doi.org/10.1007/978-1-4842-5952



https://doi.org/10.1007/978-1-4842-5952

Yet we still need to keep moving fast...



Security Competencies

SECURELY PROVISION (SP) OPERATE AND MAINTAIN (OM) OVERSEE AND GOVERN (OV)

PROTECT AND DEFEND (PR) ANALYZE (AN) COLLECT AND OPERATE (CO)

INVESTIGATE (IN)

Source: Adapted from NIST, “National Initiative for Cybersecurity Education (NICE): Cybersecurity Workforce
Framework”, 2017.
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Security Competencies

Strategy & Metrics Attack Models Architecture Analysis Penetration Testing
* * Software Environment
Code Review .
Compliance & Policy . . .
. Security Features & Design .
Standards & Requirements *
Security Testing
Training . . Configuration Management & Vulnerability
. . . Management
Source: Koskinen. “DevSecOps: Building Security Into the Core of DevOps”, 2020. .
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Security Best Practices
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Planning Development Testing Production
Board Environment Environment Environment

Security Secure
Requirements Coding

Vulnerab ity scanning

Security Coding Fuzz Security
M Prevention Classification Guidelines Testing Monitoring Response

Threat

Modeling Static Penetrat on ‘esting

Validation

Security Arch.
Review

Configuration

Dynamic Testing Check

Traceability

Detection

> Build > Test » Release > Operate

Environment Patching and Update System-wide
Segregation Management Traceability

Infrastructure Vulnerability Access Encryption
Security Mapping Management Rest and Transit

Source: Ahmed. “DevSecOps: Enabling Security by Design in Rapid Software Development”, 2019.

Security
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The Risk Assessment Process
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3
DETERMINE
UNDERSTAND
ELICIT VIEWS SOURCES, SELECT
FROM IDENTIFY RISK CAUSES AND CA(\)NNA:I'LRYgLES CONSi?\ILIJDENCES BETWEEN RESSPR(?R%I\_ND

STAKEHOLDERS DRIVERS OF OPTIONS

LIKELIHOOD

RISK

« Brainstorming * Checklist * Ishikawa - Bow Tie - Business Impact * Cost/Benefit - Risk Register
« Delphi technique * Taxonomy Analysis Analysis Analysis
 Interview + Classification * Privacy Impact
* Survey » Scenario Analysis

Source: ISO. “ISO 31010: Risk Management — Risk assessment techniques”, 2019.



How do we Integrate this with DevSecOps?



Combining Speed and Risk
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Guardrall
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Secure coding
knowledgebase and JITT

Production
Environment

Developrnent Testing
Environm 2nt Environment

Secure

Coding Vulnerability Scanning

Coding
Guidelines

Static
Validation

Dynamic Testing

Fuzz Security
Testing Monitoring

Penetration Testing

Configuration
Check

|
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I Traceability

> Build » Test » Release  » Operate

Environment Patching and Update System-wide
Segregation Management Traceability

Vulnerability Access Encryption
Mapping Management FESELRIELHI
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Next Steps
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Shorter Term Longer Term
» Look for areas where good practices are missing > Align with existing IT strategy
and advocate for implementing those as part of
an existing security roadmap » Look through the lens of risk across all systems,

even legacy systems

» Demonstrate and teach good practices such as
risk assessments and threat modeling » Build relationships with people outside IT and

Security

» Influence the business toward reducing
complexity and following good practices

» Be aware that you may not have all the
scenarios and answers available




Security

THANK YOU




