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CLOUD NATIVE ADOPTION



Cloud Native



Monolith vs. Microservices



EVOLVING D E P L O Y M E N T S



TRADITIONAL D E P L O Y M E N T

CONTAINERIZED D E P L O Y M E N T



Docker “AND” Kubernetes
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Adapting Containerization & Orchestration



Containerization – In Action
Docker Lifecycle
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Containerization 
Concepts

○ Docker Daemon

○ Docker Registry

○ Docker Host

○ Container

○ Docker Image
○ Build

○ Pull/Push

○ Run



Orchestration
Kubernetes Architecture
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Namespace
Service
Persistent Volume
Deployment
Pod



BUILD ONCE, RUN ANYWHERE











Hyper-Risk ( Current Time )











ROOTLESS C O N TA I N E R S

IMMUTABLE
• STABILITY
• FEARLESS
• REDUCED RISK

LIGHTWEIGHT
• HIGH PERFORMANCE
• REDUCED RISK
• COST EFFECTIVENESS

STATELESS
• CONSISTENCY
• QUICK STARTUP
• HIGH PERFORMANCE

ROOTLESS
• REDUCED RISK
• HIGH MAINTAINABILITY
• ASSETS  T O  O R G



Building Rootless Containers – Dockerless





EFK (ELASTIC SEARCH, FLUENTD, KIBANA)
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Automated Code/Config 
Change Deployment in 
K8S Cluster

Setup End to End 
K8S Environment

4Tear Down K8S 
Environment

2
Scale up & down 

Desired Applications

DEVOPS CI/CD A U T O M AT I O N



TEKTON & ARGO CD



ARGO CD – DETAILED VIEW



SHIFT L  E  F  T

Namespace – RED
Kubernetes

LOCAL Machine

Pod Pod

Pod

Service
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Improved Security & 
Reduced Risk

High Stability & 
Site Reliability

Cost & Time
Savings



SECURITY T E S T I N G
Security Testing
• Rootless Containers
• Static Scanning
• Composition Analysis
• Dynamic Scanning
• Pen Testing

SECURITY 
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C I / C D  
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P I P E L I N E
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DEALING W I T H  FA I L U R E S

Failover Testing
• Identification, Experimentation, 

Measurement & Remediation of 
Failures

• Identical Non-PROD & PROD 
Environments

EPHEMERAL 
E N V I R O N M E N T S
B U I L T  W I T H  S A M E  
P R O D U C T I O N
M A N I F E S T

NON-PROD 
E N V I R O N M E N T

NON-PROD 
User

PROD 
E N V I R O N M E N T

PROD User H
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Several Commercial & OSS 
OptionsCHAOS E N G I N E E R I N G  T O O L S
Should be Declarative, Extensible 
& Automated

Start Small & Build 
Confidence

Experiment across Levels,
• Application
• Caching
• Database
• Network

CHAOS ENGINEERING 
A S  P A R T  O F
C I / C D  
D E L I V E R Y
P I P E L I N E





Q & A



Thank You!

HRPatel2000 NavikCo @HubNavik

Himanshu Patel

https://www.linkedin.com/in/himanshu-patel-b854832/
https://github.com/navikco/
https://twitter.com/HubNavik
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