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The process of making informa-
tion available and accessible in
a digital format.

Digitalization

The process of considering
how best to apply digitized
information to simplify
specific operations.

The process of devising new
business applications that
integrate all the digitized data
and digitalized applications.
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raditional Development and Operations
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Cyclic vs. continuous
delivery

hours/days!

NEW WAY:

BUILD
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Build Acceptance Tests
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TO FIX DEFECTS
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CLOUD NATIVE ADOPTION
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Monolith vs. Microservices
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EVOLVINGDEPLOYMENTS

App App App

Traditional Deployment Virtualized Deployment Container Deployment



Application

File System

JDK / Java Runtime

Linux OS / Kernel

TRADITIONAL

Libraries & Packages

Nexus
Repository

Application

File System

Nexus
Repository

JDK / Java Runtime

Libraries & Packages

Linux OS / Kernel

CONTAINERIZED




Docker “AND” Kubernetes

Adapting Containerization & Orchestration

&

The Task Develop
The Application

Create docker
containers
for the application

Launch the application
on Kubernetes
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Contalnerization — In Action

Docker Lifecycle

./ Containerization
O Concepts

CLIENT DOCKER_HOST
Docker Daemon

Docker Registry
Docker Host

Container
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Docker Image

O Build
O Pull/Push

O Run
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Orchestration

Kubernetes Architecture
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Service — |yAML API| Server
Persistent Volume |=— [Pods, Services, ...]
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BUILD ONCE, RUN ANYWHERE
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Measured rollout
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l U.S. application container market size, by platform, 2014 - 2025 (USD Million)
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Number of OS vulnerabilities by docker image Q snyk
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DevOps VS DevSecOps




ROOTLESS CONTAINERS

® |IGHTWEIGHT ® IMMUTABLE
e HIGH PERFORMANCE * STABILITY
e REDUCED RISK * FEARLESS
e COST EFFECTIVENESS * REDUCED RISK
® STATELESS ® ROOTLESS
e CONSISTENCY e REDUCED RISK
e QUICK STARTUP e HIGH MAINTAINABILITY
e HIGH PERFORMANCE e ASSETS TO ORG




Building Rootless Containers — Dockerless
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Building Rootless Containers — Buildah & CRI-O




EFK (ELASTIC SEARCH, FLUENTD, KIBANA)




DEVOPS CI/CDAUTOMATION

Scale up & down
Desired Applications o

Automated Code/Config
Change Deployment in
K8S Cluster

Setup End to End
K8S Environment

Tear Down K8S

Environment a



TEKTON & ARGO CD

Applications
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ARGO CD — DETAILED VIEW
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SHIFT

kubernetes

MicroK8s




_ TESTI
TESTING

REGRESSION
TESTING

SMOKE
TESTING

FUNCTIONALTESTING

MAINTAINABILITY CONFIGURATION
TESTING TESTING

SCALABILITY
TESTING

-FUNCTIONALTESTING

FAILOVER
TESTING



NON-FUNCTIONAL TESTING

Improved Security &
Reduced Risk

High Stability &

o {3 @

Site Reliability
FAILOVER
1SS TG Cost & Time
Savings

MAINTAINABILITY CONFIGURATION
TESTING TESTING

SCALABILITY
TESTING




SECURITY TESTING

® Security Testing
e Rootless Containers
e Static Scanning

L o— —o—

@ e Composition Analysis
* Dynamic Scanning

Analysis

Dynamic
Scanning

Non-Functional Tests Pen Testing

SECURITY
¢ ® @ ) . ® | AS PART OF
Rootless C | / C D
Publish Deploy DELIVERY

PIPELINE




DEALINGWITH FAILURES
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® Failover Testing
e |dentification, Experimentation,
Measurement & Remediation of
Failures
e |dentical Non-PROD & PROD
Environments

EPHEMERAL
ENVIRONMENTS
BUILT WITH SAME
PRODUCTION
MANIFEST




e Several Commercial & OSS

CHAOSENG'NEER'NG TOOI_S Options

e Should be Declarative, Extensible
& Automated

e Start Small & Build
Confidence

e Experiment across Levels,
You ChaosToolkit Drivers Your System e Application

e (Caching

e Database

e Network

CHAOS ENGINEERING
_ AS PART OF

ae = C1/CD
DELIVERY
PIPELINE
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Thank You!

in O v

HRPatel2000 NavikCo @HubNavik

Himanshu Patel


https://www.linkedin.com/in/himanshu-patel-b854832/
https://github.com/navikco/
https://twitter.com/HubNavik
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