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viunnel

Allows a tunnel to be
established one way:

* Guest side to host side VMware
Hypervisor
* Host side to guest side Kernel

VSOCK transport
support
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Range Management Traffic

GreyBox

Relies on networked applications C2Server  LogServer LRs

Injects activity into exercise

Logs network and system activity ( (

©

&
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Scores student actions

GHOSTS
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viunnel

GreyBox

Tunnels IP traffic between guest and C2Server  Log Server LRS
host networks

Uses VSOCK to transmit data via
hypervisor
Traffic is hidden from participants

GHOSTS
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viunnel

Disadvantages of in-game management Advantages of using vTunnel to hide
traffic management traffic

« Participants can be tipped off to injects « Traffic in game stays on localhost
» Participants can block the traffic « Simplifies client configuration

« Participants can manipulate the traffic
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viunnel

Command and Control
 GHOSTS tasks

* Ansible configuration
* File copy

Allows system modifications
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viunnel

Logs

68 hits New Save Open Share Reporting <€ © Last15minutes »
type: http AND http.code: 302 Uses lucene query syntax n
* Netflow records
packetbeat-* - March 14th 2018, 12:10:55.313 - March 14th 2018, 12:25:55313 —  Auto j
« System logs

Selected Fields

e+ [l ol ollls 1 olll e

© @timestamp 12:12:00 12:13:00 121400 121500 12:16:00 1217:00 12:18:00 1219:00 12:20:00 12:21:00 12:22:00 12:2300 12:24:00 12:25:00

e GHOSTS results

Count

Allows tracking of exercise L
r t _index Time _source
p # _score 4 March l4th 2018, 12:24:59.000 type: m status: Error cliemt_ip: 127.0.0.1 http.content_length: 209 http
t _type .phrase: FOUND http.code: 302 http.response_headers.content_type: text/html; ch
arset=utf-8 http.request_headers.host: packetbeat.com timestamp: February 10th 2
# bytes out
yres.s 014, 11:27:38.276 @timestamp: March ld4th 2018, 12:24:59.000 elient_port: 56,341
t client_ip query: GET /logout HTTP/1.1 path: /logout server: app.serverd response: HTTP/
@ dlient location 4 March l4th 2018, 12:24:59.000 type: m status: Error cliemt_ip: 186.216.161.91 http.content_length: 209
# client_port http.phrase: FOUND http.code: 302 http. :_headers. _type: text/html
; charset=utf-8 http.request_headers.host: packetbeat.com timestamp: February 10
t client_server
N th 2014, 11:27:38.276 @timestamp: March ld4th 2018, 12:24:59.000 elient_port: 36,
# count 341 query: GET /logout HTTP/1.1 path: /logout server: nginx-proxy? response:
# http.code 4 March l4th 2018, 12:24:24.000 type: m status: Error cliemt_ip: 127.0.0.1 http.content_length: 209 http
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viunnel

Student activity
* XAPIl logs to LRS

xAPI
« Student activity
« Actor, Verb, Object

Learning Record Store
* Receives xAPI

"yersion™: "1.0.0",
"actor™: |
"objectType™: "Rgent™,
"name": "Example User"™,
"acoccount™: |
"homePage": "http://example.com/moodle™,
"I'lalrle.'": Tll"

1
Yr
"yerb™: |
"id": "http://id.tincanapi.com/verb/viewed",
"display": {
"en": "viewed"

h
Yr
"object™: {
"objectType": "Activity"™,
"id": "http://example.com/moodle/course/view.php2id=1",
"definition™: |
"type": "http://id.tincanapi.com/activitytype/lms/course”,
"name" - {
"en": "CMU Moodle Demo Course"

: }
« Multipl
ultiple sources }
be
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WELLE-D
Wireless Emulation Link-Layer
Exchange Daemon
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Carnegie Mellon University Rvoraa ot pubi eleges wnd unliited distibution,
Software Engineering Institute



Wireless Security Training

Cyber security training relies
heavily on virtualization

)

Attacker

But not for wireless training...

(
No native virtual wireless
adapters

S

WLAN Client WLAN Client
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Problems with Physical Devices

Cost

Time

Security Policy
Interference

Carnegie Mellon University
Software Engineering Institute
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Problems with Physical Devices
((92)

AN

IJEIIE P

Attacker Attacker Attacker Attacker Attacker Attacker Attacker
Attacker Attacker Attacker Attacker Attacker Attacker Attacker
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Advantages of Virtual Devices

Cost effective

Efficient

Compliant

Secure

Scalable

Repeatable training
Enables distance education

Carnegie Mellon University
Software Engineering Institute

Cyber Simulator Showcase
© 2019 Carnegie Mellon University

[DISTRIBUTION STATEME!
Approved for public release

NT A]
and unlimited distribution.

15



Advantages of Virtual Devices

Attacker Attacker Attacker Attacker
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WELLE-D

Implementation
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WELLE-D
Wireless Emulation Link-Layer Exchange Daemon

Leverages frames from mac80211_hwsim driver

Uses VSOCK to transfer frames (‘ )

Simulates wireless medium

Provides GPS simulation

Enables high-fidelity use of full-featured operating systems

Open Source: https://github.com/cmu-sei/welled

Carnegie Mellon University Cyber Simulator Showcase
} X © 2019 Carnegie Mellon University
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WELLED

Wireless Emulation Link-Layer Exchange Daemon

[user@Fedora-WLAN ~]% iwconTig
lo no wireless extensions.

virbre no wireless extensions.
wlang IEEE 882.11 ESSID:"OpenWrt"”

Mode:Managed Frequency:5.18 GHz Access Point:
Bit Rate=6.5 Mb/s Tx-Power=20 dBm

00:0C:41:00:00:00

Retry short limit:7 RTS thr:off Fragment thr:off
Power Management:on

Link Quality=47/70 Signal level=-63 dBm
Rx invalid nwid:® Rx invalid crypt:® Rx invalid frag:®
Tx excessive retries:® Invalid misc:23 Missed beacon:8

virbr@-nic no wireless extensions.

Cyber Simulator Showcase
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WELLE-D

Wireless Emulation Link-Layer Exchange Daemon

Hosts
* Linux
« ESXi
» Windows

Linux Guests
* OpenWrt
* Fedora
» Android
* Ubuntu

~N

untu

N

i 6

OpenWit

Wireless Freedom

Carnegie Mellon University
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WELLE-D
Implementation

Host Configuration

Carnegie Mellon University
Software Engineering Institute
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WMASTERD
Wireless Master Daemon

Receives frames from virtual machine nodes

Can calculate distance between nodes

wmasterd

Can produce GPS data as NMEA sentences

Enables simulation across multiple virtual machines

Isolates traffic from different users based on roomid

Al . . . b [DISTRIBUTION STATEMENT A]
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WELLE-D
Implementation

Guest Configuration
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WELLED

Wireless Emulation Link-Layer Exchange Daemon

Receives frames from mac80211_hwsim,

transmits frames to wmasterd

Receives frames from wmasterd,

transmits frames to driver

Applies signal variations based on distance

wmasterd

Carnegie Mellon University Cyber Simulator Showcase
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GELLED
GPS Emulation Link-Layer Exchange Daemon

Receives NMEA from wmasterd,
transmits NMEA to serial device

wmasterd

Allows GPSD to track location

Allows kismet to log network locations
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GELLED-CTRL
GPS Emulation Link-Layer Exchange Daemon Control

Manipulates guest's GPS feed
Speed
Course
Climb wmasterd
Follow
Latitude
Longitude
Altitude

gelled-ctrl gelled-ctrl gelled-ctrl
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GELLED-GUI

GPS Emulation Link-Layer Exchange Daemon GUI

Changes guest’s position
Uses open street maps
Executes gelled-ctrl

Enables war driving scenarios

oo
g 7

Current Location:

Mew Location:

| Center Map

GELLED-GUI

g

2 e Gifts
Main SEreet ? [ﬂ vy | @
A SEEREA N DR
e o
F Main'Street,
@ USA
Station

"'\hl_}_"_
[

28.420420
28.416140

Update Location

=M s

GLests,
Relations

Towmn Squara
Theater

Longitude:  -81.582703
Longitude:  -81.581200

Exit
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Training Scenarios

Wireless Monitoring with kismet/kismon
Wardrving with kismet/gelled-gui
Eavesdropping

WPS attacks

WPAZ2 deauthentication

MiTM attacks with evil twin

Rogue APs

Krack attacks

Wireless surveys

WPA Enterprise

o e nivercity i [DISTRIBUTION STATEMENT A]
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WELLE-D Training Lab Overview

Investigating WELLE-D Configuration
* wmasterd on host
* welled on Linux VMs

Host

Performing a Wireless Attack Elnmastey

» Capture packets

» Perform deauthentication attack
» Perform dictionary attack

* Decrypt traffic

Wardriving Walt Disney World
* Run kismet and kismon
* Move VM using gelled-ctrl

OpenWrt VM
with welled

Q

Kalivi Android VM Fedora VM

with welled with welled with welled
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Questions ?
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