
A Quantum Approach to Cybersecurity

Surviving in a Complex Environment: Knowing 
When to Probe and When to Break Through

January 2019



Environment as Context

High Level of Abstraction for Knowledge Transfer

Low Level of Abstraction for Knowledge Transfer
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Teaching

Complex
The relationship between cause 
and effect can only be perceived 
in retrospect

Probe – Sense – Respond

Emergent Practice

Complicated
The relationship between cause and 
effect requires analysis or some other 
form of investigation and/or the 
application of expert knowledge

Sense – Analyze – Respond

Good Practice

Novel Practice
No relationship between cause 
and effect at systems level

Act – Sense – Respond

Chaotic

Best Practice
The relationship between cause
and effect is obvious to all

Sense – Categorize – Respond

Simple

This is Snowden’s 
Cynefin Framework

By Laura Poitras / Praxis 
Films, CC BY 3.0, 
https://commons.wikimedia.or
g/w/index.php?curid=271764
92

By UX Brighton -
https://www.flickr.com/photos/uxbrighton
/31079951501/, CC BY-SA 2.0, 
https://commons.wikimedia.org/w/index.p
hp?curid=53692782



 Simple
 Cause-and-Effect – known in advance
 Activity = sense, categorize and then respond

 Complicated
 Cause-and-Effect – expert analysis allows it to be known in advance
 Activity = sense, analyze and then respond

 Complex
 Cause-and-Effect – only understand it in hindsight
 Activity = probe, sense and then respond

 Chaotic
 Cause-and-Effect – not discernible
 Activity = act, sense and then respond

The Domains

Sense and recognize 
emergent patterns from the 

underlying complex 
adaptive system



Examples

Simple Complicated Complex



 Attribute Evolution
 Proliferation of publicly-available construction kits
 Series of defensive capabilities

 Mitigation Evolution
 Signature
 Heuristic
 Behavior

 Tools include antivirus, antispam, 
sandboxing, artificial intelligence, 
machine learning, etc.

Where Did Malware Take Us?

These suggest that we are 
operating in the “complex” 

domain






Evolution to Emergence-Focused Solutions

Signature 
Based 

Solutions
Heuristics Behavior

Looking for 
Emergent 
Properties



Complexity Trap – Looking for (Treating) Effects

TTPs

Tools

Network / Host 
Artifacts

URL / SMTP

IP Address

File Hashes

Effects

Sedentary 
Lifestyle
Poor Diet
Smoking
Lack of Sleep

Heart Disease



Focusing at a Lower Level of Abstraction Gets to Tools & TTPs
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Deep File Inspection Provides a New Granularity

Effects

File Hashes

IP Addresses

URL / SMTP

Network / Host 
Artifacts

Tools

TTPs

File
Structure

File 
Type

File Hashes

Extensibles



A Deep Dive to the Quantum Level Breaks the Complexity Trap

File
Structure

File 
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File Hashes
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 Disarming advanced malware for over 10 years

 Unique patented FileTrust™ technology

 Proven in the most demanding environments

 Award winning innovation

“Since we installed Glasswall over two years ago, we have 
had zero malware via email and users don’t even know the 

solution is there.”
- Stan Black, Chief Security & Information Officer, Citrix

“After installing Glasswall, no email-borne malware
has been discovered.”

- CISO, UK Magic Circle Law Firm

Legal Financial Critical Infrastructure

US Government UK Government Government 
Providers

Clients, Partners and Testimonials
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