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. Threat model

Collect data

. Explore data

. Test for discriminability

. Build a model

. Fit the model to data

. Test the estimation algorithm
. Test the estimate

. Test the detector

. Repeat 3-8 or deploy
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Password Spray Diagrams

Assumption: Attack has a repeatable structure
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Data Collection Diagram

Assumption: Data sensitive to the attack is captured
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Data Exploration

Assumption: Discriminability of attack + baseline from baseline
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Model

Assumption: Model respects restrictions of the data
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Estimation Algorithm

Assumption: Algorithm can consistently and accurately recover the best

estimate

Penalized maximum likelihood

6 = argmaxgece (Z log p(yi | f(xi,0)) + Ag(é’))

parameter estimate standard error

(Intercept) 0.3109458 0.0011767
wdayTue 0.0124353 0.0038364
wdayWed -0.0217065 0.0026326
wdayThu -0.0504998 0.0030671
wdayFri -0.0424501 0.0031398

wdavSat N NARRT77 N NN2RR77
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Estimation Algorithm Test

diffs <- vector ("double", k)
for (1 in 1:k) {
theta 1 <- rmvn(theta hat, sigma hat)

estimateStheta hat <- theta i

x 1 <- simulate (estimate)
phi hat <- estimator (x 1)

diffs[i] <- phi hat - theta i

mean (diffs) / sd(diffs)

parameter mean / standard error ratio

(Intercept) 0.315

wdayTue -0.165
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Estimate

Assumption: Estimate can replicate observed data

Estimated Probability Distribution
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Estimate test

sim means <- vector ("double", k)
for (1 in 1:k) {

X 1 <- simulate (estimate, n)

sim means[i] <- mean(x 1)

obs mean <- mean(y)
diffs <- sim means - obs mean

mean (difts) / sd(diffs)

-0.0528694 32.79969 9.411476
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Detector
Assumption: Detector has high TP and low FP for the attack of interest

_Jlifye Dy
0x(y) = {O else

Dy ={y:P(Y >y| f(x1,0)) < 7}
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Detector Test

Aw:{y:yazEDw}

True Positive: P (U A, |attack and baseline)

False Positive: P (U A, ]baseline)
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Experimental result

Experimental Factors:

Time € {None, Early, Middle, Late}
Day € {M,T,...,S}

baseline 0

baseline + attack 1
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Conclusions

1. Is the threat relevant?

Is the data sensitive to the attack?

. Is the model constrained to data?

Is the attack + baseline traffic discriminable from the baseline traffic?
Is our estimation algorithm accurate?

. Is our estimate accurate?
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. Is our detector accurate?
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