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Technologies Follow Hype Cycles

Source: Gartner, Hype Cycle for Emerging Technologies. Credit: © 2018 Gartner, Inc. and/or its Affiliates. All Rights Reserved. 

Emerging and evolving 

technologies affect the way that 

systems are developed, 

deployed, and acquired

Timely identification, 

understanding, and adaptation 

of technologies leads to 

realizing computational and 

algorithmic advantage in DoD 

systems
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Exploiting and not Being Exploited by Emerging Changes 
in Computing—1

1 2

3

Target 2-10-year-out 

promising 

technologies for DoD 

systems that are near 

the Peak of Inflated 

Expectations or going 

down the Trough of 

Disillusionment …

… to accelerate 

the Slope of 

Enlightenment … 

… and get them 

to the Plateau

of Productivity 

faster.
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Exploiting and not Being Exploited by Emerging Changes 
in Computing—2

The focus of our work is different depending on where technologies are in the hype cycle

• Use cases for how 

these technologies 

(may) affect DoD 

system 

development, 

deployment and 

acquisition

• Feasibility studies

• Reference 

architectures, 

methodologies, 

and prototypes 

that demonstrate 

how technologies 

can be inserted 

into new and 

existing systems

• New use cases

Training and other 

transition materials

Technology scouting
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Examples of SEI Work

LSI – Identifying 

Unlikely Events

LENS – Timing 

Verification of 

Undocumented 

Multi-Core

LSI – High-

Assurance 

Software-Defined 

IoT Security
Inverse 

Reinforcement 

Learning

Multicore in

Real-Time Systems

Secure IoT Platforms



7
© 2018 Carnegie Mellon University [DISTRIBUTION STATEMENT A] Approved for public release and 

unlimited distribution

Research Review 2018

Research Review 2018

Identifying Unlikely Events

PI: Dr. Drew Gifford
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Identifying Unlikely Events — Example

Perimeter Patrol

Goal: visit every meter of fence frequently, stop and handle issues as they come up

Southwest Research Institute Patent US 2015/0293535

Cooperative Perimeter Patrol System and Method 10/15
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Identifying Unlikely Events — Current Algorithms

• are typically hand-crafted for particular 

applications

• require labeled anomalous data

• have high false-positive rates that 

require humans to verify predictions
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Reinforcement Learning

Reinforcement Learning 

(RL) involves a known 

reward function.

Given rewards for 

actions, what behaviors 

maximize the total 

reward?
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Inverse Reinforcement Learning

Inverse reinforcement learning (IRL) 

recovers the reward function that the 

demonstrated behaviors represent. 

IRL learns a statistical model of likely 

(routine) and unlikely (anomalous) actions 

that are taken from each state.

GridWorld Examples for RL and IRL

R
L

IR
L

Given observed 

behaviors, what 

reward structure 

would explain 

these behaviors?
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Project Goal: Extend Inverse Reinforcement Learning

• Apply Inverse Reinforcement Learning (IRL) 

to a variety of DoD problems

• Determine a method for handing multiple 

possible routine actions 

• Improve the training time for IRL using 

sparse linear algebra and parameter servers

• Create interfaces to allow analysts to 

observe unlikely actions and prioritize them

• Develop an end-to-end demonstration of 

routine/unlikely event detection
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Results: IRL Applied to Marine Vessel Data

Raw Geographic 

Cargo Ship Data

Convert into 

HexWorld
Predicted Path into 

New York Harbor
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What’s Next

Extending results beyond 

movements in the physical 

world…

Working with CMU Parallel Data 

Lab to model behavior of 

supercomputer users.
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Timing Verification of 

Undocumented Multi-Core

PI: Dr. Bjorn Andersson
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Hardware Trends

Hardware trends: Multicore processors are the norm
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Hardware trends: Multicore processors are the norm

Observations

• The execution speed of a thread depends on 

other threads on other cores

• Many DoD systems have real-time requirements

Problem

• Real-time threads fail to satisfy real-time 

requirements, leading to mission failure

SEI solution

• Increased safety and faster development

and deployment

Hardware Trends
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SEI Work in Multicore

High-Confidence Cyber-Physical Systems 

(LINE), 2011-2013

Use of Virtual Machines in Avionics 

Systems (FAA), 2015-2017

Timing Verification of Undocumented 

Multicore (LENS), 2017

Forthcoming research in multicore, 2018 

and beyond
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Hardware Trends

Issues

•Shared hardware resources impact timing

•103 times slowdown observed

•Current methods cannot deal with 

undocumented hardware

•The problem is getting worse: Slowdown 

increasing, more undocumented hardware
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The SEI has developed a new method…

“…we present a sufficient schedulability test... 

This new schedulability test can be seen as a 

generalization of the classic exact schedulability test for 

fixed-priority preemptive single-processor scheduling…”

B. Andersson et al., "Schedulability Analysis of Tasks with Co-Runner-Dependent Execution 

Times,” ACM Transactions on Embedded Computing Systems, 2018.
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Looking Ahead: Forthcoming SEI Research in Multicore

New work in multicore will address challenges in these areas:  

Verification Obtaining Abstractions Configuration
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KalKi: High-Assurance 

Software-Defined IoT Security

The term "KalKi" is of Sanskrit origin and derived from 

the Sanskrit word "Kala," which means destroyer of filth 

or malice and bringer of purity, truth and trust. 
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Motivation

Problem

Despite the DoD’s current use of Internet of Things 

(IoT) devices in Supervisory Control and Data 

Acquisition (SCADA) systems, and its interest in 

using such devices in tactical systems, adoption of 

IoT by has been slow mainly due to security 

concerns (e.g., reported vulnerabilities, untrusted 

supply chains)

At the same time, DoD recognizes the rapid pace 

at which the IoT commercial marketplace is 

evolving, and its urgency to embrace commodity 

technologies to match its adversaries

Solution

Move part of security enforcement to the network 

to enable the integration of IoT devices into DoD 

systems, even if the IoT devices are not fully 

trusted or configurable, by creating an IoT 

security infrastructure that is provably resilient to 

a collection of prescribed threats
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The “Software-Defined” Aspect

Use software-defined networking (SDN) and network function virtualization 

(NFV) to create a highly dynamic IoT security framework

1

2

3

4

Each loT device, D, senses/controls a set 

of environment variables, EV

Network traffic to/from each device is 

tunneled through μmboxes that implement 

the desired network defense for the 

device’s current security state

μmbox[SS1] = Firewall

μmbox[SS2] = IPS, ...

loT controller maintains a shared statespace 

composed of {EV} and security state (SS) for 

each device

SS = {Normal, Suspicious, Attack}

Changes in the shared statespace are 

evaluated by policies and may result in the 

deployment of new μmboxes
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The “High Assurance” Aspect

Use überSpark (a framework for building secure software stacks) to incrementally 

develop and verify security properties of elements of the software-defined IoT security 

infrastructure 

Control Node Properties
• Policy data integrity
• µmbox image storage 

integrity

Data Node Properties
• Isolation between 

between µmboxes of 
different trust levels: 
trusted, untrusted,
and verified

• µmbox deploy-time 
integrity

Device Node Properties
• Attestation
• Authenticated channel of 

communication with the 
IoT Controller
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Year 1 Accomplishments—1

Initial Architecture and 

Prototype of the IoT Security 

Framework (focus on Control 

Node)
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Year 1 Accomplishments—2

FUNCy Views (Secure) System Architecture: Hardware-assisted, Low-latency, Low-

TCB, Legacy Code Compartmentalization on x86 platforms
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Year 1 Accomplishments—3

Policy Model A policy is 

• the set of 

conditions that 

indicate a change 

in the security 

state of an IoT 

device, and

• the set of  actions 

taken when the 

conditions are met
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Year 1 Accomplishments—4

Dashboard
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Year 1 Accomplishments—5

Initial Threat Model

# Threat In Scope?

1 Attacker finds a way to deploy the wrong μmbox for an IoT device given its 

security posture at a point in time

Y

2 Attacker loads malicious firmware/software on the IoT device Y

3 Attacker finds a way to circumvent μmbox Y

4 Attack from a μmbox to another Y

5 Attacker compromises software running inside a μmbox Y

6 Attacker identifies combination of inputs that can cause the FSM (internal

policy representation) to lead to undesirable results

N

7 Attacker compromises communication between μmbox and IoT device Y

8 Attacker compromises communication between μmbox and IoT controller Y
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What’s Next

Extend architecture and prototype 

of the IoT Security Framework

Implement additional

security properties

Add features for easier µmbox 

creation and IoT device integration

Participate in exercises Transition IoT Security Framework 

and lessons learned
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Understanding Technology Hype Cycles is Important for 
Leveraging Emerging Changes in Computing

Source: Gartner, Hype Cycle for Emerging Technologies. Credit: © 2018 Gartner, Inc. and/or its Affiliates. All Rights Reserved. 

Emerging and evolving 

technologies affect the way that 

systems are developed, 

deployed, and acquired

Timely identification, 

understanding, and adaptation 

of technologies leads to 

realizing computational and 

algorithmic advantage in DoD 

systems


