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Layered Graph Model for Cyber Resilience
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Example Data Sources

Cyber
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CyGraph
Ingest

Cauldron

Vulnerabilities

Topology

Firewall	Rules

Nessus

IP360 (Tripwire)

Nmap

Retina

FoundStone
Qualys

Saint

Cisco (ASA and IOS)
Juniper (JunOS)

Sidewinder

Elastic
Network Flow

HBSS
ACAS

Wireshark

CAPEC
NVD

Splunk
Crown Jewels Analysis (CJA)

Cyber Command System (CyCS)
Automagical Dependency Mapping (ADM)
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CyGraph Architecture
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CyGraph Analysis Dashboard
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Queries via Dashboard Interaction

Full	GraphQuery	1 Query	2

edgeTypes(:”IN”,”:ROUTES”)

Query	Result	1

edgeTypes(”:PREPARE”,”:LAUNCHES”,”:VICTIM”)

Query	Result	2
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Saved Queries
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Inputs for Finding Vulnerable Paths
Host	Vulnerabilities
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Noel et al, “CyGraph: Graph-Based Analytics and Visualization for 
Cybersecurity,” in Cognitive Computing: Theory and Applications Elsevier, 2016.



| 9 |

© 2017 The MITRE Corporation. All rights reserved.  Approved for Public Release; Distribution Unlimited. Case Numbers 17-2332, 16-2764, 16-0800.

Network Vulnerability Paths
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Prioritizing Alert Clusters
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Noel, “A Review of Graph Approaches to Network 
Security Analytics,” Lecture Notes in Computer Science 
(Festschrifts), Springer, 2018.
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Graph Query Analytics

Alert
Correlation

Incident
Graph

Noel et al, “Big-Data Architecture for 
Cyber Attack Graphs: Representing 
Security Relationships in NoSQL 
Graph Databases,” IEEE Symposium 
on Technologies for Homeland 
Security (HST), 2015.
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Mission Dependencies

Mission
Essential
Services

Mission Essential
Information

Mission
Functions

S. Musman, A. Turner, “A Game Theoretic Approach to Cyber Security Risk Management,” The Journal of Defense
Modeling and Simulation: Applications, Methodology, Technology, 2017.
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Mission Impacts

Level	IV	(negligible	or	no	loss)

Level	I	(total	mission	failure)
Level	III	(partial	capability	loss)

Criticality

Compromised

Impacted

Heinbockel et al, “Mission Dependency Modeling for 
Cyber Situational Awareness,” NATO IST-148 Cyber 
Defence Situation Awareness, Sofia, Bulgaria, 
October 2016.
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CyGraph Roles in Cyber Resilience

Cyber Resiliency Engineering 
Framework (CREF)

• Bodeau and Graubart, Cyber Resiliency Design Principles: Selective Use Throughout the Lifecycle and 
in Conjunction with Related Disciplines, MITRE Technical Report MTR17001, 2017.

• Bodeau, Graubart, Heinbockel, and Laderman, Cyber Resiliency Engineering Aid – The Updated Cyber 
Resiliency Engineering Framework and Guidance on Applying Cyber Resiliency Techniques, MITRE 
Technical Report MTR140499R1, 2015.
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Questions?

Steven Noel
snoel@mitre.org


