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Presentation agenda
Ø Introduction and Background
Ø SilkWeb in a nutshell
Ø SilkWeb components
Ø Silkweb in a world of frameworks
Ø Silk CLI capabilities in SilkWeb
Ø Use cases from NOC and SOC
Ø Demo on live data
Ø Limitations and way forward
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Introduction and Background
Ø Authors : Vijay Sarvepalli & Dwight Beaver
Ø Sponsors : DOD, DISA
Ø Collaborators : MPW (ISP)
Ø Recognition of roles and support

1 TTL – Time To Learn.

Architecture
== can go either way

Automation
== needs API

Visualization
== lower TTL
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SilkWeb in a nutshell
Ø SilkWeb is a web application software.
ØSilkWeb is designed to simplify access to a SiLK
data repository through network data access 
(JSON/XML over webservices)

ØSilkWeb is built with the modern design patterns 
(AJAX, View-Controller)

Ø SilkWeb is NOT a standalone web-UI for Silk, it is 
designed to work with multiple modern software 
frameworks (SIEM/Dashboards etc.)

1 SiLK - the System for Internet-Level Knowledge built by SEI CERT division.
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Web server
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SilkWeb in a world of frameworks

Data-Driven
Documents
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SilkWeb in DISA lab at SEI

Ø Modes of integrating SilkWeb to Dashboard
Ø iFrame, IWC widget, component widget, JSON 
API, XML API

ØConsideration browser XSS and authentication
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Silk CLI capabilities built into SilkWeb
Ø Rwfilter simple searches

Ø Rwstats group by searches

Ø

Ø Rwstats with time-bin
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Use cases and live demo 
Ø DDOS workflow (MPW use case)
Ø Build entity graphs of compromised home routers
Ø Dyn DDOS analysis
Ø Building qualifiers to move to “Analysis Pipeline”
Ø Find unauthorized port/protocols
Ø Call JSON/XML data from API
Ø Call JSON data from CLI
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DDOS workflow
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Compromised home routers – entity 
graph
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Dyn DDOS analysis

Ø The day that your tweets died 
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Screenshots basic search
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Screenshot pivoting from D3 graph
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Demo of Stats and summary by time
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JSON/XML API for other widgets to 
consume
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Limitations and Way forward
Ø JSON/XML is noisy throttle and use wisely
Ø Test with command line and understand limitations
Ø Be careful with calculus

Ø In-memory IPSets are used in lambda functions 

Ø Move to your graphics platform once you 
understand D-3

Ø Use asynchronous to keep user engaged not to 
fool the analysis.

Ø Try it!


