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Section (optional)
Picture

(optional)Civilization’s Software Challenge

The volume of software in the world is increasing exponentially.
Approx. 1% to 5% of these defective lines of code are potential 
safety faults or security vulnerabilities.
There is increasing concern for the mounting technical debt and 
risk that this represents.
As software users, managers, or developers we would like to have 
some indication of the level of trust or confidence that the software 
we are developing or using functions as intended and is free of 
vulnerabilities.

Software Assurance: The level of confidence that software functions as intended and 
is free of vulnerabilities, either intentionally or unintentionally designed or inserted 

as part of the software throughout the lifecycle. [DoDI 5200.44]
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The Chasm between Development and Operations

Two “communities of practice” with few abstractions, vocabulary, 
methods, measures, and tools in common

The TSP COP must find a way to talk about TSP with Operations 
based on their motivation and using their vocabulary. 

Communities

Software Development Operations

Motivation Deliver complete product on 
time The mission

Language used for 
“what can disrupt the 
work”

Defects Faults, Vuls

Costs of disruption Rework, opportunity cost, 
reputation

Mission failure, cost of 
patching, diversion of attention 
and resources

Means to address 
disruption

Process (prevention, testing, 
etc.) Workarounds, patches
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But We Both Have Data …

TSP data
• approximately 10,000 defect 

records
• for each defect

– find and fix effort
– phase injected
– phase removed 
– ODC type 
– an explicit description of the 

change made 
– if it was injected while fixing 

another defect
• development effort for design
• effort for design review

CERT data
• over 40,000 vuls cases in a number of 

Lotus Notes databases
• vuls are not categorized or classified in 

any particular way
• for each vul

– descriptive title
– tracking number 
– date when reported 
– quick first order estimate of how 

many systems affected (impact) 
– list of vendors affected
– CVSS ratings
– URLs with additional info about vul, 

particularly those that are publicly 
known

Examples of data collected by the SEI.  NIST and MITRE collect even 
more data on vulnerabilies and weaknesses.
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Composing Software Assurance

There “is inadequate ground truth information to help [DoD] make decisions”, for 
example the true cost, schedule impact, and effectives of integrating these tools 
into an SDLC. 

Problem: 
DoD faces an unfunded Congressional mandate to secure software from attack. 
This has been implemented by requiring the use of software security assurance 
(SwA) tools on “all covered systems”.  

Without empirically validated “ground truth” about cost and effectiveness. 



SwA Business Case
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The CORE of Cybersecurity is the 
Application (Software) Layer

• The Application 
Layer is the new 
perimeter

• SwA must be 
Engineered into the 
Lifecycle of 
Applications
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Requirements

Architecture

Design

Implementation

Testing

Deployment

Operation and 
Maintenance

Secure Coding Initiative
• Implement fewer new vulnerabilities

Vulnerability Response
• Reduce deployed vulnerabilities

Vulnerability Discovery
• Find vulnerabilities before being deployed

Architecture/Design Initiatives
• AADL
• Design fewer new vulnerabilities

Spanning the Lifecycle to 
Prevent/Mitigate Vulnerabilities
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Include  BSIMM practices into TSP Secure

Call to action, COP
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“data” is counts of practices of unknown value and cost

Build Security in Maturity Model (BSIMM)
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Faults & Vulnerabilities Removal Tanks & 
Filters
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Faults & Vulnerabilities Removal Tanks & 
Filters
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Composing Effective Security Assurance 
Solutions
CESAW

• Apply experience and  toolkit from quality assurance to security assurance
• Develop a model that predicts the effectiveness and cost of selected SwA tools.  
• Use the model and  data to help DoD integrate SwA tools into SDLC processes

Tool kit includes
1. A metric framework
2. Quality planning
3. Design
4. Inspections
5. Process composition for additional techniques



15© 2013 Carnegie Mellon University

0.0 50.0 100.0 150.0 200.0 250.0 300.0

Revised

Baseline

Total Development and Test Time
Dev
UT
IT
ST

0.00
10.00
20.00
30.00
40.00
50.00
60.00
70.00
80.00
90.00

D
ef

ec
t D

en
si

ty
 [D

ef
/K

LO
C

]

Defect Density Phase Profile

Baseline
[Def/Kloc]

Revised
[Def/Kloc]

Density Goal [Def/KLOC]

Control Panel Rate Yield Yield # Insp Effort
[LOC/hr

] (per insp) (total) [hr]
Design Review 200 50.0% 0.0% 0 0.0

Design Inspection 200 50.0% 0.0% 0 0.0
Code Review 200 50.0% 0.0% 0 0.0

Code Inspection 200 50.0% 0.0% 0 0.0

Compare your performance to a baseline. 

CESAW, extend to model performance



16© 2013 Carnegie Mellon University

Metrics Needed to “Engineer” a System

Defect Density (throughout lifetime)
Vulnerability Density (found at each stage)
Phase Injection Rate [defects/hr.] (derived)
Phase Effort Distribution  (effort-hr.)
Phase Removal Yield [% removed] (effectiveness)
Defect “Find and Fix” time [hr./defect] (what was found)
Defect Type  (categorize what was wrong)
Defect Injection/Removal Phases
Zero Defect Test time [hr.] (cost if no defects present)
Product Size [LOC] [FP] (for normalization and comparisons)
Development Rate (construction phase) [LOC/hr.] 
Review/Inspection Rate [LOC/hr.] (cost of human appraisal)
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Parameters Needed to “Engineer” a System

Phase Injection Rate [defects/hr]
Phase Effort Distribution [%] total time
Size [LOC]
Production Rate (construction phase) [LOC/hr]
Phase Removal Yield [% removed]
Zero Defect Test time [hr]
Phase “Find and Fix” time [hr/defect]
Review/Inspection Rate [LOC/hr]
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Incremental Lifecycle Assurance
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Architecture Analysis & Design Language (AADL) Enables 
Industry-Wide Virtual Integration and Assurance Approach

AADL captures software-reliant, mission and safety critical system 
architectures in a computable model to discover system level problems early

SAE AS5506

International 
Standard

Basis for 
Architecture 

Centric Virtual

Integration 
Practice



Motivation for SW Developers



21© 2013 Carnegie Mellon University

Who do we talk to?

Example of non-TSP people we  talk to
(from a view point of Academia in Japan)
Security professors:

• We have an increasing number of security departments, which might be 
teaching secure software development.

• However, they don’t (cannot) teach process matters.
Engineers/managers
• For systems not connected to the Internet before.
• …  
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SEI Vul Database: http://www.kb.cert.org/vuls/
National Vul Database: https://nvd.nist.gov
Common Vulnerability and Exposures Database (CVE):  http://cve.mitre.org
Common Weakness Enumeration (CWE):  http://cwe.mitre.org/index.html
Cybersecurity Framework:  https://www.nist.gov/cyberframework
BSIMM:  https://www.bsimm.com

SEI has blogs, webinars, cybersecurity minute, podcasts, conferences, etc. that 
can be utilized as communication vehicles for TSP COP.

References

http://www.kb.cert.org/vuls/
https://nvd.nist.gov
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Questions?
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