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Evaluating 
Mission-Readiness 
for Cyber Operators
• Scalable
• Objective
• Reliable
• Valid

Core DoD Challenge Problem
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• Train as you fight?
• Evaluate as you fight!

• Place cyber operators in familiar environment
• Task cyber operators with realistic mission
• Understand actions taken within scenario
• Verifiably asses mission-readiness based on actions taken

• Benefits
• Automated Analysis
• Specific deficiencies isolated
• Automated remediation plans
• Recording available for future review

ACE Philosophy
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ACE Architecture Overview

ACE-
Capture

ACE-Vision ACE-Eval
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Role Choice

Forensic Analyst
• 2 Hours
• Existing DoD Standard
• Self-Contained
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Scenario Development

Scenario I & II Details
• Missing Person

• Foul Play Suspected

• Classified* Documents Exfiltrated
• Computer Drive Image
• Multiple Layers of Story

• APT1
• USB
• Personal Email

*Fabricated Documents
(Not actual classified data)
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Data Collection Capability

• Background Data Collection
• Restricted to Environment
• Scalable
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Data Collection

Multiple Sources 
(Increase Dataset 
Robustness)
• CERT Staff
• CMU Graduate 

Students
• DoD Personnel
• Multiple Collections
• NCFTA Personnel



10
SEI Research Review 2015
October 7–8, 2015
© 2015 Carnegie Mellon University
Distribution Statement A: Approved for Public 
Release; Distribution is Unlimited

ACE-Vision

Custom Detection System
Designed for massive parallelization
Optimized for use case:
• Maximize pre-process capability
• Minimize duplicate calculations

• Original: O(nN)
• Infeasable for our problem set. 

• Optimized: O(NlogN) time.
• Implemented on GPU array.

Note: Our data set uses high resolution images and so n >> logN

Primary Collaborator: 
Professor Yaser Sheik
CMU Robotics Institute, Graphics 
Lab
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Vision Module

• Collaboration: Professor Yaser Sheik of the CMU Robotics 
Institute – Graphics Lab.
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Vision Module

• Status: In-Progress
• Collaboration: Professor Yaser Sheik of the CMU Robotics 

Institute – Graphics Lab.
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Vision Module

• Status: In-Progress
• Collaboration: Professor Yaser Sheik of the CMU Robotics 

Institute – Graphics Lab.
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ACE Vision Output

*Confidence measures associated with each row omitted. 
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This template is best used with PowerPoint 2013. It will open on 
earlier versions, but its most helpful feature—the grid—will be lost. 
Please take the time to update to 2013.
The grid is the web of horizontal and vertical guides in the 
background that helps you align your elements and establish a 
visual rhythm for your presentation.
The grid is invisible in Slide Show mode. If you cannot see the grid, 
click the View menu; in the “Show” group, check the box for 
Guides. 

Visualization: Synchronized Data
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Development
Requires Categorized Data
• Evaluator driven categorization 

(Training data)
• Hybrid solution required

• Differing KSA Complexity
• Simple Binary Detection
• Path Analysis
• Hidden Markov Models
• Frequency Analysis
• Automated Anomaly Detection
• Human Intervention

ACE-Eval

Primary Collaborator: 
Professor Geoffrey Gordon
CMU Machine Learning 
Department
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ACE Skill Report

Output of Evaluation 
System

• Determines mission-
readiness

• Isolates deficiencies
• Recommends 

additional training
• Automated 

remediation plans
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• High Transition Potential
• Compatible with existing work
• CPT integration
• Additional job roles

• FY16 Plans
• Evaluation of analyst to DoD partner’s satisfaction
• Identification of additional roles
• Integration of ACE capabilities with AC3 processes

• Post FY16
• Integration with PWP work
• Role expansion
• Squad level evaluation

Future Work
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