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PROLOGUE
The Mind of a Renaissance Man
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1878

http://en.wikipedia.org/wiki/File:F%C3%A9lix_Nadar_1820-1910_portraits_Jules_Verne_%28restoration%29.jpg
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1886

https://upload.wikimedia.org/wikipedia/commons/thumb/3/31/%27Robur_the_Conqueror%27_by_L%C3%A9on_Benett_01.jpg/220px-
%27Robur_the_Conqueror%27_by_L%C3%A9on_Benett_01.jpg
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1886

http://www.flyingcarpetbooks.com/wp-content/uploads/2014/01/419px-Robur_the_Conqueror_by_L%C3%A9on_Benett_14.jpg
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ACT I
The Gilded Age
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1890

http://en.wikipedia.org/wiki/File:Daniel_Burnham_c1890.jpeg
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1893

http://burnhamplan100.lib.uchicago.edu/newberryexhibit/images/reforming3-large.jpg
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1900

http://assets.nydailynews.com/polopoly_fs/1.1186732!/img/httpImage/image.jpg_gen/deri
vatives/gallery_1200/no-4-andrew-carnegie.jpg http://thekolaveridi.com/wp-content/uploads/2015/04/J.-P.-Morgan.jpg



11
Systemic Vulnerabilities
June 19, 2015
© 2015 Carnegie Mellon University

1901-1902

http://en.wikipedia.org/wiki/File:Flatiron_Building_Construction,_New_York_Times_-_Library_of_Congress,_1901-1902_crop.JPG
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1902
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The Flat Iron Building in 
New York City is 
vulnerable to denial of 
service or complete 
system destruction due to 
inadequate defenses 
against the kinetic and 
chemical energy of 
315,000 lbs of aluminum 
containing 16,000 gallons 
of kerosene impacting at 
500 mph.

Dropping 40k Day

CVSS Base Score: 6.5
(AV:A/AC:H/Au:N/C:P/I:C/A:C)
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CVSS v2 1902
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CVSS v2 1902

http://nvd.nist.gov/cvss.cfm?calculator&version=2&vector=(AV:A/AC:H/Au:N/C:P/I:C/A:C/E:U/RL:U/RC:UC/CDP:H/TD:H/CR:M/IR:H/AR:H)
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1903

http://en.wikipedia.org/wiki/File:First_flight2.jpg
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1904

http://en.wikipedia.org/wiki/Master_of_the_World_%28novel%29

http://www.julesverne.ca/images/book/illustratrations/Maitre%20d
u%20Monde_image%20epouvante%20over%20niagara_detail.jp

g
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“I found myself agape, 
admiring a sky-scraper, the 
prow of the Flat-iron Building, 
to be particular, ploughing up 
through the traffic of Broadway 
and Fifth Avenue in the 
afternoon light.”

H.G. Wells, 1906

1906

http://www.famousauthors.org/famous-authors/h-g-wells.jpg
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1908

http://ww2.hdnux.com/photos/23/16/77/5042157/6/960x540.jpg
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1915

http://www.pinterest.com/pin/432275264204090218/

Meanwhile, back in NYC…



21
Systemic Vulnerabilities
June 19, 2015
© 2015 Carnegie Mellon University

http://www.pinterest.com/pin/432275264204090218/ http://ephemeralnewyork.files.wordpress.com/2009/08/flatironbuildingpostcard.jpg

1915                                   …and shortly thereafter
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1918

http://en.wikipedia.org/wiki/File:Hannover_CL_IIIa,_Forest_of_Argonne,_France,_1918_%28r
estored%29.jpg
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1939

http://en.wikipedia.org/wiki/File:B-25G_Mitchell,_AAF_TAC_Center,_Florida_-_040315-F-9999G-005.jpg
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1939

http://www.nationalmuseum.af.mil/shared/media/photodb/photos/060720-F-1234P-001.jpg
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1943

http://en.wikipedia.org/wiki/File:Lulu-Belle_af.jpg
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1945

http://en.wikipedia.org/wiki/File:Empirestate540.jpg
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Flatiron 
Building

Empire 
State 

Building



28
Systemic Vulnerabilities
June 19, 2015
© 2015 Carnegie Mellon University

1946

http://images.rarenewspapers.com/ebayimgs/5.5.2010/
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CVSS v2 1946
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Billy Joel Disclaims Responsibility for the Fire
(Verses 1-4 go here)

http://eil.com/shop/moreinfo.asp?catalogid=76681
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ACT II
The Dawn of the Space Age
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1962

http://en.wikipedia.org/wiki/LGM-30_Minuteman#mediaviewer/File:Minuteman_I.jpg
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1963

http://www.dtic.mil/get-tr-doc/pdf?AD=AD0299561
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1967

http://en.wikipedia.org/wiki/Apollo_1#mediaviewer/File:Apollo_1%27s_Command_Module_-_GPN-2003-00057.jpg
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1968

http://www.dtic.mil/cgi-bin/GetTRDoc?Location=U2&doc=GetTRDoc.pdf&AD=AD0847015
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1970

http://www.barnesandnoble.com/w/federal-aviation-administration-system-safety-handbook-federal-aviation-administration/1118719983
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1979

http://phil.cdc.gov/phil/details.asp?pid=1194
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1981

http://www.nrc.gov/reading-rm/doc-collections/nuregs/staff/sr0492/sr0492.pdf
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1982

http://media.web.britannica.com/eb-media/52/103452-004-7DA0E924.jpg
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1984

http://www.tydeniky.cz/userdata/articles/3187/bhopal-thebhopalpost.com.jpg
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1986

http://commons.wikimedia.org/wiki/File:Space_Shuttle_Challenger_(04-04-1983).JPEG

“…the fault tree method was not 
applied to the rocket boosters 
before the accident and is just 

now being used to check 
whether the agency missed any 

potential causes of failure”
http://www.nytimes.com/1986/02/05/us/shuttle-inquiry-exploring-key-wreckage-nasa-s-risk-assessment-isn-t-most.html
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1988

http://firesafetynation.com/images/2%281%29.jpg http://i.dailymail.co.uk/i/pix/2013/07/06/article-0-1A8FAA3F000005DC-107_634x769.jpg
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1992

https://www.osha.gov/Publications/osha3132.pdf
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ACT III
A New Century Awaits

http://mirror-us-ga1.gallery.hd.org/_exhibits/places-and-sights/_more1999/_more05/US-NY-NYC-at-night-looking-south-towards-World-Trade-Center-1-AJHD.jpg
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1999

https://www.schneier.com/paper-attacktrees
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2001
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2001

http://en.wikipedia.org/wiki/File:World_Trade_Center,_New_York_City_-_aerial_view_%28March_2001%29.jpg
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2001

https://www.youtube.com/watch?v=bo1ZtpKqlYw
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https://www.youtube.com/watch?v=bo1ZtpKqlYw

2001
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CVSS v2 2001
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2002

http://www.afhso.af.mil/topics/factsheets/factsheet
http://www.afhso.af.mil/shared/media/photodb/photos/110802-D-LN615-001.jpg
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CVSS v2 2002
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2002

http://www.hq.nasa.gov/office/codeq/doctree/fthb.pdf
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2003

http://static.ddmcdn.com/gif/shuttle-columbia-launch-660x433-130201-1.jpg

Veterans of the Challenger 
experience say that it sounds 

cautious and logical to argue that 
all potential causes of the disaster 

should be examined and 
eliminated, one by one.

http://www.nytimes.com/2003/02/07/us/loss-shuttle-search-for-
answers-learning-lessons-challenger-inquiry.html

…would construct a ''fault tree,'' 
and that the question of whether 
insulating foam fatally damaged 
the heat-shedding tiles would be 

one branch of that tree.



55
Systemic Vulnerabilities
June 19, 2015
© 2015 Carnegie Mellon University

2009: NASA on Fault Tree Analysis

Fault Tree Analysis (FTA) is one of the most important logic 
and probabilistic techniques used in Probability Risk 
Assessment (PRA) and system reliability assessment today. PRA 
and its underlying techniques, including FTA, has become a useful 
and respected methodology for safety assessment. Because of its 
logical, systematic and comprehensive approach, PRA and FTA 
have been repeatedly proven capable of uncovering design and 
operational weaknesses that escaped even some of the best 
deterministic safety and engineering experts.

http://www.hq.nasa.gov/office/codeq/software/ComplexElectronics/techniques/fault-tree.htm
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2012: MS Community Blog on Attack Tree 
Analysis
“The problem is that attack trees quickly became rather complex. 
A full attack tree often has hundreds of different paths you can 
take, making it difficult to follow visually. Determining the 
classification of a threat from attack trees is also far too labor-
intensive…While the concept of attack trees is sound, the 
application of this approach is far from it.”

The Evolution of Elevation: Threat Modeling in a Microsoft World
January 17, 2012

Dana Epp, Microsoft MVP - Enterprise and Developer Security
http://technet.microsoft.com/en-us/security/hh778966.aspx
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ACT IV
Whither From Here?
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Vulnerability Discovery in One Diagram

Expectation Reality
Vuls

found 
here
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Build Security In?

At what point should the Flat Iron Building 
developers have incorporated defenses against 
500+mph airplanes filled with jet fuel?

How harshly should we judge those who declined to 
defend against threats that science fiction had 
barely begun to explore when the system was 
deployed?
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Vulnerabilities can arise because the 
world changes around the system…

…even if the system itself remains 
unchanged.
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The trendline in the count of critical monocultures seems to 
be rising and most of these are embedded systems both 
without a remote management interface and long lived.

That combination -- long lived and not reachable -- is the 
trend that must be dealt with, possibly even reversed. 
• Dan Geer, speaking @ NSA on 3/26/14

2014

http://geer.tinho.net/geer.nsa.26iii14.
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Points to ponder

How long will your next refrigerator last?

How about your next car?

http://corporate.ford.com/news-center/press-releases-detail/ford-acquires-
software-company-livio-to-further-advance-in-car-chttp://www.toyota.com/entune/entune-app-suite/prius/
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Points to ponder

How about your light bulbs?
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Points to ponder

How long will you be able to get patches for them?
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Design for adaptability to 
environments that become 
more hostile over time

Threat modeling and attack 
tree analysis still have a lot to 
learn from safety analysis, 
incl. fault trees

Defense mechanisms
• Field upgradability
• Layered defenses
• Planned obsolescence
• Read more Science Fiction

So now what?
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Ongoing work at CERT, SEI

Vulnerability Discovery & Systemic Vulnerability Programs
• Find and fix more vulnerabilities faster
• Extend focus from vulnerabilities within a single application or 

program to those that may affect a wide range of applications, 
networks, and systems. 
• Emerging domain outreach, tool development. 
• Supply chain vulnerabilities

Model-driven architecture with automated fault & safety analysis
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This talk inspired by…

KC-135s  from the 171st Air Refueling Wing often circle the 
Pittsburgh area. From the perspective of my office at CMU 
looking out at the view seen here, the planes usually fly right 
above or behind the Cathedral of Learning. 

Construction of the Cathedral of Learning was started in 1926. 
The KC-135 didn’t enter service until 1957. 

Why didn’t Pitt address this vulnerability in design?
http://www.wingsoverpittsburgh.com/Airshow2010/pics/Kc135FlyingDirty.jpg
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The Last Word

Google Maps Street View, 2014http://archive.org/stream/hgwellsfuture00wellrich/hgwellsfuture00wellrich_djvu.txt
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