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Describe a full packet capture solution that can
quickly and efficiently produce requested information.

Show analysis capabillities of YAF, super _mediator,
and SILK.

Demonstrate PCAP features in YAF.
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PCAP Challenges

Volume (4Ghbps):
1 Hour: 1.7TB
1 Day: 40.8TB
1 Week: 285.6TB
1 Month: 1.1PB
Data Stored on Sensors
Separate from analysis
Indexing:

C§n3rqfulafions,
i€ only took you |

Timestamp Files
BPF Filters

GUI tools e g
Splunk —
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YAF PCAP Features

Rolling PCAP dump

« Rotates files using time or size.
« Creates meta file with flows contained in each PCAP file.

Index a PCAP File

« Uses flow key hash and start time.

PCAP per flow

« Creates a PCAP file for each flow.
« Use with BPF filters.
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Remote Access Trojan

Free source code

Easy to modify

Distinctive Network Signhature

Signature Compressed Uncompressed ZLIBHDR Data
Usually 5 Length Length 0x789C

BYTES 4 BYTES 4 BYTES _ 2 BYTES _

CERT | == Software Engineering Institute | CarnegieMellon 7



Method

29,000 (15G) PCAP
samples

Flow
Use YAF to index and
produce flow, DPI
YAF Signatures Enhanced
Flow
(DPI)
PCAP
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Tool setup

g sbinsbazh

=/ztorage/poaps A+

flowcap —-zensor-conf=/dataszenzor .conf ——destination-dir=/datasf low —-max-file-zize=28m —-log-dest=/var/Llog/ f Llowp™
ack. log

super_medigtor -c Adatassuper_mediagtor.conf -d
=A

for file in %

do

vaf ——in § ——out localhost ——ipfix ftcp ——ipfix-port=6739 ——log=/var/log/vaf.log ——verboze ——applabel —-max-pavh
load=1824 —-plugin-name=suzr/libed waf sdpacketplugin.la —-f low-stats —-no-ztats —-agpplabel-rules=/datasvafdpplabel®
Fules.conf —-noerror —-pocap-meta-file=/dotaspocapmetasE{bazenans § V.kxt ——obzervation-domain=%

=b[Fi+1]

done

-Ul-:———-F1 test.sh ALl L1 {Shell-zcript [bash]}
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Initial Results

=)  rustots ——fields=29 ——xargs=destrov-f lowssilkfiles.txt ——top ——count 9

[NPUT: 379868 Records for 18 Bins and 379068 Total Fecords
JUTPUT: Top 9@ Bins by Eecords
pplil  Records| HRecords|  cumul_%]

Al 26316 65.672639] A65.672639|

5A | 43263 11.412992| 80.886631 |
139] 38178 19.869433[ 98 ,15EAGE |
137 2A324| 5.361571| 95.516636]

B3 166765  4.3953947[ 99,91FE52 |
119] 248  A.863313] 99.973596 |
3366 | B3| B.817939] 99.995534 |
185A | 6] B.881553] 99.995417|
194 | 4|  B.B81855] 99999472 |
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YAF Signatures

Norman ASA 2012 Report
identifies 85 GhOst
variants

download01.norman.no/documents/ThemanyfacesofGhOstRat.pdf
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9939
Q993
9997
9996
Q995
9994
9993
Q992
9991
998
9959
2958
Q9E7
9956
9935
954
9953
9952
Q951
2958
9979
]
97y
Q976
T
Q974
Q973
9972
9971
]
9959
9955
Q957
9966
9955
Q954
9953
Q952
Q951
9958
QGBS
955
9957
S9EE
9955
9954
Q9E3
9952
9951

signoture
signature
signature
signoture
signature
signature
signoture
signature
signature
signature
signature
signature
signature
signature
signoture
signature
signature
signoture
signature
signature
signoture
signature
signature
signature
signature
signature
signature
signature
signature
signature
signature
signoture
signature
signature
signoture
signature
signature
signature
signature
signature
signature
signature
signature
signature
signature
signoture
signature
signature
signoture

AGhBst
ALURKE
Athera
Addobe
AB1REZ
ABEILG
ABvShe
AFKIPS
AFLYNN
AFWAPR
AFWEIG
AGWRAT
AGOLDE
AHEART
AHTTPS
AHEWAN
AHeart
ATMBET
A Tore
AKOBEY
Mrisk
ALUCKK
ALYRAT
Mlevel
Alover
ALy
AMFYE
AMoZhe
AMyRat
ADRAMM
APCRat
AQWPOT
ASpidern
ATwihu
AIRATU
AWALFED
Aangz
Mlinds
Mlor ld
ARERAT
AEDAPR
#jih]
Aagaft
Agttac
Achlst
Mttps
Awhmh L
Axhivk
filalalal]
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Results with YAF Signatures

(253

% rustotz ——fieldz=29 ——wargs=destrov-f low/zilkfiles. txt ——top ——count=RA
INPUT : 379868 Records for 31 Bins and 379865 Total Records

OUTRUT: Top BA Binzs by Records
*Records |

appli|
Al
9953
aa |
139]
9999
9959
137|
53]
2952 |
9991 |
29E5|
9965
2958 |
9971
9974 |
Q954 |
2942 |
2957
2952 |
119]
2o15]
3305
9935]
2944 |
2945|
295a |
9927
1858 |
194|
9219]
2979]
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Records|

138766 |
F2AEA |
432631
36174
32676
27293
28324 |
16675

2636
2148|
954 |
86|
724|
3541
378l
3481
44|
182 |
1721
168|
1281
63|
G|
62|
6|
]
12|
8]
4|
2|
2|

36
13
11

=
[ncn}

Lo I I e O et Ot O D B O e Ot O O Y O e O et Ot O Y O e O et st st Y P A e % B

LGATARZ |
L7385968 |
LA12992 |
LAE9433 |
LAE1EHE |
.386H1A |
L3157 |
395947 |
JGIRT1T |
FE4543 |
2EAE15 |
ZZEETZ
L19A995 |
161361 |
LA99715 |
LA91364 |
LA9A749 |
43612 |
JA45374 |
LA42209 |
JA33TET|
LA17939 |
JA16354 |
JA1A356 |
JA1R328 |
LABAT3ET |
JAA3LEE |
LAA1RES |
AA1ARS |
ABARZE |
LARAEZE | 160

36
1}
61
71
ga
g7
93
7
L
L
L
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29

UL _%|
LGETEZ |
S4e112 ]
L759184 |
828537
L29A344 |
676354 |
LA3PIZE|
436571
L3279
LTI
L2479464 |
L7455
L36EE1T]
LAaTL14 |
LBAGE3E |
LOEGA36|
LT49335 |
LTATIIE
Wt rar
LG54931 |
LG4
L230637
LOB3ETA |
L0926 |
LG5 7ER |
L295141 |
L295387 |
L2758 |
L295945 |
L9047 |
. FARARA |
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Super_mediator

A very configurable IPFIX mediator

Collects every IPFIX information element YAF can
export

Multiple exporters
Multiple collectors (v.1.0)

YAF SUPER /
I

MEDIATOR
\ File

Storage

flowcap SiLK
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Super_mediator configuration

Listing application label  Application
first allowed for quick

_ _ Stimems
binning by variant. Domain
Sip
Dip

Super_mediator Results: >
— Dport

. 227,833 Total Bi-flows Protocol

vlanint

. 60,816 Bi-flows GhOst ifiags

Uflags

° 86,053 Unldentlfled Riﬂags

Ruflags
Pkts,
Rpkts
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Bytes

Rbytes
Databytes
Rdatabytes
Smallpkts
Rsmallpkts
Largepkts
Rlargepkts
Nonemptypkts
Rnonemptypkts
Maxsize
Rmaxsize
Firsteight
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Finding a Pattern

src — ssh — 156x35

2963 | 2529634812 | 1342871176959 | 52
9969 | 2529699545 | 1342571187012 | 52 |
0069 | 2829765054 | 1342871197036 | 82 |
0069 | 2829330620 | 1342871207679 | 82 |
0060 | 2829371865 | 1342871217183 | 82|
Q053 | 2829437404 [ 1342871227127 |82 |
2953 | 2529562940 | 1342871237156 | 52 |
9959 | 2529568476 | 1342871247174 | 52 |
9959 | 2529169724 | 1342871267246 52 |
9969 | 2529175268 | 1342571267533 52 |
9999 | 2B917202A | 1393593169345 | 54 | :
0099 | ZB93A3A9Z | 1393593193113 | 84 :
0099 | 289434164 | 1393593213385 | 84 | 2
0000 | 280400768 | 1393593223567 | 54 2
0099 | 2E9R6E236 | 1393693233630 | 54 2
9999 | 2A9636772 | 1393693243752 | 54
9999 | 2A9696305 | 1393593253571 | 54
9999 | ZBEEGT54A | 1393593263994 | 54|
9999 | ZAE633A76 | 1393593274114 | 54| :
0099 | ZBEAAZ612 | 1393593284235 | 84 | 2
0099 | ZBE764 1458 | 1393593294357 | 84| 2
0099 | 2BE329684 | 1393593304477 | 84 | 2
0000 | 2AE89E220 | 1393593314599 | 54 2
2999 | 2EEA6ETEG | 1393593324721 | 54
9999 | 2A6AZ6292 | 1393593334851 | 54
9999 | 2A6AF1E28 | 1393593344992 | 54
9999 | 2B5157364 | 1393593355113 54|
9999 | 2AG22290A | 1393593365235 | 54 |
0099 | ZBE288436 | 1393593378355 | 84| 2
0099 | 2ZBE3R3972 | 1393593385477 | 84| 2
0000 | 286419505 | 1393593396593 | 54 2
0000 | 286486044 | 1393593465728 | 54| 2

ile Edit Options Buffers Tools Help

1068 |58 6| 8| 5| APR|AS|AP|S[3 (465|525 1200 | zaa|ala|a|all| 1] 268 | 2668 |62
[1A61 |58 |68 S| ARPRAS|AP|5]31485| 325|200 |20a|a(ala|al1]1] 260|266 |62
[1A62 |88 |6 18| S| APR[AS|AP| 53402 | 325|260 | 200 (@@ (@ a]1]1] 2600 | 268 |62
163|886 18| S| APR[AS| AP 5131487 327|199 (199 (@@ (@ a]1]1]199 199 | A2
|1m64 |88 |68 5| APR[AS|AP|E|3|405] 325 | 208 [ 2aa|a(a 8 a]1]1] 268 | 268 | A2
[1A65 56 |618S1APRIASIAP B3 1465320 | 268 2860 8|6 |al1|1]208 | 260 |62
[L1A66 536|618 SAPRIASIAPIE]3 14671327 (1991199 ala|a|al1|1]199 (19962
[1A67 (36|61 S|APRIASIAR IS5 1465] 328 | 260 2000 6|6 |al1|1]za0 | 260 |62
[1A65 (56|61 S|APRIAS|AR|S131416] 330 | 262 262 ala|6lall|1] 28z | 262 |62
163|586 18 (S| AR [AS|AP|4]131378 ]330 262 (202 (a8 la|a|1]1] 2682|262 | A2
[1A47 |85 68| S| APRSIAS|AP|916]51A| 652 434 (434 2|2 (@] 44| 216]216] aa
143 |5885 |6 (@] S[APRIAS|APIS 3399|319 (191 1191 (a(a|ala]1]1(191 191 |62
[1A51 | 888 |6 (@S| APRIAS|APIG]3]392| 312 184 184 (@@ |a|a]1]1 (184|184 B2
|1852 |gEES |68 5| APRIAS[AP|E13]1399] 319|191 |19 |a|a(a]a(1]1]191|191 | A2
[ 1653|3665 | a] 5| APRIASIAP IS 13399319 491|154 alalalallli 191|191 62
[1654 G665 6| A5 APRIASIAPIS 13399319 491|154 alalalalili 191119162
[1655 5665 6| a] 5| APRIASIAPIS13399 319 191|151 alalalalll1191 119162
[1@56|58E5 |6 ] S|APRIAS|AP S 16] 737|657 (40948922 |al8]4]4(1191[191 | aa
1857 |5EES |6 (@] S| APRIAS|APIG]31399| 319191191 (alalalal1]1(191 19162
[1A55 | 5885 (6@ S[APRIAS|APIS 3399|319 (191 191 (ala|ala]1]1(191 191 |62
150|588 |6 @] S| APRIAS|APIS 3399|319 (191 1191 (ala|ala]1]1(191 191 |62
[1A6A |88 |6 @] S[APRIAS|APIS]3399| 319 (191 191 [ala|ala]1]1 (191191 | A2
1861 |8EEs |68 5| APRAS[AP IS 131399319191 191 |a|a (8811191191 | &2

| 1862|3065 61815 | APRIAS|AP 141121670990 562|562 |518|alalia|18]191 1591 |ag
[ 16635665 6| A5 APRIASAP 120|181 1403 1323|595 (595 14|14 (Al a16[16]191 191 | aaq

[ 1864|3665 6| a]51APRIASIAP 1513399319 191|151 alalalalll1191 1191 62
[1m65|58685 |6 ]S APRIAS|APIS 131399319 (1911191 (alalalal1]1(191 19162
[1A66|5885 |6 ]S APRIAS|APIG 13399319 (191191 (alalalal1]1(191 19182
[1m67 |8EES |6 (@] S[APRIAS|APIS 3399|319 (191 1191 (ala|ala]1]1(191 191 |62
[1A63 | 8885 |6 @] S[APRIAS|APIS 3399|319 (191 191 (ala|ala]1]1(191 191 |62
1860 |8eEs | 6@ 5| APRAS[AP IS 131399319 191|191 ala(a]a(1]1]191|191| Az
1878 |8eE5 |68 5| APRAS[AP|E13]1399] 319|191 191 |a[a(a]a(1]1]191|191 | A2

=UU=:——--F1 9.txt 1% L282  (Text)
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Analysis Part 1

Remove unwanted flows from unidentified flows:

« Remove flows with source/destination port 138,1309.

« Remove flows with initial TCPFlags = ‘R’
« Remove flows with dataByteCount =0
Find flows with pattern:
« No more than 1 small packet (forward), O reverse
« Non-empty packets = 1 or 2 (forward), 1 reverse
« maxPacketSize = reverseMaxPacketSize
« firsteEightPacketDirection = 0x02
Results:
« 44,468 bi-flows removed
« 37,500 bi-flows with pattern
« 4,085 bi-flows did not follow pattern

CERT | == Software Engineering Institute | CarnegieMellon

16



Finding GhOst Variants and Signatures

8 naon % Fni!nwl‘l‘%CP Stream

Stream Content

ORODOODD 10 01 DD 00D | D1 DO 00 45 57 Ab 4a A7 7B Qe Al B... PaKI1GK . K =

00000010

0D00002(

OO00003L

0000004

D00000S(

D00D00E!

0000007

O00000E!

000000

IO00000AL

DO0000E!

000000

0000000

DO0DO0E!

1 looooooe: [

00000100 | ) 41 72 al E s R |- L
00ODD00O 10 01 DO OD 38 01 OD OO0 46 57 4b 4a 47 78 9¢ 4b ....B... PWKJIGx.K
00000010 63 =l
00000020 & :
00000030 al k.
00000040 6k et
0oDD0OSO 34 b .
OOOODOGD 07 98 22 UC 42 Je O 35 o5 7l 6b 1B /4 04 La 68 .. .4..0 8gx.t..) =]

M 1 By e e s s alk I A w1 amn ok e B mm e | T

L R R

\Entire conversation (544 bytes)

" Find Eiﬂave AsS I . Print |C‘I ASCI O EBCDIC ® HexDump (O CArmays () Raw

S Help [ Filter Qut This Stream & Close |

ik '
T
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Analysis Part 2

Run unidentified PCAP files through YAF again and
export first 100 bytes of payload

ZA13-A9-A3 AR 44 17R,386|2013-09-83 BS54 26 624 | A.239] Aa.a88| 6| | 1@<z | 4| AR | AR | AR 1068 :BF : AR 2AA 158 |
] | 7a7E| 3l Rid | AR | B8 106 ;A8 AR 1 AA 168 | 5] AP | A5 AP |Bd1f 2hot | olelcfad| A8a| A|aee | 66aleof |C1
-= BEBA: ge A1 BA B5 b4 A2 B8 BB 46 57 4b 40 47 45 B0 BA ........ FWkJGH. .
-= BE18: B8 B8 B8 75 9c Td 52 3d 4b 83 41 18 Td 7Y &2 67 ... OR=KGAW.G
—= BBEZA: 15 ae 18 44 c4 B3 2d 44 44 &2 b4 33 98 a4 vo.DL.-DDb 3.,
<« BEBEE: g AL BA BB b4 BZ BA BE 46 57 4b 4a 47 483 A0 BO . ....... FWKIGH. .
= HBE1A: BA B8 AA 75 Sc Td 52 3d 4b B3 41 18 Td 77 e2 67 ...x.R=K.4. 3 w.g
<« BBEZA: 15 ae 18 44 c4 B3 2d 44 44 62 b4 33 90 o4 vouDl-DDb.3..
ZE14-A5-26 Z2:16:12.999]| 2814-B5-26 ZZ2:16:26.845] 13.846] a.68a| &l I | 1837 &l Bl |88 | B8 A6 06 : 08 168 158 |
| 1475] 3l 353 A8 | 68 196 ;A6 A8 1 AA 1 6A | 5] APRS | A5 AP | 9909009z | 98SF cooh | BEa | A |aee|aaal | C1
-= BEEE: ff BB BA BE Ec A1 BA BB 7o 9a 4e ... L=
-= BAB1A: 6@ 17 63 98 o cB c2 co Bb oo 85 47 ge cB ot o oLl Goous
—= BEZA: ct Ad a7 8b &7 B3a of 30 98 B1 12 B3 1ag 96 P DN I A
< BBEBE: ff BB B8 AQ Bc Bl BA BB Ta 90 de . ... veaaZWN
«— BE1A: 6B 17 63 95 cd cE c2 ch Bb coc 85 47 ae cB c4 C4 CuChianna s Goaus
<~ BBE28: cb Bd g? 8b 57 Sa of 30 98 51 12 63 1g 95 Sooouaodallneas
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Results

ldentified several signature variants of GhOst
Found 55 new GhOst variants

Created YAF Application Label for GhOst
« Correctly identifies 97% of GhOst traffic.

Collected over 3,000 unique domain names
« Correlated with GhOst variants.
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N

Searching for GhOst In
— DEFCON CTF PCAP
I
[
A

CERT | == Software Engineering Institute | CarnegieMellon



DEFCON CTF PCAP Data

src — ssh — 1

Goal: Test new GhOst Z

F Ausrdbindrwstobts ——fieldz=29 —-—xargz==ilk/zilk

JUTPUT: Top 58 Bins by Records

- - appli| Records| &Records|
application label ol mmomae| 57.590626|
F3l  1931F635| 23.388232]
gl 7272364  G.885782|
DefCOn CTF PCAP Data 143 420606E| 5892595
443 3340463| 4844781
427|  BB4523|  B.618899]
409 GB 67| 2RRRY | B.024228]
22| 1R4ER|  B.012653]
21 T420|  0.005954
Separated by team and 5 iy olsassec
BB 376G B.004581 |
(jfl)/ 194 3122|  8.pAI7EA|
6551 | 1955| ©.6624087|
139] f4z|  ©.008777
119] A66|  0.008436]
B4 28| 0.000351
161 247|  ©.000299)
389 153|  ©.000185
E222| 125|  8.000151 |
EB6a| 114| ©.000135
£ | 114| 8.000135|

i e t=1|
26| 25| @.88EE34 |
11a] 5| .886610|

Eoma| 4|

CERT | == Software Engineering Institute | CarnegieMellon

cumu L _#|
BE7.991626 |
g1.379857|
98, 1855648 |
a5, 275454 |
99, 323236 |
99 ,934135|
99, 985363 |
99, 971616 |
99, ISAEEA |
99 . 930547 |
99,991145|
99,994925 |
99 _997335|
99,995112 |
99, 995545 |
99 ,995599 |
99,999195 |
99 ,9993554 |
99, 999535 |
99 .992573|
99,999511 |

- 9.999560 |
s
.999952 |

99 ,999935 |
99 ,999995 |

A .ARAEEE | 1AA  BEEEEA |

INPUT: 825869583 Records for 27 Bins and S2B86933 Total Recor
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Investigating “ GhOst”

1N

DEFCON

® 00 src — ssh — 15861 \
(230 % susrsbindrwfilter ——applicotion=9997 ——poss-dest=stdout —-xargs=silkSsilkfiles.txt | Ausr/sbindrwsilkZipfix | fanalysizdecoffbindgetF lowkevHash

zIP| dIP|zPort |dPort [prol wlan] hash | M
1A.5.19.164| 1A.5.15.2|833668| &335| 6l A| 3495553266 | 1487817727292
1A.5.158.2| 1A.5.19.1A4| 8888(633858| &l A| BEZE29446 | 1487817727202
1A.5.19.111]| 18.6.1.2|52645| G883 ol A| 3458223385 | 1487526153262
16.5.1.2] 1A.5.19.111| 3333(62646| 6| A| 552533003 14A75261R3262
16.5.1.2] 1A.5.158.21533668| &835| ol 8| 3495556952 | 14A7517727202
18.5.18.2| 18.5.1.2| 8835|53383] ol A| EazE2E08A | 14A7517727202
1a.5.1.2] 1A.5,11.111 |59814 47989 & A| 3567595896 | 14AT762296166A
18.5.,11.111] 18.5,1.2[47959| 59814 | 6] A| 3145843115 14AT762296166A
18.5.6.2] 1A.5.11.113|5%503] 38| 6| A| 3899516611 | 1487623848275
1A.5.11.113] 18.5.6.2] &als9583] ol Al s27TAzZA| 1487625848275
18.5.6.2] 1A.5.11.117 59541 | 2881| 6| A| 3982893974 | 14A7623845722
1A.5.11.117] 18.5.6.2| 9081|R9541| 6l A| 39923746 1487625845722
1A.5.13.2| 1A.5.11.113|59873]  443] 6| A| 3984538312 | 14A7623ARRETR
1A.5.11.113] 18.5.13.2| 443|89578] ol Al 29863937 14A7E23ARRETR
16.5.9.2] 1A.5.11.113|59637] 2293] 6| 8| 3985128966 | 14AT7623AR5137
18.5.11.113] 18.5.9.2| 2293|859587| ol a| 158369616 | 14AT7E23ARE137
18.5.12.2| 1A.5,11.117|59699| 338a| &l A 3912451471 | 14ATEZ3AD36TT
18.5,11.117] 1A.5.,12.2| 8368[59699| 6| A| EazEzA324| 14ATEZ3AD36TT
1A.5.3.2] 1A.5.11.128|59746]  143] & A| 3915548661 | 14A7623114721
1A.5.11.128] 18.5.3.2] 143[59746] 6l Al 2484768 | 1487623114721
1a.5.2.2] 1A.5.9.2|57432| G8a3| ol A| 3763082458 14A7RZ3627665
16.5.9.2] 1A8.5.2.2| &soaa|e7432] 6l A| BEZR19RT6| 14A7RE562 7665
1A.5.14.167| 1A.5.11.111|59a14 [47939] &| A| 3867593385 | 1487622961664
1A.5.11.111]| 1A.5.14 .17 4793959614 | 6| A| 3145848334 | 1487622961 664
1A.5.14.167| 1A.5.11.113|59603] 38| 6| A 3399514474 | 1487623840275
18.5.11.113] 18.5.14.1687| &@|59883| 6| Al B2Z79AzZ9| 14AT7623A4R275
18.5.14 .,167| 1A.5,11.117|59541 | 9881| & A| 39828976815 14AT7623A45722
18.5,11.117] 1A.5.14.1A7| 2801|59541| 6| A| EE9925535| 14AT7623A45722
18.5.14 .,167| 1A.5,11.113|59573]  443] &l A| 3984529633 | 14AT7EZ3ARRETE
1A.5.11.113] 1A.5.14.187| 443159575 &l al 29863765 | 1487623858575
1A.5.14.167| 1A.5.11.113|59537] 2293] 6| Al 3985121711 | 1487625855157
1A.5.11.113] 1A.5.14.1A7| 2293|59587] &l Al 158318297 1487623855137
1A.5.14.167| 1A.5.11.117 /59699 &833] 6| Al 3912452078 | 1487623893677
1A.5.11.117] 1A.5.14.1A7| 8888(59899] 6| A| BE2519917] 1487623893677
1A.5.14.167| 18.5.11.1268|59746]  143] 6| A| 3915539932 | 1487623114721
18.5.11.128] 18.5.14.1A7| 143(|59746]| 6| Al 94a7R37| 14A7623114721
18.5.14.2| 18.6.1.2|5264a| G883 ol A| 3458228216 | 14A7R26153262
1a.5.1.2] 1A.5.14.2| a3cg|s2646| 6| A| EazEzE67A| 14A7R26153262
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YafMeta2Pcap

« Large PCAP file or list of PCAP files

« PCAP meta file created by YAF

« Flow key hash and start time
Output

« PCAP file with desired flow

B 00D % Follow TCP Stream
Stream Content
111 AMO. . LA L .~ Z2L L el oy DS
..... os.&Bh n...Z.X..7..r.0...<}....6.
Entire conversation (99 bytes) b |

", Eind

Eﬂs:ave As | (= Print ‘I::l ASCIl (O EBCDIC O HexDump () CArrays (® Raw

11 Help @ Filter Out This Stream | %QDSE
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DEFCON Analysis

Used YAF signatures to
determine other flows with
“DmdT” and “eliza”

applil

“eliza” was a text-based
space economy simulator
challenge at CTF

80% of DmdT traffic went
to last place team.

CERT | == Software Engineering Institute | CarnegieMellon

401496321

Records| %Recordsl|
48.614964 |

7757938
: I

4206068 5.092895|

33404491 4.044765I
5045231 ©.610899|
200091 0.0242281
104501 0.0126531

74201 ©0.008984|
54231 0.006566I
37831 0.0045811
32061 0.0038821
31221 ©.00837801
19881 0.0024071
6281 0.000760I
2761 0.000334|
2471 0.0002991
0.000168 |

(A3

leel 0.0001211

40| ©0.000048|
381 0.0000461
281 ©.000034|
81 0.000010|
4| 0.000005|

cumul_%I

48.614964|

72.0031421
81.3968001
90.182116|
95.2750111
99.3197751
99.930674 1
99.9549021
99.9675551
99.9765401
99.9831061
99.9876871
99.9915691
99.9953491
99.9977561
99.9985171
99.9988511
99.9991501
99.9993181
99.9994701
99.999%6131
99.9997341
99.9998551
99.999903 1
99.999949|
99.9999831
99.999993 |
99.999998|

2] 0.0000021100.0000001

INPUT: 82586983 Records for 29 Bins and 82586983 Total Records
OQUTPUT: Top 3@ Bins by Records
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Method Comparison

TCPDUMP YAF
e

Determine
PCAP(S)
that
contain
Qfo flow 5
<] A yafMeta2
(\,;Q Yo Pcap
Merge Write a
PCAP BPF filter
files w/ > that will
return 1
mergeca S
Jecap ., session ESsiop
§
>
9
v
Separate
Flows
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Questions?

CERT NetSA tools website:
tools.netsa.cert.org

Contact:
ecoff@cert.org

netsa-tools-discuss@cert.org
netsa-help@cert.org
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