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Goal
Describe a full packet capture solution that can 
quickly and efficiently produce requested information.

Show analysis capabilities of YAF, super_mediator, 
and SiLK.

Demonstrate PCAP features in YAF.
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PCAP Challenges
Volume (4Gbps):
• 1 Hour: 1.7TB
• 1 Day: 40.8TB
• 1 Week: 285.6TB
• 1 Month: 1.1PB
Data Stored on Sensors
• Separate from analysis
Indexing:
• Timestamp Files
• BPF Filters
• GUI tools
• Splunk
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YAF PCAP Features
Rolling PCAP dump

• Rotates files using time or size.
• Creates meta file with flows contained in each PCAP file.

Index a PCAP File
• Uses flow key hash and start time.

PCAP per flow
• Creates a PCAP file for each flow.
• Use with BPF filters.
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Gh0st Rat Investigation
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Gh0st
Remote Access Trojan
Free source code
Easy to modify
Distinctive Network Signature

Signature
Usually 5 
BYTES

Compressed 
Length

4 BYTES

Uncompressed 
Length

4 BYTES

ZLIBHDR
0x789C

2 BYTES

Data
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Method
29,000 (15G) PCAP 
samples
Use YAF to index and 
produce flow, DPI
YAF Signatures

Flow

Enhanced 
Flow 
(DPI)

PCAP
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Tool setup



10

Initial Results
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YAF Signatures
Norman ASA 2012 Report 
identifies 85 Gh0st 
variants

download01.norman.no/documents/ThemanyfacesofGh0stRat.pdf
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Results with YAF Signatures
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Super_mediator
A very configurable IPFIX mediator
Collects every IPFIX information element YAF can 
export
Multiple exporters
Multiple collectors (v.1.0)

YAF SUPER
MEDIATOR

flowcap

File
Storage

SiLK
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Super_mediator configuration
Listing application label 
first allowed for quick 
binning by variant.

Super_mediator Results:
• 227,833 Total Bi-flows
• 60,816 Bi-flows Gh0st
• 86,053 Unidentified

Application
Hash
Stimems
Domain
Sip
Dip
Sport
Dport
Protocol
vlanint
Iflags
Uflags
Riflags
Ruflags
Pkts,
Rpkts

Bytes
Rbytes
Databytes
Rdatabytes
Smallpkts
Rsmallpkts
Largepkts
Rlargepkts
Nonemptypkts
Rnonemptypkts
Maxsize
Rmaxsize
Firsteight
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Finding a Pattern
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Analysis Part 1
Remove unwanted flows from unidentified flows: 

• Remove flows with source/destination port 138,139.
• Remove flows with initialTCPFlags = ‘R’
• Remove flows with dataByteCount = 0

Find flows with pattern:
• No more than 1 small packet (forward), 0 reverse
• Non-empty packets = 1 or 2 (forward), 1 reverse
• maxPacketSize = reverseMaxPacketSize
• firstEightPacketDirection = 0x02

Results:
• 44,468 bi-flows removed
• 37,500 bi-flows with pattern
• 4,085 bi-flows did not follow pattern
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Finding Gh0st Variants and Signatures
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Analysis Part 2
Run unidentified PCAP files through YAF again and 
export first 100 bytes of payload
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Results
Identified several signature variants of Gh0st
Found 55 new Gh0st variants
Created YAF Application Label for Gh0st

• Correctly identifies 97% of Gh0st traffic.

Collected over 3,000 unique domain names
• Correlated with Gh0st variants.
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Searching for Gh0st in 
DEFCON CTF PCAP
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DEFCON CTF PCAP Data
Goal: Test new Gh0st 
application label
Defcon CTF PCAP Data

• 409 GB
• Separated by team and 

day
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Investigating “Gh0st” in DEFCON
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YafMeta2Pcap
Input: 

• Large PCAP file or list of PCAP files
• PCAP meta file created by YAF
• Flow key hash and start time

Output
• PCAP file with desired flow
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DEFCON Analysis
Used YAF signatures to 
determine other flows with 
“DmdT” and “eliza”

“eliza” was a text-based 
space economy simulator 
challenge at CTF

80% of DmdT traffic went 
to last place team.
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Method Comparison

PCAP ->
FLOW

yafMeta2
Pcap

Determine
PCAP(S) 

that 
contain 

flow

Merge
PCAP 
files w/

mergecap

PCAP

Write a 
BPF filter 
that will 
return 

session

Separate
Flows

TCPDUMP YAF
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Questions?
CERT NetSA tools website:
tools.netsa.cert.org

Contact:
ecoff@cert.org

netsa-tools-discuss@cert.org
netsa-help@cert.org
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