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Disclaimer 
NO WARRANTY  

THIS MATERIAL OF CARNEGIE MELLON UNIVERSITY AND ITS SOFTWARE ENGINEERING 
INSTITUTE IS FURNISHED ON AN “AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO 
WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, 
BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR MERCHANTABILITY, 
EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL. CARNEGIE MELLON 
UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO FREEDOM 
FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT. 

Use of any trademarks in this presentation is not intended in any way to infringe on the rights of the 
trademark holder. 

This Presentation may be reproduced in its entirety, without modification, and freely distributed in written or 
electronic form without requesting formal permission.  Permission is required for any other use.  Requests 
for permission should be directed to the Software Engineering Institute at permission@sei.cmu.edu.  

This work was created in the performance of Federal Government Contract Number FA8721-05-C-0003 
with Carnegie Mellon University for the operation of the Software Engineering Institute, a federally funded 
research and development center. The Government of the United States has a royalty-free government-
purpose license to use, duplicate, or disclose the work, in whole or in part and in any manner, and to have 
or permit others to do so, for government purposes pursuant to the copyright license under the clause at 
252.227-7013. 

mailto:permission@sei.cmu.edu
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FloCon 2004 - Arlington, Virginia 
Theme:  The First FloCon 
Date:  July, 22 2004 
Topics: 

Infrastructure Issues 
Analysis 
Data Sharing 

Chair: 
Tom Longstaff 
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FloCon 2004 - Arlington, Virginia 
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FloCon 2004 - Arlington, Virginia 
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FloCon 2004 - Arlington, Virginia 
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FloCon 2005 - New Orleans, Louisiana 
Theme:  Community Building 
Date:  September 21, 2005 
Topics: 

Experience reports in flow analysis 
Operational security analysis using flow 
Advanced flow analysis techniques 
Expanding the flow format for security needs 
Integrating flows into other security analyses 
Facilitating data sharing/public repositories 
Flow collection technologies 
Network traffic modeling for security 
Alternative traffic abstraction approaches 
Traffic summarization of other services  

Chair: 
Michael Collins 
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FloCon 2005 
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FloCon 2005 - New Orleans, Louisiana 
Theme:  Community Building 
Date:  September 21, 2005 
Topics: 

Experience reports in flow analysis 
Operational security analysis using flow 
Advanced flow analysis techniques 
Expanding the flow format for security needs 
Integrating flows into other security analyses 
Facilitating data sharing/public repositories 
Flow collection technologies 
Network traffic modeling for security 
Alternative traffic abstraction approaches 
Traffic summarization of other services  

Chair: 
Michael Collins 
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FloCon 2005 - Pittsburgh, Pennsylvania 
Theme:  Community Building 
Date:  September 21, 2005 
Topics: 

Experience reports in flow analysis 
Operational security analysis using flow 
Advanced flow analysis techniques 
Expanding the flow format for security needs 
Integrating flows into other security analyses 
Facilitating data sharing/public repositories 
Flow collection technologies 
Network traffic modeling for security 
Alternative traffic abstraction approaches 
Traffic summarization of other services  

Chair: 
Michael Collins 







FloCon 2005 - Pittsburgh, Pennsylvania 
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FloCon 2005 - Pittsburgh, Pennsylvania 
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FloCon 2005 - Pittsburgh, Pennsylvania 
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Pittsburgh, Pennsylvania 
2013 - Based on universities, colleges, museums and 

libraries per person, education level, and public 
school rank movoto.com names Pittsburgh 
"Smartest City in America". 

 
Central Connecticut State University names 

Pittsburgh the 4th most literate city in America 
based on the culture and resources for reading. 



41 

FloCon 2006 - Vancouver, Washington 
Theme:  Flow as a Study 
Date:  October 10, 2006 
Topics: 

Anomaly detection 
Flow collection and packing 
Visualization techniques 
Standardization 

Chair: 
Tim Shimeall 
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FloCon 2006 - Vancouver, Washington 
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FloCon 2006 - Vancouver, Washington 



44 

FloCon 2006 - Vancouver, Washington 
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FloCon 2006 - Vancouver, Washington 
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FloCon 2007 
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FloCon 2008 - Savannah, Georgia 
Theme:  Beaconing and Distributed Threats 
Date:  January 7, 2008 
Topics: 

Flow analysis methods 
Experiences in flow analysis 
Innovative security analyses 

Chair: 
Tim Shimeall 
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FloCon 2008 - Savannah, Georgia 
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FloCon 2008 - Savannah, Georgia 
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FloCon 2008 - Savannah, Georgia 
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FloCon 2008 - Savannah, Georgia 
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FloCon 2009 - Scottsdale, Arizona 
Theme:  The Practical Use of Flow 
Date:  January 12, 2009 
Topics: 

Flow for network forensics, inventory or incident response 
Visualizations of flow and analytical results 
Multi-stage analysis methods 
Flow collection infrastructure 
Merging flow with other data sources 
Coordination among flow analysis teams 
New or innovative flow methods 
Application detection 
Topology mapping 

Chair: 
Markus De Shon 
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FloCon 2009 - Scottsdale, Arizona 
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FloCon 2009 - Scottsdale, Arizona 
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FloCon 2009 - Scottsdale, Arizona 
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FloCon 2009 - Scottsdale, Arizona 
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FloCon 2009 - Scottsdale, Arizona 
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FloCon 2010 - New Orleans, Louisiana 
Theme:  Flow in the Context of Other Data 
Date:  January 11, 2010 
Topics: 

Network Operations 
Data Set Sharing 
Network Situational Awareness 
Malicious Behavior 
Flow Collection Technology 
Network Inventory 
Large Scale Modeling 
IPv6 Transition and Analysis 
Network Data Visualization 
Educating on Flow 

Chair: 
Sid Faber / Paul Krystosek 
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FloCon 2010 - New Orleans, Louisiana 
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FloCon 2010 - New Orleans, Louisiana 
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FloCon 2010 - New Orleans, Louisiana 
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FloCon 2010 - New Orleans, Louisiana 
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FloCon 2010 - New Orleans, Louisiana 

Josh Goldfarb 
President 
NetflowData LLC 
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FloCon 2011 - Salt Lake City, Utah 
Theme:  Learning About Your Network 
Date:  January 10, 2011 
Topics: 

Automated Analysis 
Data Set Sharing 
Educating on Flow 
Flow Analysis with Other Data Sources 
Flow Collection Technology 
IPv6 Transition and Analysis 
Malicious Behavior Detection 
Mathematical and Statistical Modeling 
Network Data Visualization 
Network Inventory, Operations and Situational Awareness 

Chair: 
Paul Krystosek / Ed Stoner 
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FloCon 2011 - Salt Lake City, Utah 
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FloCon 2011 - Salt Lake City, Utah 
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FloCon 2011 - Salt Lake City, Utah 
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FloCon 2011 - Salt Lake City, Utah 



69 

FloCon 2011 - Salt Lake City, Utah 
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FloCon 2011 - Salt Lake City, Utah 
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FloCon 2012 - Austin, Texas 
Theme: Progression of analytics from ideas, to prototypes, 
to tools 
Date:  January 9, 2012 
Topics: 

Automated Analysis 
Adaptive Methods 
Data Set Sharing 
Flow Collection Technology 
Malicious Behavior Detection 
Mathematical and Statistical Modeling 
Network Data Visualization 
Network Inventory and Mapping 
Fusion of Flow Analysis with Other Data Sources 

Chair: 
Ed Stoner / Rhiannon Weaver 
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FloCon 2012 - Austin, Texas 
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FloCon 2012 - Austin, Texas 
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FloCon 2012 - Austin, Texas 
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FloCon 2012 - Austin, Texas 
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FloCon 2012 - Austin, Texas 
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FloCon 2012 - Austin, Texas 
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FloCon 2012 - Austin, Texas 
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FloCon 2013 - Albuquerque, NM 
Theme:  Analysis at Scale 
Date:  January 7, 2013 
Topics: 

Automated Analysis 
Data Set Sharing 
Educating on Flow 
Flow Analysis with Other Data Sources 
Flow Collection Technology 
IPv6 Transition and Analysis 
Malicious Behavior Detection 
Mathematical and Statistical Modeling 
Network Data Visualization 
Network Inventory, Operations and Situational Awareness 

Chair: 
Rhiannon Weaver / George Jones 
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FloCon 2013 - Albuquerque, NM 
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FloCon 2013 - Albuquerque, NM 
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FloCon 2013 - Albuquerque, NM 
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FloCon 2013 - Albuquerque, NM 
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FloCon 2013 - Albuquerque, NM 
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FloCon 2013 - Albuquerque, NM 
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FloCon Top Talkers 
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FloCon 2014 - Charleston, SC 
Theme:  Perspectives 
Date:  January 13, 2014 
Topics: 

Measurement and metrics  
Discovering and evaluating indicators of malicious behavior  
Automated analysis and augmenting/annotating flow 
Flow collection technology  
Network flow in conjunction with other data sources 
Integrating data sources and data fusion  
Optimizing analyst workflow and scalable statistical techniques  
Data visualization for operational environments and reporting  
Visual perspectives for displaying large data 
Case studies in threat detection and mitigation  

Chair: 
George Jones / Jono Spring 
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