


~ tcpdump -nnAi ethl -sO | grep -A5 "Doug Burks"

About Doug Burks:

e Christian, husband, father

e Corporate Incident Handler for Mandiant EA NDIANT
e SANS GSE and Community Instructor

e President of Greater Augusta ISSA

e Founder and lead developer of Security Onion
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~ What is Security Onion?

Security Onion is a FREE Linux distro for:
eintrusion detection

enetwork security monitoring

elog management
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- What data does it give me?

. —a—'—

e Flow data from Argus, Bro, and PRADS
e Alert data

e NIDS alerts from Snort/Suricata
e HIDS alerts from OSSEC
e Syslog data received by syslog-ng or sniffed by Bro
e Asset data from Bro and PRADS
e Transaction data — http/ftp/dns/ssl/other logs from Bro
e Full content data from netsniff-ng
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eBig Onions — 64-bit
eBig Traffic — PF_RING

eBig Data — ELSA
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- How many Security Onion users are there?

e Over 100,000 I1SO downloads from Sourceforge!

Security Onion 10.04 ISO (based on Ubuntu 10.04) - 37,777
Security Onion 12.04 ISO (released 12/31/2012) - 34,573
Security Onion 12.04.1 1SO (released 6/10/2013) - 7,511
Security Onion 12.04.2 1SO (released 7/25/2013) - 6,396
Security Onion 12.04.3 I1SO (released 9/14/2013) - 15,824

???? From BitTorrent
???? Ubuntu/Kubuntu/Lubuntu + Security Onion PPA
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‘What has changed since last FloCon?

Updated just about every piece of software, including:
Snort, Suricata, Bro, PF_RING, PRADS, ELSA, Snorby, Squert, CapMe, NetworkMiner

Fixed lots o’ bugs!
Moved to a standard argus.conf to allow more Argus customization

Added more knobs for tuning:

e Enable/disable sensor processes

e Adjustable netsniff-ng (full packet capture) settings
e Adjustable log purge threshold

Added OnionSalt to manage lots o’ onions
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Security Onion Setup (doug-virtual-machine)

@ Welcome to Security Onion Setupl
This program will allow you to configure Security Onion on doug-virtual-machine.

Would you like to continue?

@M o, Quit. | k-:j,?"‘fes, Continue!
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Would you like to use Quick Setup or Advanced Setup?

Quick Setup is recommended for first-time users or standalone VMs:
- ideal for quickly evaluating Security Onion

- will automatically configure most details of your system

- configures Snort and Bro to monitor one network interface

Advanced Setup is recommended for production deployments

as it gives you more control over the details of your system

and allows you to build a distributed sensor network. You choose:

- Sguil server, Sguil sensor, or both

-which IDS engine to use (Snort or Suricata)

-which IDS ruleset(s) to use (Emerging Threats, Snort VRT, or both)

-which network interface(s) should be monitored by the 1DS Engine and Bro
- how many processes to run for Snort/Suricata/Bro

-which sensor processes to enable/disable

® Quick Setup

() Advanced Setup
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LAST 24 TODAY YESTERDAY THISWEEK THIS MONTH THIS QUARTER THIS YEAR

396 46 712

HIGH SEVERITY MEDIUM SEVERITY

Signatures

ET SCAN Potential S35H Scan OUT... ({0%)
ET POLICY Vulnerable Java Vers... (0%]
ET CURRENT_EVENTS HiMan EK - L... (0%) —
ET SHELLCODE Possible Call wit... (1%) — ;
ET SHELLCODE Javascript Spiit ... (19)
ET POLICY Suspicious inbound t... (1%)
ET WEB_CLIENT Paossible Inteme... (19) ~
ET POLICY Suspicious inbound t... {1%)
ET POLICY Suspicious inbound t... {1%) i
ET POLICY Suspicious inbound t... (1%)
ET SCAN Potential WNC Scan 580... (1%)
GPL SHELLCODE xB6 inc ebx NOOP... (2%)
ET INFO JAVA - Java Archive Dao... (2%) ° "~ ET TROJAN Backdoor family PCRa... (59%)
ET POLICY PE EXE or DLL Window... (2%)
ET SCAN Potential VNC Scan 590... (3%) ' |
ET TROJAN Java EXE Download by... (3%) | | "
ET POLICY Java EXE Download... {3%)
ET CURRENT_EVENTS Probably Evi.| (3%) '
ET INFO EXE - Served Infine HT... (14%)
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Welcome Administrator

Administration

== More Options
TOP 5 SENSOR

doug-virtual-machine-eth1:1

TOP 5 ACTIVE USERS

H Administrator

LAST 5 UNIQUE EVENTS

ET POLICY PEEXE or DLL W..
GPL SHELLCODE xB6 inc ebx...
ET SHELLCODE Possible Cal...
ET INFO Exectuable Downlo..

ET POLICY SUSPICIOUS *.do...

ANALYST CLASSIFIED EVENTS
Unauthorized Root Access
Unauthorized User Access
Attempted Unauthorized...

Denial of Service Attack

Policy Violation

Reconnaissance

Virus Infection

False Positive




Packet Capture Builder

Source address

172.16.150.20

Destination address
.119.38

= &3
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Pro

Start time

[2014 v |

End time
| 2014 ¥ |

[tce v |

January v |[11v|—[157]:|

| [January  v|[11v]| —[16 v|:[46 7|




172.16.150.20:1294 §6.32.119.38:80-6-1456675353 . pcap

Sensor Name: doug-virtual-machine-ethl

Timestamp: 2014-01-11 16:16:39

Connection ID: CLI

SrcIP: 172.16.150.20 (Unknown)

DstIP: 66.32.119.38 (static-66-32-119-38.earthlinkbusiness.net)

Src Port: 1294

Dst Port: 80

OS Fingerprint: 172.16.150.20:1294 - Windows 2000 SP2+, XP SP1+ (seldom 98)
OS Fingerprint: -» 66.32.119.38:80 (distance 0, link: ethernetmodem)

SRC: GET figers/Brandoninge/Diagnosticsiswing-mechanics.doc.exe HTTR/1.1
SRC: Accept: image/gif, image/x-xbitmap, image/jpeq, image/pjpeq. application/x-shockwave-flash, */*
SRC: Accept-Language: en-us
SRC: Accept-Encoding: gzip, deflate
SRC: User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
SRC: Host: 66.32.119.38
SRC: Connection: Keep-Alive
SRC:
SRC:
DST:HTTR/L.1 200 OK
DST: Date: Fri, 27 Apr 2012 17:40:31 GMT
DST: Server: Apache/2.2.16 (Ubuntu)
DST: Last-Modified: Sat, 14 Apr 2012 08:34:10 GMT
DST: ETag: "42d3b-2000-4bda04aBed053”
DST: Accept-Ranges: bytes
DST: Content-Length: 8192
DST: Keep-Alive: timeout=15, max=100
DST: Connection: Keep-Alive
DST: Content-Type: application/x-msdos-program
DST:
RO I..L.IThis program cannot be run in DOS maode.

snenenawg.ne N Richan., PE.L...G

(
ExitProcess.kernel32.dll
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ekome doud | Logit

ET POLICY SUSPICIOUS *.doc.exe in HTTP URL

alert tcp SHOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg:"ET POLICY SUSPICIOUS *.doc.exe in HTTP URL"; flow:to_server,established; con
tent:".doc.exe"; hitp_uri; nocase; classtype:bad-unknown; sid:2013475; rev:1)

fie: downloaded.rules: 10836
categorize 0 event(s)

QUEUE  ACTIVITY LAST EVENT ‘SOURCE DESTINATION COUNTRY

- 2014-01-11 16:16:39 172.16.150.20 66.32.119.38 B UNITED STATES (.us)

ST TIMESTAMP EVENT ID SOURCE DESTINATION PORT  SIGNATURE

2014-01-11 16:16:39 3512 T 172.16.150.20 66.32.119.38 80 ET POLICY SUSPICIOUS *.doc.exe in HTTP URL

Sensor Name: i i
Timestamp: 2014-01-11 16:16:3
Connection ID: CLI
Src [P 172.16.150.20 (Unknown)

Dst IP: 66.32.119.38 (static-66-32-119-38.earthiinkbusiness ne)

Src Port: 1294

Dst Port: 80

OS Fingerprint: 172.16,150.20:1294 - Windows 2000 SP2+, XP SP1+ (seidom 96)
OS Fingerprint -» 66.32.1 link:

SRC: GET figers/Brandoninge/Diagnostics/swing-mechanics doc exe HTTPILL
SRC: Accept: imagelaf, bitmap, mage/ipeg, i i

s SRC: Accept Language: en-us
ACTIVITY  LAST EVEMT SIONATURE e A:EE&‘_EH:‘JM%_ i, efiate
SRC: User-Agent: Mozilla/4. (compatible; MSIE 6.0; Windows NT 5.1; SV1)
181850 IVSSEE] Inegniy checkaum charged again (2nd el SRC: Host: 66.32.119.38

SRC: Connection: Keep-Alive

SRC.

161640 PADS New Asses - unknown (ihaps

RC:

DST: HTTP/11 200 OK

11620 ET POLICY PE EXE o DLL Windows fle downisad DST: Date: Fri, 27 Apr 2012 17:40:31 GMT

DST: Server: Apachei2.2.16 (Ubuntu)

W60 ET SHELLEODE Poraibin Cal wih Na Ofisst TCP Shelcods DST: Last-Meodiied: Sal, 14 Apr 2012 09:34:10 GMT
DST: ETag: "42d3b-2000-4bda04aBed053"

DST: Accept-Ranges: bytes

161639 ET POUICY SUSPICIDUS ¢ exe In HTTP URL DST: Content: Length: 8192

DST: Keep-Alve: timecut=15, max=100

11639 ET IR0 Exechusbie Downioad #0m dofied-guad Host DST: Connection: Keep-Alve

DST: Content-Type: appication-msdos-program

FLSTE ] GPL SHELLCODE £88 nc et HOOR DST: M: @ 1.LIThis n be run in DOS made.

DST.
161838 ET SHELLCODE Persaiie: Call with he Ot TCP Sheliconin DST: 8. L...G
h. data.

@ o
@..j...%..@.D. kernel32.dl.
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A3723333283333233

[ R T R T

3.431
3.442
3.444
3.458
3.472
3.499
3.500
3.501
3.502
3.503
3.504
3.505
3.511
3.512
3.513
3.514

2014-01-11 16:16:36
2014-01-11 16:16:36
2014-01-11 16&:16:36
2014-01-11 16:16:36
2014-01-11 16:16:36
2014-01-11 168:16:37
2014-01-11 16:16:37
2014-01-11 16:16:37
2014-01-11 16:16:37
2014-01-11 16:16:37
2014-01-11 18:16:37
2014-01-11 16:16:37
2014-01-11 16:16:39
2014-01-11 16:16:39
2014-01-11 16:16:39
2014-01-11 16:16:39

doug-...
doug-...
doug-...
doug-...
doug-...
doug-...
doug-...
doug-...
doug-...
doug-...
doug-...
doug-...
doug-...
doug-...
doug-...
doug-...

59.53.91.102
59.53.91.102
59.53.91.102
59.53.91.102
59.53.91.102
192.168.23.129
192.168.23.129
192.168.23.129
192.168.23.129
10.10.10.10
10.10.10.10
10.10.10.10
172.16.150.20
172.16.150.20
66.32.119.38
66.32.119.38

4444
4444
4444
1294
1294
80

80

192.168.23.129
192.168.23.129
192.168.23.129
192.168.23.129
192.168.23.129
212.252.32.20
212.252.32.20
212.252.32.20
212.252.32.20
10.10.10.70
10.10.10.70
10.10.10.70
66.32.119.38
66.32.119.38
172.16.150.20
172.16.150.20

80
80
1204
1294

ET INFO JAVA - Java Archive Download By Vulnerable Client

ET POLICY PE EXE or DLL Windows file download

ET INFO EXE - Served Inline HTTP

ET POLICY Java EXE Download

ET TROJAN Java EXE Download by Vulnerable Version - Likely Driveby
ET USER_AGENTS Suspicious User Agent (Microsoft Internet Explorer)
ET TROJAMN SpyEye Bot Checkin

ET TROJAN SpyEye C&C Check-in URL

ET TROJAN Banker PWS/Infostealer HTTP GET Checkin

ET POLICY PE EXE or DLL Windows file download

ET SHELLCODE Possible Call with No Offset TCP Shellcode

GPL SHELLCODE x86 inc ebx NOOP

ET INFO Exectuable Download from dotted-quad Host

ET POLICY SUSPICIOUS *.doc.exe in HTTP URL

ET POLICY PE EXE or DLL Windows file download

ET SHELLCODE Possible Call with No Offset TCP Shellcode

[= B - T = N~ = = Y R = O = I~ N = R - R =~ R~ R = =}

|v Show Packet Data  Show Rule

alert tcp $HOME_NET any -> SEXTERNAL_NET $HTTP_PORTS (msg:"ET POLICY SUSPICIOUS *.doc.exe in HTTP URL"; flow:to_server,established;
content:".doc.exe"; http_uri; nocase; classtype:bad-unknown; sid:2013475; rev:1;)
/nsm/server_data/securityonion/rules/doug-virtual-machine-eth1-1/downloaded.rules: Line 10836

len
E

IP Resolution ] Agent Status \|Snort5tat'stim\| System Msgs W User Msgs

|w Reverse DNS v Enable External DNS

172.16.150.20

ot
ChkSum
56326

Source IP
172.16.150.20

Dest IP
66.32.119.38 o

TOS D Flags Offset

|a716 k2 o

T
128

- \Unknown

66.32.119.38
static-66-32-119-38.earthlinkbusiness.net

Dest R
Whois Query: ** MNone ¢ SrcIP  DstIP 1

i S

Seq # Ack # Offset  Res Window
2574606136 |068806116 |5 o 17520 o

ChkSum
31695

Urp

x x|

NetRange:
CIDR:

AriminAC:
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66.32.0.0 - 66.32.255.255
66.32.0.0/16

@dougburks

#SecurityOnion

47 45 54 20 2F 74 69 67 65 72 73 2F 42 72 61 6E
64 6F 6E 49 BE 67 65 2F 44 69 61 67 6E 6F 73 74
A9 A3 73 2F 73 T77 RO AF AT PN AN A5 AT AR A1 AF

GET /tigers/Bran
donInge/Diagnost
ics/fswing-mechan




he doug-virtual-machine-eth1-1_512
File
Sensor Name: doug-virtual-machine-eth1-1
Timestamp: 2014-01-11 16:16:39
Connection ID: .doug-virtual-machine-eth1-1 512
Src IP: 172.16.150.20 (Unknown)
DstIP: 66.32.119.38 (5tatic-66-32-119-38.earthlinkbusiness.net)
Src Port: 1294

> 172.16.150.20:1294_66.32.119.38:80-6.raw [Wireshark 16.7]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

pstpori g0 By AExee A¢ YT LEHEH couf BE
OS Fingerprint: 172.16.150.20:1294 - Windows 2000 SP2+, XP SP1+ (seldom 98) -
OS Fingerprint: -> 66.32.119.38:80 (distance 0, link: ethernet/modem) AR

Filter: | Expression... Clea

No. Time Source Destination Protocol Length Info
SRC: GET /tigers/BrandonInge/Diagnostics/swing-mechanics.doc.exe HTTP/1.1 :0.000000 172.16.150.20 66.32.119.38 62 1294 > 80 [SYN] Seq=0 Win=16384 Len=0 MS55=1460 SACK_PERM=1
: Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, :0.000272 1 66.32.119.38 172.16.150.20 62 80 > 1294 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS55=1460 SACK_PERM=1
10.000412 172.16.150.20 66.32.119.38 : : 601294 > 80 [ACK] Seg=1 Ack=1 Win=17520 Len=0
: Accept-Language: en-us
_Accep(-Encgding; gzipl deflate :0.001160 66.32.119.38 172.16.150.20 . . 54 80 > 1294 [ACK] Seg=1 Ack=339 Win=6432 Len=0
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1) :0.002683 1 66.32.119.38 172.16.150.20 8 : 1514 [TCP segment of a reassembled PDU]
: Host: 66.32.119.38 :0.003868 66.32.119.38 172.16.150.20 : : 1514 [TCP segment of a reassembled PDU]
Connection: Keep-Alive '0.005282 66.32.119.38 172.16.150.20 : " 1514 [TCP segment of a reassembled PDU]
.005378 172.16.150.20 66.32.119.38 60 1294 > 80 [ACK] Seq=339 Ack=2921 Win=17520 Len=0
. :0.005461 172.16.150.20 66.32.119.38 : : 60 1294 > 80 [ACK] Seq=339 Ack=4381 Win=17520 Len=0
- HTTP/1.1 200 OK :0.006818 66.32.119.38 172.16.150.20 : {1514 [TCP segment of a reassembled PDU]
: Date: Fri, 27 Apr 2012 17:40:31 GMT :0.008442 1 66.32.119.38 172.16.150.20 : {1514 [TCP segment of a reassembled PDU]
: Server: Apache/2.2.16 (Ubuntu) .009597 66.32.119.38 172.16.150.20 1258 HTTP/1.1 200 OK (application/x-msdos-program)
: Last-Modified: Sat, 14 Apr 2012 09:34:10 GMT P Frame 4: 392 bytes on wire (3136 bits), 392 bytes captured (3136 bits)
| ETag: *42d3b-2000-4bda04a8ed053" » Ethernet II, Src: 00:0c:29:61:e7:d5 (00:0c:29:61:e7:d5), Dst: 00:0c:29:5d:b3:ca (00:0c:29:5d:b3:ca)
» Internet Protocol Version 4, Src: 172.16.150.20 (172.16.150.20), Dst: 66.32.119.38 (66.32.119.38)
» Transmission Control Protocol, Src Port: 1294 (1294), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 338
b Hypertext Transfer Protocol

: Accept-Ranges: bytes
: Content-Length: 8192
: Keep-Alive: timeout=15, max=100
: Connection: Keep-Alive
: Content-Type: application/x-msdos-program : [0000 00 0c 29 5d b3 ca 00 0Oc 29 61 e7 d5 08 00 45 .)1.... )a....E.
0010 01 7a 22 Oc 40 00 80 06 dc 06 ac 10 96 14 42 s ..
Sea Abort Close 0020 77 26 05 Oe 00 50 99 76 be c8 39 be ce e4 50 W L.9...P.
G s 0030 44 70 7b cf 00 00 47 45 54 20 2f 74 69 67 65 Dp{...GE T /tiger
0040 73 2f 42 72 61 6e 64 6f 6e 49 6e 67 65 2f 44 s/Brando nInge/Di
Using archived data: 0050 61 67 6e 6f 73 74 69 63 73 2f 73 77 69 6e 67 agnostic s/swing-

nsm/server_data/securityonion/archive/2014-01-11/doug-virtual-machine-eth1-1/172.16.150.20:129 | 0080 ©6d 65 63 68 &1 6e 69 63 73 2e 64 6f 63 2e 65 LTS SoliE
ey 0070 65 20 48 54 54 50 2f 31 2e 31 0d Da 41 63 63 & HTTP/1 .1..Acce
R 0080 70 74 3a 20 69 6d 61 67 65 2f 67 69 66 2c 20 pt: imag e/gif, i
Finished. 0090 6d 61 67 65 2f 78 2d 78 62 69 74 6d 61 70 2c mage/x-x bitmap,

@ File: "/tmp/172.16.150.20:1294 _66.32.1... - Packets: 18 Displayed: 18 Marked: 0 Load time: 0:00.000 Profile: Default
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There’s gold in them
thar PCAPs!

- NetworkMiner 1.5
File Tools Help

--- Select a network adapter in the list — j P start | @ Sstop

Kevwords | Cleartext | Anomalies | —Case Panel

Hosts (2) |Frames (18) | Files (1) | Images | Messages | Credentials | Sessions (1) | DNS | Parameters || File... | MDs
Sort Hosts On: IIP Address (ascending) j | 172.16... abca...

Sort and Refresh

= dfl 66.32.119.38 [66.32.119.38] (Linux)
IP: 66.32.119.38
V MAC: 000C295DB3CA (MMware, Inc.)
Hostname: 66.32.119.38
3- A 0s: Linux
TTL: 63 (distance: 1)
- Open TCP Ports: 80 (Http)
£ Sent: 9 packets (8,872 Bytes), 0.00 % cleartext (0 of 0 Bytes)
i3 Received: 9 packets (706 Bytes), 0.00 % cleartext (0 of 0 Bytes)
]--.Ii? Incoming sessions: 1
QOutgoing sessions: 0
7-= Host Details
28 172.16.150.20 (Windows 3
IP: 172.16.150.20
V MAC: 000C2961E7DS (VMware, Inc.)
Hostname:
q- 4% 0S: Windows
TTL: 128 (distance: 0)
Open TCP Ports:
Sent: 9 packets (706 Bytes), 0.00 % cleartext (0 of 0 Bytes)
Received: 9 packets {8,872 Bytes), 0.00 % cleartext (0 of 0 Bytes)
Incoming sessions: O
Outgoing sessions: 1
Host Details

-

File  Tools Help

NetworkMiner 1.5

I Select a network adapter in the list -—

Hosts (2) | Frames (18) Flles (1) |Images | Messages | Credentials | Sessions (1) | DNS | Parameters (2) | Keywords | Cleartext | Anomalies | Case Panel

2l b swni| @ stop

Fram... | Reconstructed file path

File... MD5
|Source host |5 port | Destination host D. port |Prntncm Ale... Exten... Size | Time. < I

4 Joptinetworkminer/AssembledFiles/66.32.119. 38/HTTP - TCP 80/tigers/Brandoninge/Diagnostics/swing-mechanics.doc.exe. 66.32.119.38... TCP80 172.16.150.20... TCP 1294 HftpG... swing... x-msd. 81928 1/11/.

172.16... abca... i
Reload Case Files
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ELSA~  Admin = 1 node(s) with 10581.0 logs indexed and 10600.0 archived

Query |c|a.ss:BRO_HTI’P BRO_HTTP.mime_type="x-dosexec" groupby:site | Submit Query | Help
MIME T Erom |2014—01—09 16:31:31  To Add Term = site - Index ~ | [ | Reuse current tab [ | Grid display
MUME Types

Sources

="x-dosexec" groupby:site (7) [Grouped by site]

FTP

Top SRC IPs Result Options... =

Top DST IPs e Value Save Chart As...

e class=BRO HTTP BRO HTTP.mime_type="x-dosexec" groupby:site (7) [Grouped by site]

Top MIME Types 5 sploitme.com.cn " - - ' - '
— sie

Top arg 1 nrtjo.eu 59

Host Logs 1 66.32.110.38

OSSEC Alerts

All OSSEC Logs

S -NG

Syslog Detected by Bro

HTTP

Top SRC IPs

Top DST IPs

Top DST Ports
Top MIME Types
Top User Agents
Top Sites

Sites hosting EXEs
Sites ing RARs
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rup
Top Responses
Top nxdomain

Files
MIME Types
Sources

FTP

Top SRC IPs
Top DST IPs
Top DST Ports
Top MIME Types
Top arg

Host Logs

OSSEC Alerts

All OSSEC Logs
Syslog-NG

Syslog Detected by Bro

HTTP

Top SRC IPs

Top DST 1Ps

Top DST Ports
Top MIME Types
Top User Agents
Top Sites

Sites hosting EXEs
Sites hosting RARs

IRC

Top SRC IPs
Top DST 1Ps
Top DST Ports
Top MIME Types

Notice
Top SRC IPs

Copyright 2014

ELSA~  Admin = 1 node(s) with 10586.0 logs indexed and 10606.0 archived

Query |c|ass=BRO_HI‘I’P "' site="rapidshare.com.eyu32.ru" Submit Query | Help

Erom |2014-01—09 16:3210 To | Add Term - Report On ~ Index ~ | || Reuse current tab | | Grid display

class=BRO_HTTP "-" groupby:site (191) [Grouped by site]  * class=BRO_HTTP "-" site="rapidshare.com.ey

3 Field Summary
Result Options...
\# host(1) program(1) class(1) srcip(2) srcpori(6) dstip(1) dstpori(1) status_code(3) content_length(7) method(1) site(1) uri(7) referer(3) user_agent(?) mime_type(3)
Records: 19 / 19 197 ms ? 1 2 npext> last>> |15 ¥

Timestamp Fields

1389456089.259525|CldeK21NWLaF4Ddss]|10.0.2.15|1063|192. 168.56.50| 80| 1| GE T|rapidshare.com.eyu32.ru|/login.php|-|Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.1.3)
Sat Jan 11 Firefoxi3.5. 3|0|3005|zou|0|(| 1 |(empty)|-|-|-|-|-|FaEFAgxPI(BStUthe|tex1JhtmI
16:16:30 127.0.0 =bro_hitt| 'I'I' s s ] = it_length= 2 i site=rapidshare.com.:

1380456089.262719|CldeK21NWLaF4Ddssj|10.0.2.15|1063|192.168.56.50|80|2| GET|rapidshare.com.eyu32.ru|/i i .com.eyu32.rullogin.php|Mozilla/5

Sat Jan 11 5.1; en-US; rv:1.0.1.3) Geckol20000824 Firefox/3.5. 3|O|O|304|Not Modlﬁed| |- | |(empty)|-|-|-|-|-|-|-

16:16:30 .0.0. SICipF 56.50 d stz = ngth e 5 rapidshare.com. egu
|mages!sslsl_:yles css http/irapidshare.com.eyu32. ruﬂcn:lln DhD MoznlaJE-O (Windows U WInI:IDWS NT 5.1: en- US 1v:1.9.1.3) Gecko/20090824 Firefox/3.5.3 mime _f

1389456089.263647|CldeK21NWLaFADdss|10.0.2.15|1063|192.168.56.50|80| 3| GET|rapidshare.com.eyu32.ru|/i fi t.jpg|http:/irapidshare.com.eyu32.rulimages/ssistyles.

Sat Jan 11 Windows NT 5.1; en-US; rv:1.9.1.3) Geckol20090824 Firefox/3.5. 3|0|34‘r|4o4|Not Found]-|-|{(empty).- |-|- -|Fq||m419bQNBErXr91|texuhtml

16:16:30 .0.0.1 pro BERO_HTTR =r=in=10072 18 cronan—10E2 detl it =404 content_leng ethod=GET =rapidshare.com.e
|n1ages!m1ages!dm pg r ttp://rapidshare. |-°9 Info r\u'\.l'lndw.'s U: Windows NT 5.1: en-| US nv:1.9.1.3) Gecko/20090824 Firefox/3.5

1389456989.265883|CldeK21NWLaF4Ddssj|10.0.2.
5

5 ullimagesirslogo.jpg|http:ifrapidshare.com.eyu32.ruflogin.php|Mozilla/5.0

ummary

Sat Jan 11 2

16:16:30 S 0.0 C Links 80 status 304 content_length=0 me rapidshare.com.eyu
referer=http: Hragn:lshare com.eyu3d2.rflogin.php Use Plugins rv:1.9.1.3) Gecko/20090824 Firefox/3.5.3 mim Y

1389456989.268045|CJQbug4UwLkPclkgzf|10.0.2 m ulfi fi inator_back.png|http:/irapidshare.com.eyu32.rufim:
(Windows; U; Windows NT 5.1; en-US; n.:1.9.1.3) empty)|-|-|-|-|-|FFhWSle&AKonbGeehexﬂhtml

127.0.0.1 program=bro_http c 80 IS =404 ¢ ent_length=359 method=GET site=rapidshare.com.e
uri={images/images/terminator_back.png : getPca MaanaJS 0 r\u'\.l'lndcvws U Wlndcvws NT 5.1: en-US: nv:1.9.1.3) Gecko/200908
mime_type=text/html

1389456989.268552|CXMkhI151JDizQzuwb|10.0.2. i images/terminatr_back.png|http://rapidshare.com.eyu32.ru/imag

Sat Jan 11
16:16:30
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Bro IDS

Bro Events
20,000

B Vulnerable_SwW [l Downloads SOLi
13,000
10,000
3,000

]

B Seif-Signed SSL [l DNS SERVFAIL

BEEREE

12:00 FM

6:00 PM G:.00 FM 10:00 PM 12:00 AM

Self-Signed S5L Destinations

B 6528 6985

W 65.197 254 B0

B 204 238.52 28
W 210.173.216.40
W 12.230.219.149
W 207.230.34.120

12

Copyright 2014 Doug Burks ~ @dougburks  #SecurityOnion

subject
emailAddress=admin@wiredsolar.net, CN=secure.wiredsolar.net, OU=I1T,0=Wired
Solar,L=Flagler, 5T=Florida,C=US
CN=rsip.monitoredsecurity.com,OU=IT Security, O=Symantec Corporation,L=Northermn

emailAddress=dhoover@centonline com,CN=Dean Hoover, OU=MNetwork Admin,O=Ce
Berdin, ST=Wisconsin C=US

ST=Tokyo,0U=Remote Service, 0=RICOH COMPANY\,LTD. L=Aoyama,C=JP,CN=C
CHN=mcs1hkg.live.citrixonline.com,OU=0perations, O=Citrix Online LLC,L=Fort Lauder
C=CA

C=Us, CN=mail.tytix.com

CN=TrustedSourceServer_IMQAD1




e \Was an EXE downloaded?
e \Was it executed?

e Was the computer compromised?

 Was there any data exfil?
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TrTmemiTTe ELSA~ Admin~ 1 node(s) with 9150.0 log:
Top SRC IPs

Top DST 1Ps Query |c|ass:BRO_CONN icmp or tcp or udp groupby:srcip| J Help

Top DST Ports — - -
et From |2014-01-11 14:35:08 To Add Term « ‘ SIcip ~ ‘ Index ~ | || Reuse current tab [ | Grid display

e e RO_CONN icmp or tcp or udp groupby:srcip (7698) [Grouped by srcip] n

Port 80 Service
Result Options...

Port 443 Service
DHCP Count - Value Save Chart As...

e 10.42.42.253 class=BRO_COMNN icmp or tcp or udp groupby:srcip (7698) [Grouped by srcip]

DNS — srcip
Ton SRC P 10.10.10.70

Top DST 1Ps 192.168.1.10
%’%@ 10.42.42.25
Top Responses
Top nxdomain 10.0.3.15

192.168.23.129

Files
MIME Types 10.0.4.15
Sources 172.16.150.20

FTP 10.0.2.15

Top SRC IPs

Top DST 1Ps 192.168.1.159
Top DST Ports 10.0.5.15
Top MIME T: -

Top arg 172.16.40.254
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Connections
Top SRC [Ps
Top DST IPs
Top DST Ports
Top Services
Port 53

Port 80

Port 443

Service
Service
Service

DHCP
Top Assigned IPs

DNs

Top SRC [Ps
Top DST IPs
T uests
Top Responses
Top nxd i

Copyright 2014

Doug Burks

ELSA~  Admin =

1 node(s) with 9150.0

Query klass:BRO_CONN icmp or tcp or udp srcip="172.16.150.20" groupby:dstip

Submit Query | Help

From |2014-01-11 14:35:08

To|

Add Term = | dstip « | Index ~ | || Reuse current tab [ | Grid display

class=BRO_CONN icmp or tcp or udp groupby:srcip (7698) [Grouped by srcip] %

Result Options... =

class=BRO_CONN icmp or tcp or udp srcip="172.16.150.20" (10) *

p dp p B 0.20" g phy:dstip 0 ped by dstip] B3

Count = Value

Save Chart As...

8 58.64.132.141
2 66.32.119.38

class=BRO_CONN icmp or tcp or udp srcip="172.16.150.20" groupby:dstip (10) [Grouped by dstip]
— dstip
8+

@dougburks

#SecurityOnion




Connections

Top SRC IPs

Top DST IPs

Top DST Ports

Top Services

Port 53 Service
Port 80 Service
Port 443 Service

DHCP
Top Assigned IPs

DNS

Top SRC IPs
Top DST IPs
Top Requests
Top Responses
Top nxdomai

Files
MIME Types
Sources

FTP

Top SRC IPs
Top DST IPs
Top DST Ports
Top MIME Types
Top arg

Host Logs

Copyright 2014 Doug Burks

ELSA ~  Admin ~

1 node(s) with

Query klass:BRO_CONN icmp or tcp or udp srcip="172.16.150.20" groupby:dstport

Submit Query | Help

From |2014-01-11 14:35:08 To

Add Term = | dstport + | Index » | [ | Reuse current tab | | Grid display

class=BRO_CONN ic

mp or tcp or udp groupby:srcip (7698) [Grouped by srcip] | % H class=BRO_CONN icmp or tcp or udp srcip="172.16.150.20" (10) *

class=BRO_CONN ic

mp or tcp or udp srcip="172.16.150.20" groupby:dstip (10) [Grouped by dstip] | * class=BRO_CONN icmp or tcp or udp srcip="172.16.150.20" groupby:dstport (11) [Gro

Result Options... =

Count = Value
9 80
1 443

Save Chart As...
class=BRO_CONN icmp or tcp or udp srcip="172.16.150.20" groupby:dstport (11) [Grouped by dstport]
— dstport
a

1 21

@dougburks

#SecurityOnion




What all do we know about the

Connections ELSA~  Admin~ 1 node(s) with 9150.0
Top SRC IPs
Togn DST IPs Query Igroupby:program "172.16.150.20" Help

Top DST Ports — .
R From [2014-01-11 14:35:08 To | program | [ Reuse curent tab [] Grid display

Port 53 Servi .
— class=BRO_CONN icmp or tcp or udp groupby:srcip (7698) [Grouped by srcip] | # || class=BRO_CONN icmp or tcp or udp srcip="172.16.150.20" (10) * groupby:program "172.16.150.20" (354]

Port 80 Service
Port 443

| Result Options... v |

DHCP Count ~ Value Save Chart As...
Top Assigned [Ps n "

201 <ot groupby:program "172.16.150.20" (354) [Grouped by program]
DNS — program
Tap SRC IPs bro_ssl
Top DST 1Ps bro_conn
T ests
Top Responses
Top nxdomain bro_ftp
bro_files

bro_weird

Files
MIME Types bro_http

S bro_software

FTP

Top SRCIPs

Top DST 1Ps
Top DST Ports
Top MIME Types
Top arg
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Connections
Top SRC IPs
Top DST 1Ps
Top DST Ports
Top Services
Port 53

Port 80

Port 443

Service

Service
Service

DHCP

Top Assigned [Ps

DNS

Top SRC IPs
Top DST IPs

Top nxdomain
Files

MIME Types
Sources

Copyright 2014

Doug Burks

ELSA~  Admin ~ 1 node(s) with 9150.0 I

From [2014-01-11 14:35:08 To

Query | "172.16.150.20" program="bro_http"

Submit Query | Help

Add Term = | | Report On = | ‘ Index « | || Reuse current tab [ | Grid display

class=BRO_CONN icmp or tcp or udp groupby:srcip (7698) [Grouped by srcip] | % H class=BRO_CONN icmp or tcp or udp srcip="172.16.150.20" (10) * || groupby:program "172.16.150.20" (354)

b p X

6 prog
ResultOptions... v |Field Summary
host(1) program(1) class(1) srcip(1) srcport(1) dstip{1) dstport{1) status_code(1) content_length(1) method(1) site{1) uri{1) referer(1) user_agent(1) mime_type(1)

Records: 1/ 197 ms ?

Timestamp Fields

1389623578.149097|CevVRm1BRMICQQYHT|172.16.150.20|1204|66.32.119.38|80| 1| GET|66.32.119.38figers! i icsiswing ics.doc
Info | MonJan13 | 6.0; Windows NT 5.1; SV1)|0[8192|200]OK] |- |(empty)|-|-|-|-|-|F5wva2Htsoa2|T q4|app
= | 14:32:59 host=127.0.0.1 program=pro_http class=BRO_HTTP srcip=172.16.150.20 srcport=1294 dstip=66.32.119.38 dstpori=80 status_code content_length=8192 method=GET site=§
uri=/tigers/Brandoninge/Diagnostics/swing-mechanics.doc.exe 1 user, t=Mozilla/4.0 (compatible: MSIE 6.0: Windows NT 5 1: SV1) mime_type=application/x-dosexec

|-|Mozilla

Records: 1/ 197 ms ? L : 1 AT

@dougburks  #SecurityOnion



doug@doug-virtual-machine:~$ strings /nsm/bro/extracted/*FSwbvP2Ht50aZITeqd*
ExitProcess

kernel32.dll

ws2_ 32

cks=u

ttp=
cks=
CONNECT %s:%1i HTTP/1.0
QSRW

7503

200

thj@h
VSWRQ
YZ_[»
s f5

YZ_[»

QVIM

6I1*h<8

A-m-ms | <] <M

ofof

advapi32

ntdll

user32

1+KY

#uli

F=*K

Qave

advpack

StubPath

SOFTWARE\Classes\httpishell\open\commandV
Software\MicrosoftZActive SetupiInstalled Componentsh

tigers

221.54.197.32

tigers

svchostsA

explorer.exe

J1VogA.T4-

svchosts.exe

SOFTWARE\Microsoft\Windows\CurrentVersion\Run

explorer.exe

QPRRQ

VSWRQ

W1jD

YZ_[A

SOFTWARE\Microsoft\Windows\CurrentVersion\ExploreriShell Folders
AppData
VX _
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=/| ELBA~ Admin~

Query [22154.197.32 ~ | submnquery | Hup

Erom [F014-0111 143508 1o " | AgdTerm~ | | Repoton v | | index~ R curent tab (| Grd diaplay

chass=ER0)_ CONN ICmp o6 6p OF LUtR Groupty Secip (7658 [Grouped by sicip] = clans=BHO_CONN icmp of top of wip sreap="172. 16,150,200 (10} *

grouptey:progeaen 172,16, 150,207 (354) [Grouped by program] = “172.16.150. 20" program="bro_htig” (1) = m

Result Opgons, » | Field Summary
e host()) program(T) clcs(3) arcipld) srcpon(l) dalip(2) datpon(2) expitationl) hoatrame(2) subject(l) protof2) bytes_in(l) senvice() conn_duration(l) tades _out(l) piis o

Records: 201 20 172 ms 2 1 2 pext> lasia> |15 *

Tunestamp Fushts
— 18,150, 54.197. T a4
1172.18.150. 54,187 3244344 |--Hunknown-7141)444-
Mon Jan 13 14 3259 ; ; RO S5 172 16 150 20 s1c port=1500 =221 4 16958 443 0

16.150.
Mon Jan 13 142258 o =BRO IS st —173

54.197.321443-H---Hunknown 415061

{172.16.150. 54,107,324 I 41006
=127.0.0.1 bg_ss! =BRO_SSL =172.18,150.20 =1300 2215419732 =243
16,150, 54,197

; A o4
MenJan 13 L2229 | hosi=127.00.0 1 cinss=BRO_GSk 215=172.46.150.20 5'cpon=1300 151p=22LEA 19730 rsipon=443

Mon Jan 13 14:32:50

Mon Jan 13 14:32:59 st -BBD_S:.-!.“‘T 72.16.150.20 1o g pori=443
Wondm 13 16020 SIS BS54 o2 616020 e 13 £ RIS o s
Mon Jan 13 143259 e : _w“ ‘: 72 16,150 _ﬂlu@-ﬁﬂﬂi.ijwjg
Men Jan 13 14:32.59 : it s nnH 16,150 mﬂ._m.a:q;ﬁ-iﬂ.tiwjg

=BRO 551 =172

Mon Jan 13 14:32:59 16350, 54.187. A1 511+
=127.0.0.1 =hm_; =ERO_SSL =172.168.150.20 4 =1300 =221.54 197. 12 =443

Man Jan 13 14:32:56 16,150, 54.197. 1 514+
ek =127.0.0.1 55 =BRO_SSL =17216.150.20 =1300 =225 0970 =443

Mon Jan 13 143250 18.150. 84157 P 90]---4
8 ] g 1R BRO_ S sripelTE16.150.20 5opons L300 Z2L59097 32 443
Mon Jan 13 14 3258 T : 1Y _-“-l.lﬂ-f_?!zmﬂ!u}umﬂlﬁ-l'ljﬂ'[‘ii“"wﬂg T
16,150, 54.107.321443}-H----lunknown-45290|-|1-
Mon Jan 13 14:32'58 i s =i7:1818020 ¥ =221 82 107 32 A

Mon Jan 13 14:32:59

16.150. 54.167.32{843)-1---|{unknown 45290 |-
=127.0.0.1 =BRO_SSL =17T2.16.150.20 =1300 =22054.197.32 =443
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Connections

Top SRC IPs

Top DST IPs

Top DST Ports

Top Services

Port 53 Service
Port 80 Service

Port 443 Service

DHCP
Top Assigned IPs

DNS
Top SRC IPs
Top DST IPs

Top SRC IPs

Top DST IPs
Top DST Ports
Top MIME Types
Top arg

Host Logs
OSSEC Alerts

Copyright 2014 Doug Burks

ELSA~  Admin = 1 node(s) with 9150.0 logs indexed and 9155.0 archiv

Query [*172.16.150.20" program="bro_ftp" Help

From [2014-01-11 14:35:08 To |

Add Term » ‘ | Report On « | ‘ Index + ‘ || Reuse current tab || Grid display

class=BRO_CONN icmp or tcp or udp groupby:srcip (7698) [Grouped by srcip] % || class=BRO_CONN icmp or tcp or udp srcip="172.16.150.20" (10) X || groupby:program "172.16.150.20" (354) [Grouped by program] %

6.150.20" progra bro_ftp X

Result Options. Field Summary . 3 . .
host(1) program(1) class(1) srcip(1) srcport{1) dstip(1) dstport(1) file_size{2) command(2) arg(4) mime_type(2) reply_msg(2)

Records: 414 493 ms ? 1 15 ¥

Timestamp Fields

1389623579.149410|CWIaTIAVKHIXVWNGF6|172.16.150.20| 1367]66.32. 119.38]21[jack|<hidden>|PORT|172,16,150,20,5,89|-|-| 200 PORT Consider using
PASV.|F|66.32.119. 3a|172 16.150.20/1369]-

Mon Jan 13
La:33.04 =172.16.150.20,5.89 mime_type=: reply_msg=F
1389623579. 149675|cw.1a'r|4VKH|wiusF6|172 16.150.20|1367]66.32.119.38]21|jack|<hidden>|STOR|ftp://66.32.119.38/./1. txt|applicationix-rar|-| 26| Transfer complete.|-|-|{-|FF2CIPtXmfrisagya
12 =bro_ftp class=BRO_FTP s 72.16.150.20 s 1367 dstip=66.32.119.38 dstpori=21 file_si 226 Cc fip://66.32.119.387./1. txt
gghcatmnfx -far reply_msi
1389623579.208483|CWJaTI4VKHIXVWNGF6|172.16.150.20|1367]66.32. 119.38|21[jack|<hidden>|PORT|172,16,150,20,5,90|-|-| 200 PORT Consider using
PASV.| |F|66 32.119.38|172.16.150.20|1370|FF2CIPtXmfrisagya
=bro_ftp c =BRO_FTP s =172.16.150.20 =rc =1367 dstip=66.32.119.38 dsipori=21 file_si 200 1mand=PORT arg=172.16,150,20.5.90 mime_type ly_msg=F

1389623579, 208781|CWJaTI4VKHIXVWNGF6|172.16.150.201367]66.32.119. ZB|21||a|:k|<h|dden>|STDR|ﬂp 1166.32.119.381.12. Ix1| I |226|Tran5fer complete.|-|-|-|-[FF2CIPtXmfrisagya

t=127.0.0.1 ram=bro_ftp class=BRQ_FTP srci 72.16.160.20 srcp 1367 ds 66.32.119.38 dstport=21 file_s p://66.32.119.38/./2.txt mime_type=:
m

Mon Jan 13
14:33:04

Mon Jan 13
14:33:.04

Mon Jan 13
14:33:04

Records: 41 4 433 ms 2
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172.16.150.20:1367 66.32.119.38:21-6-382759083.pcay

Sensor Name: doug-virtual-machine-eth1l
Timestamp: 2014-01-11 16:16:40
e e 172.16.150,20:1370_66.32.119.38:20-6-1492986788 peap
Dst IP: 66.32.110.38 (stafic-66-32-119-38 earthlinkbusiness.nef)
%mﬁm Sensor Name: doug-virtual-machine-ethl
0S Fingerprint: 172.16.150.20:1367 - Windows 2000 SP2+, XP SP1+ (seldom 98) e Ty AR Heloe s
OS Fingerprint: -» 66.32 119 38:21 (distance 0, link: ethernetimodenm) C&T:e‘f?uzﬂllgl%ho o
; inknown
DST:220 (45FTP4 23.0) DstIP: 66.32.119.38 (static-66-32-119-38.artnlinkbusiness.net)
DsT: Sre Port: 1370
Dst Port: 20
DST 331 Please specify the password 0S Fingerprint: 66.32.119.38:20 - UNKNOWN [S4:63:1:60:M1460,5,T,N,W4:.:2:2] (up: 71 hrs)
DST: OS Fingerprint: -> 172.16.150.20:1370 (link: ethernetmodem)

SRC USER jack

SRC. PASS 2awesOme
DST 230 Login successful EEE gsecdump v0.7 by Johannes Gumbel (johannes.gumbel@truesec.se)

SRC TYPEI SRC: usage: gsecdump [options]

DST 200 Switching to Binary mode SRC:

DST:

SRC: PORT 172,16,150,205,89 SRC:

SRC: SRC: options:

DST: 200 PORT command successful. Consider using PASY. SRC:-a[-dump_all Jdump all secrets

ot sToR Lt SRC: -5 [ --dump_hashes ] dump hashes from SAM/AD

SRC: SRC: -l [-—-dump_Isa ]dump Isa secrets

DST: 150 Ok to send data. SRC:-u[-—-dump_usedhashes | dump hashes from active logon sessions
SRC:-w [—-dump_wireless ] dump microsoft wireless connections

D :-h [—-help ] show help
SRC: TYPE A SRC:-5[--system ] run as localsystem
SRC SRC:
gST' 200 Switching to ASCI mode, DEBUG: Raw data request sent to doug-virtual-machine-ethl.

. DEBUG: Making a list of local log files.
ShE PORTIT216150205,80 DEBUG: Looking in /nsmisensor._data/doug-virtual-machine-ethl/dailylogs/2014-01-11.
DST: 200 PORT command successful. Consider using PASV. DEBUG: Making a list of local log files in /nsm/sensor_data/doug-virtual-machine-ethl/dailylogs/2014-01-11.
DST: DEBUG: Available log files:
SRC:STOR 2 DEBUG: 1389456708
DST: 150 Ok to send data. DEBUG: Creating unique data file: /usr/sbintcpdump -r /nsm/sensor_data/doug-virtual-machine-eth1/dailylogs/2014-01-11/snortlog.1389456708 -w mp/172.16.150.20:1370

DST: _66.32.119.38:20-6.raw (ip and host 66.32.119.38 and host 172.16.150.20 and port 20 and port 1370 and proto 6) or (vian and host 66.32.119.38 and host 172.16.150.20 an
DST: 226 Transfer complete. a port 20 and port 1370 and proto 6)
T DEBUG: Receiving raw file from sensor.
QUERY: SELECT sid FROM sensor WHERE hostname="doug-virtual-machine-eth1' AND agent_type="pcap’ LIMIT 1

RC:
DST: 221 Goodbye 172.16.150.20:1370_66.32.119.38:20-6-1492986788.pcap
DST.
DEBUG Using archived data: 4-01-11/doug-virtual-machine-eth1/172.16.150.20:1367_66.32.11
QUERY: SELECT sid FROM sensor WHERE husmame ‘doug-virtual-machine-eth1' AND agent_type="pcap’ LIMIT 1
172.16.150.20:1367_66.32.119.38:21-6-382759083 pcap

DST:
DST: 226 Transfer complete.
ot SRC
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172.16.150.20:1369_66.32.119.38:20-6-1378725476.pcap

Sensor Name: doug-virual-machine-ethl

Timestamp: 2014-01-11 16:16:40

Connection ID: CLI

Src IP; 172.16.150.20 (Unknown)

Dst IP: 66.32.119.38 (static-66-32-119-38.earthlinkbusiness.net)

Src Port: 1369

Dst Port: 20

05 Fingerprint: 66.32.119.38:20 - UNKNOWN [S4:63:1:60:M1460,5,T,N,W4:.:?:?] (up: 71 hrs)
05 Fingerprint: -> 172.16.150.20:1369 (link: ethernetmodem)

¥
SRC: LM Zhelrd . f_....5000 K.

SRC: F".j.r]...VmDI[.3A.. 6r-.PQ. r.N..~DR.N.AWB*U_|.? z.<.d.mNrLIA.ZG.C.iliQl\0. WQ.B.B. . MwZ X eWwG..m..d"]...G.V.T
SRC:... }Z.7.K#.].9h.=.QuP.

EK.D.PRgc.3.jl.
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=]

SBEgcey SZxCc

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

2 QA 3T L AE 220 F EEHR @

Filter: ltcp.s(ream eq0

1 | .
~ | Expression... Clear y

Mo Time Source [ «

Stream Content

Flaces
Q, search

[ doug
Desktop

__ File System
_\ Floppy Drive
E'ﬂ Documents
I} Download
11 Music

| Pictures

B videos

Entire conversation (58980 by

QFind ESEVEAS

@Help

Copyright 2014 Doug Burks ~ @dougburks

&3 Recently Used

Wireshark: save Follow Stream As

Name: Icut.raﬂ

Save in folder: |:|

Name
[ keyring-ZuGx9D
|l passenger.1.0.3070
[l pulse-2L9K88eMIGn7
|l pulse-PKdhtXMmr18n
[l ssh-RMoflsHp3174
lil VMwareDnD
[l vmware-doug
il vmware-root
| [ vmware-root-2991137356
@] 172.16.150.20:1294_66.32.119.38:80-6.raw
ab0ffb2c20e71c063b22aa74d5aac656f51ba80e
awk.conf
] emerging.rules.tar.gz
emerging.rules.tar.gz.md5
f0686398e674cd3a52952c2009937c1264a74912
follow_20140111164348_8gl12z

GenlP dar

#SecurityOnion

Create Folder

v Size Modified
; 15:59
16:12
15:59
15:58
15:59
15:58
15:59
15:58
; 15:58
{0.9KB 16:25
2810 bytes: 16:28
19 bytes  16:40
4MB 160
‘33bytes 16:11
5810 bytes 16:43
50.3KB  16:43
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More documentation
e Best practices

e Tuning

Web interface for administration

More/better integration with Argus?

Add Silk?

Others?
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- Where do we go now?

T = 8

http://securityonion.net

Updates are announced here and it also has the following links:
e Download/Install

e FAQ

e Mailing Lists

e |IRC #securityonion on irc.freenode.net

® ([@securityonion

e Security Onion classes throughout 2014!
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