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Growing societal dependence on complex, large-scale,
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System security
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not be penetrated
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Lack of complete information

e unknown software components -- COTS, Java, etc.

Broader scope

» Attacks can impact essential business services
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analvze mission risks and tradec
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e Improve survivability to ensure mission capability

falfures, or accments

© 2000 hy (‘::n‘m:-glp Mellon | Im\/prQlfy Version 2 SNA Tutorial - page 7




ecov
I \ 4

» capability to provide essential services and assets
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Understand survivability risks to a system
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 What are the effects ot intrusions on the mission?

[ ", . 0 " 0
_lel:liIIIIV-IIIIIl'l.lllll"]l.‘llﬂ'll-ﬁ

 What process requwements OI’ archltecture
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Applies to applications as well as infrastructure
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Performed on selected system or system component

Conducted by our team (survivability expertise)
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briefing
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Review system documentation
Prepare for SNA
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Joint Discovery Session
SNA Step-1 initiation:

SNA Steps 1 and 2 completion:
Analyze system mission, life cycle,

essential service/asset usage scenarios assets, and components
scenario traces and essential components ~ SNA Step 3 initiation:
A \/ \/
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Inputs required from diverse stakeholders
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- government agency: review, select, fund, and
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- industry: support integration of design teams

I

partners, and contractors
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System architecture and operating environment

architecture from documentation and discussion

- risks may be with external systems or with

 identify explicit and implicit assumptions such as

 identify critical dependencies on other systems
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Essential services/assets
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Intrusions

° L)etermlned by tracmg scenarios through
architecture
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Ask user communities to describe their system use

component but users employed emaill servers as an
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proposals and financial reports

ldentify small number of essential services
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Joint Analysis Session
SNA Step 3 completion:

™ - l 1 o r—
Briefing by SEl on

selected intrusions and their usage scenarios
Validation of intrusions by customer team
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SNA Step 4 initiation:
Determination of

Defme recommended mitigation strategies for
resistance, recognltlon and recovery

Briefing Prepare customer briefing
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Treat intruders as users

Select representative Intrusions based on

Intrusion scenarios
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Compromisable components

 Arecrniecrure narltls acecessmiennlyvmiruasionscenarnnons, 2 ]

e determined by tracing scenarios through architecture
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attackers and impacts
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“Target of opportunity” profile -- general objectives

configurations, file-integrity checks

“Intermediate” profile -- specific objectives

y
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« defense: increased recognition and recovery

e customized tools, compromise internal staff

~7

and recovery essential
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Generate table of probable attackers and impacts

For each class ot attacker consiaer

* tools: access to tools, ability to customize

* Objectives: personnel, financial, moral

Example: Government agencies may have attackers

<7 L]
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Identify current survivability strategies
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e configuration management

Get input from users, management, and system

© 2000 hy (‘::n‘m:-glp Mellon | Im\/prQlfy SNA Tutorial - page 31




—CarnegieMellon

X ing Inoti
an 4 Shirviinzeabhilitns Ane

OO N Al VI VCANTHHIECY 7

| | > 4 > 4

Steps 1-3 provide information for extensive, in-depth

4

* requirements changes
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e architecture components that are both essential

* members of essential service scenario traces that

e
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Evaluate system in terms of response to scenarios

Make recommendations tor survivability

Improvements

e architecture: evaluate system and operational
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« areas of high risk
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Scenario

Resistance

Recognition

Recovery

1

Recommended

Scenario
n
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product changes, interoperability among security
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Clarified requirements

Basis to evaluate changes in architecture

Improved system survivability
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Define survivability architecture patterns

Develop improved methods for system and intrusion

T eI i

Create automation support for SNA
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SNA Case Study: The Vigilant Healthcare System

Survivability: Protecting Your Critical Systems

n
~J

Web site: IEEE article and other reports

/organization/programs/nss/surv-net-tech.html
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