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ENVIRONMENT: Intrusion strategies
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Compromisible architecture components
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Lifecycle

Key Survivability Elements

Examples
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Estimation of cost impact of deniat of
service attacks
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Operations

adverse environments

functions that must withstand attacks

Requirements
Definition

Definition of survivability requirements
from mission perspective

Definition of access requirements for
critical system assets during attacks
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Lifecycle

Key Survivability Elements

Examples
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Integration of survivability strategies
into architecture definition

Creationof network facitities for
replication of critical data assets
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Applicatio n of survivability coding and
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Treatment of intruders as users in
testing and certification

Addition of intrusion usage to usage
models for statistical testing
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Reconcile mission survivability with COTS capabilities
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Assess COTS vendors for survivability focus

Treat architecture as survivability integrator

Maintain survivability as COTS products evolve
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