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Maintaining NASA’s Earth Science
Traffic Situational Awareness

Graphic credit: Arizona/New Mexico Fire Imagery, USDA Forest Service; Remote Sensing Application Center; Image acquired from Aqua MODIS; NASA GSFC; June 7, 2011
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@ Introduction

FlowViewer provides a convenient web-based user interface to Mark Fullmer’s
flow-tools suite, and now with v4.0, CMU NetSA group’s SiLK. The inclusion of
the underlying SiLK tool set enables FlowViewer users to continue to use the
tool with the newer IPFIX netflow data protocol.

FlowViewer has been developed for NASAs Earth Sciences Data and
Information System (ESDIS) networks, and credit goes to NASA for their usual
outstanding support of innovation.

Graphic credit; Hurricane Sandy, October 29, 2012 Captured by Aqua MODIS; EOSDIS Website; NASA official: Kevin Murphy
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FlowViewer Features EOSE ] Soavantmsrand

» Complete open-source netflow collector analyzer

» Web-based Ul provides dynamic front-end to open source collectors

» Dashboard provides user keep network traffic 'situational awareness'
* Ability to analyze IPFIX netflow (e.g., v9) data captured by SiLK

* Ability to continue to support netflow v5 installations via flow-tools

» Users can graph filtered traffic sets across a specified time period

» Background software tracks filtered traffic over long-term (ala MRTG)
* Ability to save filters and reports for later use and review

» Users can be alerted by email to abnormal data traffic situations
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@ NASA Earth Science Network use of Netflow Data

The Earth Observing System Data and Information System (EOSDIS) is a core capability
in NASA's Earth Science Data Systems Program. It provides end-to-end capabilities for
managing NASA's Earth science data from various sources — satellites, aircraft, field
measurements, and various other programs. The EOSDIS serves a broad international
community of Earth Science and meteorological scientists and users. Several TBytes of
satellite and science data traverse its network every day.
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* In 2003 NASA and CSC worked to capture netflow data to help monitor traffic
* Initial capture/analysis system was based on ‘cflowd’
* FlowViewer was developed to aid traffic analysis (away from the command line)

» Today, NASA monitors over 200 Earth Science flows of interest (FlowTrackings)

Graphic credit; OPeNDAP is a data transport architecture and protocol widely used by Earth scientists to access remotely distributed data; EOSDIS Website; NASA official: Kevin Murphy
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@ Netflow data sources

E()S“'DIS MNASA's Earth Observing System
AR ) Dataand Information System

EOSDIS Data Centers and Science Investigator-led Processing Systems

Land Processes DAAC
Eros Data Center, Sioux Falls, SD

National Snow and lce DAAC
CU, Boulder, CO

Q

Earth Science Mission Operations
and Data Processing
GSFC, Greenbelt, MD

Physical Oceanography DAAC
JPL, Pasadena, CA

FlowViewer

Earth Science Network

Goddard Space Flight Center
Greenbelt, MD

Graphic credit; http://earthdata.nasa.gov/data/data-centers NASA official: Kevin Murphy
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NASA’s Earth Observing System
Data and Information Syster

EOSDIS

@ FlowViewer Architecture

Apache
html, css
FlowViewer
FlowViewer is an entirely open
: source netflow collector, analyzer
Open Source flow-tools SILK and reporter. HTML/CSS use>r/
Q interface provides easy and wide
deployability.
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0| x = % 215 Sl2[=|2|2]|¢
o Al P B = = E Raw flow-tools data
Raw SiLK data
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rwflowpack
flow-capture —
libfixbuf .
linux
Legacy users, v5 IPFIX, v9, etc. netflow exports
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FlowViewer Main Screen
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FlowViewer Main Screen
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Links to various tools
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FlowViewer Input Screen
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FlowViewer Input Screen - 1

eate @ Report

Settingupa —
FlowViewer Report ~Saved Filters Netflow Source
Select SavedFilter - esro32-core-01a ~  SelectExporter -
R t i f Start Date Start Time End Date End Time
eport ime irame 1072472012 16:00:00 10242012 17:00:00
r Source IP Addresses
Source information 7 Source Port Source AS Source /F Source IF Name
l Interface Names E]l
=
__ Include .. T
Destination IP Addresses 0 Interface 0
2ESDIS
D t_ t_ . f t_ 3 Doors
estination Information 7 90 Interface 90
Dest Port Dest AS Dest I'F Exclude
0 Interface 0
— -2ESDIS ||
-3Doors |
TOS Field TCP Flags Protocol remerace 90
~Reporting Parameters
Statistics Reports Printed Reports
Report type B —— Source/Destination IP - Select Print Report -
Include Flow If: Cutoff Lines Cutoff Octets Sampling Multi
Any Partin Specified Time Span - 100
Report output format
Pie Charts Resolve Addresses Octet Units Sort Field
Mone - DNS Names - Use Units - Octets -
Generate Textual Report Reset Form Values

CSC January 11, 2013
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FlowViewer Input Screen

Reuse saved filter

Autonomous systems
(flow-tools only)

Report types

CSC January 11, 2013

Create a FlowViewer Report

Saved Filters

<7

Select Saved Filter

Netflow Source

esro32-core-01a

Start Date
10/24/2012

Start Time
16:00:00

End Date
102472012

End Time
17.00:00

Source |P Addresses

Source Port Source AS

/

Source I/F

Source IF Name

Interface Names -

—

Destination IP Addresses

m Dest AS

Dest I'F

Dest IF Name

Interface Names -

TOS Field TCP Flags

Protocol

MextHop IPs

-Reporting Par: t

Statistics Reports

| Source/Destination IP
Select Statistics Report

Summary

UDP/TCP Source Port
UDP/TCP Destination Port
UDP/TCP Port
Destination [P

Source [P

Source or Destination IP
IP Protocol

Input Interface

OQutput Interface
Input/Output Interface

= Source AS

Destination AS
Source/Destination AS
IP ToS

Source Prefix

Destination Prefix

m Source/Destination IP

=)

m

Iresses

5

Printed Reports
SelectPrint Report

Cutoff Lines
100

Octet Units
- Use Units

Cutoff Octets

Sampling Multi

Sort Field

- QOctets -

Reset Form Values

FIOWGTapnmer

FlowViewer

FlowTracker

rth ¢
Jata and Infc

—__ Select from

different devices
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FlowViewer Input Screen - 3

Excluding within a network

Multiple entries

Create a FlowViewer Report

EOSDIS s

Excluding
(works on all fields)

TCP Flags

When using SiLK devices

CSC January 11, 2013

O O

inweb outweb | Source Prefix Aggregation ve
Destination Prefix Aggregation vé
“
@ O Prefix Aggregation vB

Full Catalyst

A

~Saved Filters Netflow Source
Select Saved Filter - Ames_V9_ 3 ~  Select Exporter
Start Date Start Time End Date End Time
10/24/2012 17:00:00 10/24/2012 18:00:00
Source IP Addresses
2001:0D00::/24,-2001:0DA0::/28
Source Port Source AS Source I/F Source IF Name
80,8080.443 Interface Names -
Destination |P Addresses
-2002::(16
Dest Port Dest AS Dest I/F Dest IF Name
Interface Names -
TOS Field TCP Flags Protocol MNextHop IPs
P 0x0004/0x00AA
~Reporting Par, t
Statistics Reports Printed Reports —
Source/Destination [P - Select Print Report Bl
Select Print Report
Include Flow If: Sampling Multi
Flow Times
Any Partin Specified Time Span - AS Numbers
132 Columns
Pie Charts Resolve Address 1 Line with Tags Sort Field
None - DNS Names | AS Aggregation -
Protocol Port Aggregation
Source Prefix Aggregation
-SiLK Sources Destination Prefix Aggregation
Prefix Aggregation
all in out

Generate Textual Report

Reset Form Values

/ Sampling multiplier

Additional reports

's Earth Observing System
Data and Information System

12



FlowViewer Report

Can switch to other tools with filtering criteria preserved

EQS MelOps Manitoring EOS Science Data Flows
Pomerad by Bow-leols
Samci nr Activn or Arckived FlowTraske g - ¥ T g FlosadWiaiddiar Flgoa P pchgr Saled & Sarved Papert -
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1 1 i Durica bame: Rauter IPvG Sxponer
Aggregation filtering > ool o3 Dessination P 56
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Save the filter 4;‘ Save the report 4;‘
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Setting up a

FlowGrapher Report

Same filtering criteria —

Create @ FlowGrapher Report

FlowGrapher Input Screen

EOSDIS

A's Earth €
Data and Inforn

Resolved host names

or IP addresses \w

How to determine statistics
" (Max, 95, Avg, Min)

Number of longest

CSC January 11, 2013

~Saved Filters Netflow Source
Select Saved Filter - testflowl ~  Select Exporter -
Start Date Start Time End Date End Time
10/24/2012 17:00:00 10/24/2012 18:00:00
Source IP Addresses
172.16.100.64/26
Source Port Source AS Source I'F Source IF Name
Interface Mames -
Destination IP Addresses
Dest Port Dest AS Dest IIF Dest IF Name
514 16 Interface Mames -
TOS Field TCP Flags Praotocol MNextHop IPs
//
~Graphing Parameters /
Include Flow If: Graph Type Statistics From /
Any Partin Specified Time Span - Bits/second - Nonzero Values -
Resolve Addresses Graph Width Bucket Size Sampling Multi Detail Lines
DNS Names __— |2 -] 200 <
1
3
Generate Graph Report g Reset Form Values
10
15
30
60

flows to list in detail

\ Time “bucket” size for accumulating bits / period

14



FlowGrapher Report

EOS MetOps

Select an Active or Archived FlowTracking

FlowViewer

FlowViewer
Powered by flow-tools and SiLK

FlowGrapher

FlowTracker

Monitoring EOQS Science Data Flows

Select a Saved Report

EOSDIS

NASA’s Earth erving System
Data and Informatior

FlowGrapher Report from router-main-01a B
Report:  FlowGraph Bits/sec Bucket Size: 5 sec I
Start Time: 4/24/2012 6:00:00 UTC End Time: 4/24/2012 14:00:00 UTC L
Device Mame: router-main-01a Exporter: T
Source IPs: seven77.highup.argl.com Destination IPs: Rev|eW Of |nput
Source Ports: Destination Ports: L < . . . .
Source I/Fs: Destination I/Fs: i fll'[el’lng Cr|ter|a
Source AS: Destination AS:
TOS Field: TCP Flags:
Include i Any Part in Specified Time Span Protocols:
Detail Lines: 200 Graph Width: 1 _J
Flow data from esro32-core-0la
1000 H
F00M
-E I
i Graph of Mbps over
2 o < . . .
& specified time period
200 H
05:000:00 073 00: 00 033003 00 093 00200 10:00:00 11500300 1zi00:00 1300500 14500300
Time: UTC
= Flow daba from esrell-core-ila Maximum : 657,387,082
Hen-zere values onlyl 95th Pot.: 596,828,236 P ..
fuerage : 464,004,329 < Calculated statistics
Minimum @ 206,273,992
Start End Len Source Host S Port  Destination Host D Port Total Bytes WMbps < eee—— Sortable Columns
05:34:34  06:06:36 19227  seven77.highup.argl.com 05565  192.168.84.128 7326 236,103,048 0.980
05:35:09  06:02:09  1620.7  seven77.highup.argl.com 59185 192.168.84.201 9514 229,663,483 1.130
058:37:14  06:07:36  1822.0  seven77.highup.argl.com 67480 192.168.84.201 9603 259,650,793 1.140
05:44:06  06:16:13 19271 seven77.highup.argl.com 55622  219.239.44.225 411 327.014.700 1.360 Largest fIOWS (eg,
05:47:57  06:20:05 19274  seven77.highup.argl.com 65461  amc-09-fedorall.ncmers.utas.edu.ua 36882 317,091,740 1.320 —
05:52:35  06:19:31  1616.9  seven77 highup.argl.com 55682  192.168.84.201 1146 233493593 1.160 '[Op 200)
05:56:43  06:0046 2426 seven? 7 highup.argl.com 57096  cloudsb-blue.larc.argl.com 14721 863.054,633  28.460 o
Select an Active or Archived FlowTracking - Save Filter FlowGrapher Save Report Select a Saved Report \-J -

Save Filter Save Report

January 11, 2013

Mbps per flow (calculated)
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FlowTracker Input Screen

Creating a ]

FlowTracking

Option to start a

te @ FlowTrackin

EOSDIS

FlowTracking in the past

Same filtering criteria

Email alerting —»

General Comment

Tracks all system backups between the financial apllications s

Individual or Group
——  FlowTrackings

Alert thresholds

~Saved Filters Netflow Source
Select Saved Filter - test-flowl +  Select Exporter -
Start Date Start Time (Adjust this only if Recreating a FlowTracking)
10/24/2012 17:00:00
Source IP Addresses
192.168.200.0/24
Source Port Source AS Source I/F Source IF Name
11000:11010 Interface Names -
Destination IP Addresses
172.16.100.128/25
Dest Port Dest AS Dest I/F Dest IF Name
Interface Names -
TOS Field TCP Flags Protocol NextHop IPs
~Tracking Parameters
Tracking Label Tracking Type ‘/Sampling Multi
Financial applications backup Individual -
Alert Destination (email address) Alert Frequency Alert Threshold
jloiacon@csc.com. jgpublic@abce.com | No MNotification E]l -1000 <

Mo Motification
Once aDa
Each Qccurrence \

Create Tracking

Reset Form Values

| Alert frequency
choices

CSC January 11, 2013

16



@ FlowTracker Group Input Screen

Financial applications backup

Financial_applications_backup_Sample

‘Groups’ stack Individual
FlowTrackings

Bits per Second

A's Earth €
Data and Inforn

EOSDIS

Wed 00:00 Wed 06: 00 Wed 12:00

Wed 18:00
B Netflow exports to Collector
Netflow exports to Collector 15b
Select an existing Tracking to be a component of this Group:
Select a Component:  ASTER to GSFC After -
Select Individual _ : P Can have components
elect Individua Place this Component:  Above the X-axis ~ < .
. above and below X-axis
F|0WTfaCk|ng — Select a Color:  Auto Mixed -
Group components
Add Component Reset Values
This group is composed of these components:
Adjust Group Netflow exports to Collector 15b  Above 02 New Color: auto mixed2 Move: Leave Alone -
e ;
Components Netflow exports to Collector  Above (1 auto mixed1 New Color: auto mixed1 Move: Leave Alone -

Adjust the Group Reset Values

CSC January 11, 2013
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EQS Hexlps

Calari wn Aok or Archived Bora Tosdkang - Flow simwar

Derdcs b rauler-oaie-717
Soace P3: 182109 243123125

FlowTracking

FlowTracker Report — General Example

Flow'iawer
FPowered by Sow-lools and SILK

FleruTeackar

FRIR LR from MSG

Eginlir
Desinaion 1P

EOSDIS

Morstanng ECS Soance Data Flows.

Flowfrghar Zalsri m Saved Rapard

STIE1GE 100 DG, 192 1GE 00, AT A6 000G,
TR EE DTS, 192 18 ANE, 10 TR ANE 10T 0 AE
AR AGE DD, 10118 DG

filtering criteria Saurca Pamk Dastinsdian Pos.
Siuiiti W Ll B i b IF &
Sawrce A3 Cezstinatian A2
FEMR LE from ML Last 24 Hours
1ent
LAHR
E 1an
S aw
2 ain |
a3 ¥ 1
i Thn 0000 Thn 0% 00 T Tha 3060
Bata collscted awer % mirits periads Groph Last (pdsced) D900 2007F L0 I0:1T WTC Famlllar ;MRTG,
. . TR T 1,56 Mops r
Statistics kept for wne .as wis graph set
List individual values S
FHMs LR frem BLL [ gup 7 Py
1.6 BT
T | . | o
Saded o Baires oF Ayoheied Row Toscking = Eawe Filler FlowTracker ' Sawe Feport Faded b aved R

CSC January 11, 2013

Save Report
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@ FlowTracker Report — General Example, cont.

EQS NatOps

Sead an Addww o Sechresd Fen Trachrg -

Can quickly link to either
FlowViewer or FlowGrapher
(with filter preserved) for
more detailed analysis

Ability to annotate
graphs about significant
change events

DL Aove o fachiesd FosTraoking -

Flow\iewear

Powersd by Bow-100is and SILK

F s s Flosisd Trachir Florael raphar

T raen MY Last 12 Honths

- i |
S G
o]
h o goom
—~ | I
AT | T | {
2 ol iy , RLre
= e 1
o =- - .
[ Wi - lai L Hai T LT, liw al sy
Data averaed aver 24 Rour perleds ATApS LAl Ueddted: ESs3BOI032 05:30:1) 7L
Mar jmus e L Miad B Peay & Hisute Pedios
3L1. 3 M
155, & Pl
DL My [ESER R |
ENEIH LK YIEIM LU Lagt Thrase Years
1o @ T
. I
= ¢ 1 | 1
= S 1 f
£ | 1 il k g
A [ | | | % i I
T |
S i
I..' . 1
@ ! RN i)
-
[T lamn  Har ®ay  Jusd

Srap® Last Uzdetbed: S8/257I013T 115018 0

N Peak % HimuSc Prrapd

|Liint Valums|

B CIFLT/BI1L IE:43:30: Moved to rparc-12-1%c from [ia

Eave Fuisr FlowTracker Eave Report

ASA’s Earth C
Dataand In

Monitonng ECS Soance Data Fiows

gz w faves Rapet .

L Scroll down for longer
term MRTG-like graphs

Saini o Sewed Rapon -
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FlowTracker Report — Group Example

FlowViewer

EOS NetOps .
Powered by flow-tools and SiLK

Select an Active or Archived Flow Tracking - FlowViewer FlowTracker FlowGrapher

E () q D I q NA E erving System
N A ) Dataand Informatior s L

Monitoring EOS Science Data Flows

| Select a Saved Report E]l
Select 3 Saved Report ~

SD3E Testing B71712: Last 4 Weeks
500 M

500 M
400 M
200 M

200 M

Bits per Second

100 M

Week 37 Week 38 Week 39 Week 40

Data averaged over 2 hour periods ast Updated: 10/03/2012 17:20:32 UTC

B SD3E to Atmos chaos
SD3E to Atmos pingest

This FlowTracking
documents the delivery of
NPP data to the University of
Wisconsin. One can see a
switch from two
(Atmospheric Science) scon

SD3E Testing ©71712: Last 12 Months

servers to one only, and then ¢ .,
all to the other of the pair. #
é 100 M

o 4
et Mo Dec Jan Feb Mar Apr May Jun Jul Aug Sep

Data averaged over 24 hour periods Graph Last Updated: 10/03/2012 88:20:32 UTC
B SD3E to Atmos chaos
SD3E to Atmos pingest

Manage All Saved reports 5

10/18/201214:12:29 FT EDOS HR from Morway showing 2 days with no 70M peaks
10/15/201219:28:55 FT SD3Eto Ocean PEATE Test2 101512
10/15/201213:21:13 FT SD3Eto Qocean PEATE Test 101512
10/11/20121%05:32 FG 5SD3Eto Ocean PEATE shows improvement w FW upgrade
10/11/2012 15:08:38 FT EDOS Open from ASF showing dip

10/10/201215:24:18 FG LADSWEB down for 20 minutes 101012

10/08/2012 14:18:10 FG EDOS Open typical day - many small 60 second flows

SD3E To UWisc showing switch to chaos from ping

09/28/201214:59:03 FG  129.165 exports FG 092712

05/28/2012 14:57:30  FV  129.165 exports FV 092712

09/26/201214:03:11 FT LADSWEB Exports FW Upgrade 092612

09/25/201215:02:35 FG EOSto NCCS ESRO 092512

09/25/201215:0218 FG  EOQS5to NCCS ERTO 092512

09/24/201213:59:48 FT LADSWEB - shows FW burst longer than suspect erto netflow export period

0T .. CODN IConm

Access to all
saved reports

m

Select an Active or Archived FlowTracking - FlowTracker Eanre Report

Select a Saved Report -

e

This is an example where you might want to save a FlowTracking
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@ FlowTracker Report — Group Case Study

EOS NetOps FlowViewer Monitoring EOS Science Data Flows
Powered by flow-tools and SiLK
Select an Active or Archived Flow Tracking - FlowViewer FlowTracker FlowGrapher Select a Saved Report -
EOS to GSFC CNE
EOS to GSFC CNE: Last 24 Hours
250 M
2 2004 | e L
2 10 G
& 100m
2 sonm
° Fri 00:00 Fri DG:00 Fri 12:00 Fri 18:00 This examp|e depicts a ]
Data collected over 5 minute periocds Graph Last Updated: 10/26/2012 20:15:50 UTC . . . .
situation where traffic shaping
H B LADSSCI GSFC CNE .
Each legend item LADSHEE to GSFC CHE was invoked to manage
‘hyperlinks’ back to the  —> 2102 M o limited network resources.
Individual FlowTracking B ISIRS o GEFC CHE This FlowTracking Group
helps identify if perhaps there
is one ‘big player’ for which a
different network arrangement
EOS to GSFC CNE: Last 7 Days mlght mltlgate the prObIem
250 M
E 200 M
2 150 M
& 100m
2 sonm
o ]
Sat Sun Maon Tue Wed Thu Fri
Data averaged over 30 minute periods Graph Last Updated: 10/26/2012 20:00:50 UTC
B LADSSCI to GSFC CHNE
LADSWEB to GSFC CMNE
B OMI to CNE il
Select an Active or Archived Flow Tracking - Save Filter FlowTracker Save Report Select a Saved Report -
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FlowTracker Management

Pulldown of all FIOWTI‘aCklngS L|st|ng of all F|owTrack|ngS
EOS NetOps FlowViewer Monitoring EOS Science Data Flows
Powered by flow-tools and SILK i
[ Select an Active or Archived FlowTracking Flow\iewer FlowTracker FlowGrapher Select a Saved Report - M
B Sclect an Adtive or Archived FlowTracking |
= SD3 Traffic In Rename  Archive Remove -
Manags Al FlowTrackings 4 SD3 Traffic Out Rename  Archive Remove .
— Individuals SD3E from CLASS Rename  Archive Remove
QS.TER‘.“ GSFC Mfter I SD3E from CLASS ERTO32 Revise Rename  Archive Remove Components Of
aidu Spider ) SD3E from FTP.CLASS NOAA GOV Revise Rename  Archive Remove L0 r
%::Zdtfzcmoefligsq:{;;gaw SD3Efrom IDPS Revise Rename  Archive Remove = an I nterface
Doors to Stanford Uriv. I SD3E from NSOF Revise Rename  Archive Remaove o © o
EE; gl.prtl-;ut SD3E from RIP Server Revise Rename  Archive Remove raph Last Updated: 01/03/2013 1 o
EBnet to AZTI (Spain) SD3E to Almos chaos Revise Rename Archive Remove
Elinetto B3 A ES e (L) SD3E to Atmos pingest Revise ~ Rename Archive  Remove
EBnet to GSFC SEN SD3E to Atmosphere PEATE Revise Rename Archive Remove
Elinetlo 12 10D tlega) SD3E to Ocean PEATE Revise  Rename  Archive  Remove .
EBngt to NMSL Al SD3E to SIGMA Revise Rename  Archive Remove 600 M
T WY T — SD3E to SIGMA Space Revise Rename  Archive Remove a0 Sate”lte data |n
100 M SD3E to Sounder PEATE Revise Rename  Archive Remove - <
; . K j ‘l .l J l J 1 SDS LAND to NICSE Revise Rename  Archive Remove - .
H ed SDSto CLASS Revise Rename Archive Remave
m LADSSLL to GoRC € e Lo SEN to EBnet Revise Rename  Archive Remove !
Starlight to EDC from NASA Revise Rename  Archive Remove
Starlight to EDC from non-MASA Revise Rename Archive Remove
- — . TSDIS Revise Rename  Archive Remove
+ o ' ' TSDIS to Internet Revise Rename Archive Remave i
Alaskato GSFC Revise Rename  Archive Remove H
- Revise Rename  Archive Remove = < SCIence data OUt
Revise Rename Archive Remave
e I | Revise Rename  Archive Remove
' " Revise Rename Archive Remove
L x ! Revise Rename Archive Remave . DI ¢ '
- Revise Rename  Archive Remove
R Revise Rename  Archive Remove
wonp e s Group Trackings .
-‘-' .. i | EBnet Input and Qutput Revise Rename Archive Remove v ) TO SerVICG
o M EBnetto GSFC Campus Revise Rename Archive Remave 100 M L )
. 1 . EDC to Starlight Revise Rename  Archive Remove a . prOVIder
Jan Feb Mar Apr M Jul Aug Sep Oct Nov D EOS and NCCS Revise Rename  Archive Remove ek 50 ek 51 =k 52 ek 01
Pri sl ! EOS Revise Rename  Archive Remove e : L
. EOS Revise Rename  Archive Remave =
EOS Rename  Archive Remove
EOS Rename Archive Remove <=
A A A A
Select an Active or Archived Flow Tracking - Flow\Viewer FlowTrackgr FlowGrapher Select a Saved Report -

Ability to ‘Revise’, ‘Rename’, ‘Archive’,
‘Remove’, and ‘Restore’ FlowTrackings

CSC January 11, 2013 22



A's Earth €
Data and Inforn

EOSDIS

@ FlowTracker — Case Study

EOS NetOps FlowViewer Monitoring EOS Science Data Flows
Powered by flow-tools and SiLK

Select an Active or Archived Flow Tracking - FlowViewer FlowTracker FlowGrapher Select 3 Saved Report -

EDOS HR from Norway: Last 7 Days
70 M
60 M
50 M
a0 M
oM

These graphs help NASA

20 M Ill 1. 11
o “"”_L,'”-I'_'_[__:.'U_ ' monit_or an expensive high-
o e rate circuit between a polar
inute periods Graph Last Updated: 10/26/2012 21:00:50 UTC ground Statlon |n NOI‘W&y and

Bits per Second

Data averaged over

. . m 31.74 Mbps W Peak 5 Minute Period the GSFC in Mary|and. The
Gray line preserves highest thpct 15.54 bps T .
yine p g Average 4.45 Mbps - circuit is shared with other
5-m|nute measurement Minimum 0.00 Mbps [List Values]

Federal agencies through the

over the longer term graphs use of MPLS tunnels.

m

This depression of peak
EDOS HR from Norway: Last 4 Weeks values indicates that there

omnt o A - : H H
T I ll o may be an issue with the i
= BOM | il
S sonlgtl LallIIN 1 '_ l network or the MPLS tunnel
(=
A s I It . : . (or the servers, or software or,
L \ |
o . . . ] il
2 zom D A )
a ogam 0.9 [ LS W ey S
o m (Wl 2y R R TR TIA SR T Ly
. |F LA | ([ IS Lt ot il ] ! Ll U0
Week 40 Week 41 Week 42 Week 43
Data averaged over 2 hour periods Graph Last Updated: 10/26/2012 20:40:50 UTC
Maximum 18.79 Mbps B Peak 5 Minute Period
95thPct 12.46 Mbps
Average 5.87 Mbps
Minimum 0.93 Mbps [List Values]
Select an Active or Archived Flow Tracking - Save Filter FlowTracker Save Report Select a Saved Report -

CSC January 11, 2013 23



&

FlowTracker — Case Study

EOS NetOps

Select an Active or Archived Flow Tracking -

FlowViewer - _
red by flow-tools and SILK Monitoring EOS Science Data Flows
Flow\Viewer FlowTracker FlowGrapher Select 3 Saved Report

Around the time of last
summer’s hurricane Isaac,
Land, Atmosphere Near-Real-
Time Capability for EOS
(LANCE-MODIS*) system
managers noted a sharp
increase in traffic.

The FlowTracker Re-create
capability was invoked to
create a FlowTracking Group
which isolated the new user
that had come on line: the
National Severe Storms

Bits per Second

Data averaged over 30 minute periods

LANCE by Destination: Last 7 Days

Thu Fri Sat Sun Maon Tue Wed
Graph Last Updated: ©89/05/2012 15:30:20 UTC

B LANCE to NAIL NATICE at NOAA
B LANCE to Other
B LANCE to NAT NS5L at NOAA

CE by Destination: Last 4 Weeks

m

100 M
90 M bl
Laboratory. = .
S 7om
L1}
v B0 M
5 osam
o 40m
no ozom
o oM
10 M
2]
Week 33 Week 34 Week 35 Week 36
Data averaged over 2 hour periods Graph Last Updated: ©89/05/2012 14:50:20 UTC
B LANCE to NAIL NATICE at NOAA
B LANCE to Other
B LANCE to NAT NS5L at NOAA
* MODIS - Moderate Resolution Imaging Spectroradiometer
8
Select an Active or Archived Flow Tracking - FlowViewer FlowTracker FlowGrapher Select a Saved Report -
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Dashboard Management

EOSDIS «

EOS NelOps Fﬁﬂ“ﬂ?ﬂm Moaiboing EOS Stience Data Flows
Seback a0 Aot o Aachiasd FlosTrasdong - [ ) FlowTracker Fureelindmier Sbimaw.ﬂtpm
Lett Toa g Tap-
) alact u Fizn Tracirng - Twn - ERS G —— - Trm
M Inutnd New MowTracang Innink Haw Fow Treckng
I e Curend Figa Tracing Fiemraieee Survend Fie Trgking
rsa M Trackng Lig Mzan FlewTraciong Uz
Mires Fiiw Tractang Dawa e P Triscin g Dased E
Users can modify each of the eight
Dashboard positions by: Len Wi To [ M T " :
Sekbet & Bern Trersg .| Tt * St & Fire Taacha - T ;
1) Install new FlowTracking | Ji a:n:::::. »:':.TK. :M i "
2) Remove FlowTracking TR P ———— e —— ;
3) Move FlowTracking up / S P Trackng D Uaes P Trackmg Do :
4) Move FlowTracking down
Lt Mk Dot | Eigh Midia Dot
. Sclend o P Trinchorg = Twee - Soect o Fow g = Tnm | I
Dashboard FlowTrackings can be: - S — ndiad d Ll il 1
e w Camend Fiosn Tracing Semwiri Damend Ficen Trsching 5
1) |ndiViduaI Mores Flesa Traciang Lz Maen Fieow Trackng Lis . 1
2) GI’OUp Mave FewTracking Doan Waen P Trachng Deas
3) Any of the five periods = 5
el 2 i Tracking - Toe - e 2 Pl Tnckine] - T )
TR R W TR WLyl Mg Fua Triking /
I'I 1L Sxrmyw Smrer P Treckng Snrwrw Surmend Fiow Triskng EEMM
st Flisa Tragking 13 Mt P Tracking g ; A g T |
e Fiesw Tracking Down v Ficrw Trcking Daaen " i nLEC wlk
Each Dashboard FlowTracking /
ST 50 Active o Aachiasd Floa'T - Pl . . Seieny 5 Sawed Fpant -
i e is updated every 5 minutes :

Each Dashboard graph links
back to the original FlowTracking

CSC January 11, 2013 25



@ Maintaining Situational Awareness

Upon FlowViewer installation, the FlowTracker_Collector
and FlowTracker_Grapher scripts are placed in the Linux
background. They will “wake up” every five minutes and
collect a 5-minute value for each active FlowTracking.
The FlowTracking and Dashboard graphs are updated
with the latest data point.

NASA’s Earth Observing System
Data and Information Syster

EOSDIS

o
FlowTracker_Collector FlowTracker_Grapher &
Q
g
Q
Q &
© RS g
= ® 9
g %, & < >
& 2 s @ %
O S ~ S A
IS £ % S 2
@ 2 N ()
=N g @é [ £
Qe H P 2 2
[} 9/(/ \Q, (90
5 ® S 2
g & %
E £
o
O
FlowTracking Stored RRDtool FlowTracking
Filters Netflow Data Archives Graph Images
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@ Closing Thoughts

| " () S‘ | ) I \‘ NASA’s Earth Observing System
S — ) Dataand Information System, _"
4

* FlowViewer distribution includes “analyze netflow_packets” utility

» FlowViewer has supported flow-tools for over five years; but is new to SiLK

* Integration with SiLK may not be optimized as a result

» Would welcome SiLK related improvement suggestions

At the same time ... some ‘requests’ of SILK ©. Please include:

 IPFIX Information Element (IE) [5]:

 IPFIX Information Element (IE) [16]:
 IPFIX Information Element (IE) [17]:
 IPFIX Information Element (IE) [70]:
 IPFIX Information Element (IE) [71]:
* IPFIX Information Element (IE) [72]:

CSC January 11, 2013

IpClassOfService
bgpSourceAsNumber
bgpDestinationAsNumber
mplsLabelStackSection
mplsLabelStackSection2
mplsLabelStackSection3
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Thank You

Joe Loiacono
Network Engineer, CSC
jlolacon@csc.com

http://earthdata.nasa.gov/esdis

NASA Official: Kevin Kranacs
Manager, ESDIS Networks

FlowViewer is available from:
https://sourceforge.net/projects/flowviewer
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