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Overview of assurance cases

An assurance case is a body of evidence organized into an
argument demonstrating that some claim about a system

holds — nisT sp 800-53

-Should convince an objective reviewer that:

The goals are valid

Claims are reasonable

Evidence supports the claims
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Challenges of assessing cyber security in critical
Infrastructure

-.Limited insight into the cyber security capabilities of owners
and operators

-Difficulty evaluating evidence of cyber security performance
within the context of national security objectives

-Heterogeneous technologies and practices across
Infrastructures

-.Lack of reference models for national cyber security
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Goal-based assessments provide

- Direction for areas of investigation during assessment design

- A means to communicate about the assessment

« enables scrutiny of the assessment
« assists in the identification of assumptions and gaps

- Context for analysis and reporting of assessment results

- analyze sufficiency of evidence obtained during an assessment in
terms of goal achievement

- characterize the impact of weaknesses
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Assurance case framework
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CERT®RMM as a reference model

The CERT® Resilience
Management Model (CERT-
RMM) is a capability model
for managing and improving
operational resilience.

http://www.cert.org/resilience/
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Establishes a service focus,
aligning an organization’s assets
to its mission

Examines the identification and
maintenance of requirements for
protection and sustainment of
assets

Positions operational resilience
IN a process improvement view

Includes 26 “process areas”

Focuses on the operations phase
of the lifecycle

Uses CMMI architecture for ease
of adoption

© 2010 Carnegie Mellon University 7


http://www.cert.org/resilience/

“Critical infrastructure service” orientation
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A case for cyber resilience:
The organization's Cl-Supporting Services are sufficiently
cyber resilient.

Adequate service resilience requirements for each CI-
supporting service are defined and maintained over time.

Cyber resilience requirements for the cyber assets are
defined and maintained over time sufficient to ensure
service resilience requirements.

The resilience controls sufficiently ensure that the cyber
assets satisfy their cyber resilience requirements over
time.
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The CRR assurance case

CI (Critical Infrastructure) Supporting Service — a service provided by the organization that support the target

critical infrastructure

Resilience Requirement — A constraint that the organization places on the productive capability of an asset to
ensure that it remains viable and sustainable when charged into production to support a service or business process.
Service Resilience Requirements — the Resilience requirements for the organization’s Cl-Supporting Service

encompassing both the Sustainability Requirements and the Protection Requirements

Cyber Asset — an information or technology asset
Cyber Resilience Requirement — A requirement to ensure the Resilience of a cyber asset.

Y

Goal 1.1

The Cl-Supporting
Services are identified

and prioritized.

Operational Context — the target critical infrastructure service to which the organization’s Cl-Supporting
Services contribute, Includes the scope of threats faced by the organization's Cl-Supporting Services,

Confrols — the methods, policies, and procedures—manual or automated—that are adopted by an organization
to ensure the safeguarding of assets, the accuracy and reliability of management information and financial
records, the promotion of administrative efficiency, and adherence to standards.

High Level Goal

The organization's Cl-
Supporting Services are
sufficiently cyber resilient,

Cyber

Requirements

Goal 1

Adequate Service Resilience
Requirements for each Cl-
Supporting Service are defined
and maintained over time.

Goal 1.2

The org's understanding of the

Operational Context is maintained
based on reliable internal and
external sources of information

Goal 3

Cyber Resileince Requirements are
derived from the Service Resilience
Requirements, bul are not the sum total
of all Service Resilience Requirments

Goal 2

The Resilience Controls sufficiently
ensure that the Cyber Assets satisfy
A heir Cyber Resilience
Requirements over time.

Cyber Resilience Requirements for
the Cyber Assels are defined and
maintained over time sufficient to
ensure Service Resilience
Reguirements.

y_

Goal 3.2

Goal 2.1

The Cyber Assets supporting
each Cl-Supporling Service
are identified.

Goal 3.1

The Resilience Controls external to
the organization sufficiently ensure
that the extermnal Cyber Resilience
Requirements are satisfied over time.

The Internal System of Resilience
Controls sufficiently ensures that the
internal Cyber Resilience
Requirements are salsified over

Goal 1.3

time.

Goal 3.1.4

Goal 1.2.14

The org’s understanding of the
Operational Context is updaled as new
threat and vulnerability information
becomes available from reliable internal
and external isources of information.

The Service Resilience Requirements
for each Cl-Supporting Service are
defined and maintained based on the

org's understanding of the Operational

Context.

Goal 2.2

Cyber Resilience Requirements
for each Cyber Asset are defined
sufficiant to ensure the Service
Resilience Requirements.

Goal 3.1.1

are identified.

The Resilience Controls
internal to the organization

Resilience Controls internal to the
organization are updated in a timely
manner based on vulnerabilities or
incidents affecting the Cyber Assets.

Goal 1.2.1.1

Reliable internal and extemal
sources of threat and
vulnerability information are
identified.

Goal 1.2.1.2

communication with the

established.

Goal 1.2.2

changes.

The org's understanding of the
Operational Context is updaled as
the org's required contribution to the
largel critical Infrastruclure service

Reliable means for frequent

information sources identified is

—=
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—
—
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Goal 1.2.1.3, Goal 1.2.2.2

The org's understanding of the
Operational Context is modified
based on the information received

Goal 1.2.2.1

Rellable means for regular
communication is eslablished with
government representatives who
understand the national need.

by the sources identified.

Software Engineering Institute

Goal 3.1.3

Goal 3.1.2

Resilience Controls intemal to the
organizalion are updated as
appropriate based on changes to
the Cyber Resilience
Requirements.

The Resilience Controls internal to
the organizalion are implemented
50 thair combination sufficiantly
ensures the internal Cyber
Resilience Requirements.

Goal 2.3

Cyber Resilience Requirements
are updated as appropriate
based on changes to the Service
Resilience Requirements.

Goal 3.1.2.4

The internal Resilience Controls
provide sufficient sustainment of
those assets in the face of
disruptions

Goal 3.1.2.1

Personnel have the
necessary skills (fraining) to
reinforce the security of the
Cyber Assets.

Goal 2.4

Cyher Resilience Requiremants are
updated as appropriate based on
changes to the Cyber Assets or their
combination in support of Cl-
Supporting Services.

Goal 3.1.2.2 Goal 3.1.2.3

Organization technologies that
contain Cyber Assets provide
sufficient logical protection of
those assets.

Crganization facilities that
contain Cyber Assets provide
sufficient physical protection of
those assets.
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Assurance case provides contex

HLA Redux

Assumption

Resilience Control
Changes

Requirements.

external threal and

Goal 1.2.1: Availability of

vulnerability information

HLA Redux

Goal 3.1.4

Resilience Controls internal to the
organization are updated in a timely
manner based on vulnerabilities or
incidents affecling the Cyber Assets.

How does the org tion make
decisions about

technology that support the Cl service?

v

Question ITM 1.1 5Q 4

Are changes 1o security
control configurations.
communicated to all
slakeholders?

Question ITM 1.1 8Q 1

Does your organization have a
risk management process in
place where cyber security risks
are identified?

Evidence
1™ 1.1

<summary=

Question ITM 1.1 SQ 3
Evidence
ITM 1.1 5Q Are security control configuration
1 changes connected to the results
of risk assessmenls, lessons

=summary> learned, or other processes?

Evidence
ITM 1.1 8Q
3

<summary>

1
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Evidence
MM 1.185Q
4

<summary>

Goal 3.1.4.1

timely manner based on

Assets,

Resilience Controls internal to the
organization are updated in a

wvulnerabilities affecting the Cyber

Goal 3.1.4.2

Resilience Controls internal fo
the organization are updated in a
timely manner based on
incidents affecting the Cyber
Assets.

Evidence
IT™M 1.1 $Q
21

=summary=

EWglenc:

ITI

22
<ffnmal
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Question ITM 1.15Q 2.3

If an organization has
baseline configurations, what
makes them move off of a
baseline?

Evidence
ITM 1.1 8Q
2.3

<summary=
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Example Cyber Resilience Review goals

-Trace assets to critical infrastructure services

-Develop effective protection and sustainability strategies for
iInformation and technology assets.

-ldentify criteria for changing the protection strategies for
assets that support critical infrastructure.

-ldentify and mitigate operational risk.
-Validate the function of security controls.

-Ensure effective cyber security training and awareness.
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Example Cyber Resilience Review questions

Goal: Define evaluation criteria for vulnerabillities.

1. Has the organization defined criteria by which vulnerabilities can be
evaluated?

2. Are the criteria aligned with the role that a given asset plays in
production of the service?

3. How does the organization ensure that it effectively communicates
about vulnerability evaluation criteria to its employees?

4. How does the organization ensure that the vulnerability evaluation
criteria remain consistent with its operating priorities?
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Benefits
- Establishes objectives for
assessment questions

- Enables scrutiny of the
assessment

- Faclilitates analysis within a
specific context
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Challenges

- Subjectivity in defining
“‘completeness” of the
argument.

- Unidentified assumptions

- Increased need for subject
matter expertise on the part
of the assessor
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