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Presenter
Presentation Notes
CERT is a part of the Software Engineering Institute (SEI), a federally funded research and development center (FFRDC) operated by Carnegie Mellon University. 
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Presenter
Presentation Notes
The Network Situational Awareness (NetSA) group at CERT has developed and maintains a suite of open source tools for monitoring large-scale networks using flow data. 

The mission of NetSA area is to quantitatively characterize vulnerabilities, threat, and intrusions to provide tractable views and actionable insight into a network.
To achieve this mission, the following approach is taken:
applied R&D: define and implement rigorous techniques codified in capabilities that address gaps in current sensor and analysis tools.  ("it has to work in the real world")
operational analysis: produce strategic studies and provide nth-tier tactical support. ("learn by doing")
capacity building: grow a community of analyst through open-source software, standards, and publication.
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CERT Network Situational Awareness 
(“NetSA”)

• Among other work:
• Applied Research and Development

• Maintains the SiLK tool suite
• Analysis Pipeline

• Operational Analysis
• Private Network Analysis
• Network Profiling of Waladec-Infected IP Space 

• Capacity Building
• Open source software and publications
• In person and online training
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NetSA Online Training Modules
• Network Flow
• SiLK Beginning Flow Analysis
• rwfilter
• Counting Tools: rwcount, rwstats, rwuniq
• rwappend-rwsplit
• rwfileinfo-rwglob
• rwcut and rwcat
• rwsort
• Sets
• Prefix Maps (pmaps)
• Advanced SiLK Tools: Bags
• Using Tuples with SiLK
• LAB: SiLK Training
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NetSA Online Virtual Lab
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NetSA Online Virtual Lab
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New Training Modules in 2010
• Introduction to iSiLK
• Overview of PySiLK
• Basic PySiLK Objects
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Modules Proposed for 2011
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Virtual Training Environment (“VTE”)
• Training from anywhere with a web browser and 

Internet connection
• Recorded lectures on a variety of topics
• Hands-on training labs
• Narrated demonstrations
• XXX modules and counting!
• Topics range from CompTIA Network+ to Malware 

Analysis
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Next Generation: VTE3
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VTE3
New site design
Faster, more robust
Authoring environment
Labs based on the next generation of VMWare
Communities
Social networking
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CERT – Exercise Network (“XNET”)
New site design
Faster, more robust
Authoring environment
Labs based on the next generation of VMWare
Communities
Social networking
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