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This work was created in the performance of Federal Government Contract Number FA8721-05-C-0003 with
Carnegie Mellon University for the operation of the Software Engineering Institute, a federally funded research
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CERT is a part of the Software Engineering Institute (SEI), a federally funded research and development center (FFRDC) operated by Carnegie Mellon University. 
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Presentation Notes
The Network Situational Awareness (NetSA) group at CERT has developed and maintains a suite of open source tools for monitoring large-scale networks using flow data. 

The mission of NetSA area is to quantitatively characterize vulnerabilities, threat, and intrusions to provide tractable views and actionable insight into a network.
To achieve this mission, the following approach is taken:
applied R&D: define and implement rigorous techniques codified in capabilities that address gaps in current sensor and analysis tools.  ("it has to work in the real world")
operational analysis: produce strategic studies and provide nth-tier tactical support. ("learn by doing")
capacity building: grow a community of analyst through open-source software, standards, and publication.



CERT Network Situational Awareness
......................................................................................................................... (“NetSA”)

- Among other work:

« Applied Research and Development

- Maintains the SILK tool suite

- Analysis Pipeline
« Operational Analysis

- Private Network Analysis

- Network Profiling of Waladec-Infected IP Space
« Capacity Building

- Open source software and publications

. In person and online training
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NetSA Online Training Modules

Network Flow

SiLK Beginning Flow Analysis
rwiilter

Counting Tools: rwcount, rwstats, rwuniq
rwappend-rwsplit
rwfileinfo-rwglob

rwcut and rwcat

rwsort

Sets

Prefix Maps (pmaps)
Advanced SILK Tools: Bags
Using Tuples with SILK

LAB: SILK Training
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NetSA Online Virtual Lab
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1.1 Lab Topology
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1.3 Tips on using the SILKNVTE lab systems

2 SILK/VTE Lab Exercises
2.1 Lab Section 1 — Beginning Analysis Exercises
2.1.1  Lab 1.1 — Connecting to and logging onto the SiLK lab
2.1.2 Lab 1.2 - Determine data repository’s dates, classes and sensors
2.1.3 Lab 1.3 — Explore the repository
2.2 Lab Section 2 - rwfilter Exercises
221 Lab 2.1 - Explore rwfilter Options
2.2.2 Lab 2.2 - Track an individual address or individual address block
2.2.3 Lab 2.3 - Categorizing Traffic with rwfilter
2.2.4 Lab 2.4 Trending Traffic
225 Lab 2.5- Chaining rwfilter Commands Together
2.3 Lab Section 3 - Printing and Sorting Tools
231 Lab 3.1 — Formatting Output g
2.3.2 Lab 3.2 - Finding Specific Behavior 10
2.4 Lab Section 4 — Other Tools 11
2.4.1 Lab 4.1 — Using Other Tools to Find Behavior 11
242 Lab 4.2 - rwunigand the Destination IP Distinct Feature 11
243 Lab4.3- Exploring rwfileinfo 12
25 Lab Section 5 — Sets 12
251 Lab 5.1 — Using Block Lists 12
25.2 Lab 5.2 - Taking Network Inventories 12
26 Lab Section 6 — Bags 13
2.6.1 Lab 6.1 — Find DNS Clients 13
2.7 Lab Section 7 — Prefix Maps 13
271 Lab 7.1 — Experimenting with pmaps 13
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NetSA Online Virtual Lab

(@) LAB: SILK Training - Moxzilla Firefox _ Ol x|

LWEmi https:ffnmancte, certorgfvtetiveb /CantentPlayer/Labs/LabPlayer.aspxTinstancelD=T68dT1af-2858-4cdb-a3bd-beSdfeeB85F & C ontentiternID=2325 8 ava=true St ctiveX=fale

511k
. 1. 9’5 passwo
Last login: Fr Apr 24 15 40: 08 209
r;;[511k@tra1n1ng932 which rwfilter
’/usr/local/bln/rwfllter
[silk@training932 ~1% rwfilter --help | more
Arwfilter {app-opts> (Eartltlon opts?> {(selectlon -opts> | <1nputF11es>}
artltlons low records into one or more ’'pass’ and/or
'fail’ output streams. The source of the SiLK records can
be stdin, a named pipe, files listed on the command line, or
files selected from the data-store via the selection switches.
There is no default input or output; these must be specified.

GENERAL SWITCHES:

--help No Arg. Print this usage output and exit. Def. No
--version No Arg. Print this pro?ram s version and exit. Def. No
--dry-run No Arg. Parse command line switches but do not Brocess recor
--threads Req Arg. Use this number of threads. Def $SILK_RWFILTER THREADS or 1
--max-pass-records Req Arg. Hrite at most this many records; @ for all. Def. @
--print-filenames No Arg. Print names of input files during processing. Def. No
--dynamic- llbrary Reg Arg Augment processing with the specified dynamlc
ibrary. ef
--note-add Req Arg. Store the textual argument in the output SilK file's header
as an annotation. Switch may be repeated to add multiple annotations
--note-file-add Req Arg. Store the content of the named text file in the output
E _ iLK file’s header as an annotation. Switch may be repeated.
wiinfingerprint --compression-method Req Arg. Set compression for binary output file(s).
Def. zlib. Choices: best [=z1ib]l, none, zlib

.' INPUT/QUTPUT SWITCHES. An input switch or a SELECTION switch (below) is

S required. At least one output switch is required:

-—-input-pipe Req Arg. Read SilLK flow records from a pipe: ’stdin’ or
B to named pipe. No default
--xargs Req Arg. Read list of input file names from a file or pipe
pathname or ’'stdin’. No default
--pass-destination R Arg. Destination for records which pass the Fllter(s)
pathname or ., If pathname, it must not exist. No default
--fail-destination Req Arg. Destination for records which fail the Fllter(s)

Bictart| [ B2 @B > |silk@training932:~ W 11:49 AM
Lab: LAB: SiLK Training Lab Manual Time Remaining: 2:56| Extend I'm Done. | RestartLab | Help
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New Training Modules in 2010

. Introduction to ISILK
. Overview of PySILK
. Basic PySILK Objects
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Modules Proposed for 2011
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Virtual Training Environment (“VTE”)

. Training from anywhere with a web browser and
nternet connection

Recorded lectures on a variety of topics
Hands-on training labs
. Narrated demonstrations

. XXX modules and counting!
. Topics range from CompTIA Network+ to Malware

Analysis
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Next Generation: VTE3

Edit  Miew Hiztory Bookemarks  Tools  Help

https:/ s ste, certarg/Ims/Courses

6 C X &

. Courses | YTE

Courses Content Communities

Courses

All Courses

Search:  Search 1-10 of 63 resutts found.
123435 = ==

@ Wireless Comms and Wireless Network Security
|

This class covers signal theary, RF propagation, antennas, and
wireless network mapping all the way to the 80211 protocol
seties, security implications of wireless networking, and best
practices

Sections: 0
Members: 0

@ Vulnerability Assessinent and Remediation » View Defails
“ulnerahility As=essment and Remediation
Sections: 1

Members: 1

Using SiLK for Network Traffic Analysis
Using SiLK for Metwork Traffic Analysis Description
Sections: 0

Members: 0

Sign In Register

eate a New Course

Share vour knowledge and experience.

e a Course

[Community restrictions may spaly)

a,
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New site design

Faster, more robust

Authoring environment

Labs based on the next generation of VMWare
Communities

Social networking
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CERT — Exercise Network (“XNET")

New site design

Faster, more robust

Authoring environment

Labs based on the next generation of VMWare
Communities

Social networking
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