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Overview

Network Monitoring

Packets and Flows

Collection, Packing, Repository, and Analysis
SILK vs. ISILK

Live CD (OK, it's a DVD)

Starting ISILK and running a query

Demo: Query, summarize, refine query, summarize,
report

Lab
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What 1s ISILK?

It is a graphical front-end for SILK,
the System for Internet Level Knowledge
flow analysis tool
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So what is SiLK?  What is a flow?


/Network Monitoring

Other
Internetwork

Internet

Monitored
Network
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The monitored network is our network.  We want to know what’s happening in our network, so we install instrumentation into the network that captures and reveals information about network activity.


S
Network Monitoring

o
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Sensors are placed at the borders to other networks.  Sensors may also be placed within the interior of our network.
Flow sensors capture information about conversations between computers inside our network and computers outside our network.


S
Network Monitoring
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The sensors forward this information to the server with the SiLK repository.


S
Network Monitoring
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An iSiLK client workstation can query the SiLK repository to answer questions, such as:
What is the volume of traffic between my network and the Internet?
How many connections were there last week from outside to my email server?
What devices query external DNS?


S
Packet Encapsulation

Application
layer message
(HTTP, SMTP,

DNS)
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Presentation Notes
Packets are like envelopes within envelopes.  The innermost envelope contains a message.
On Ethernet links, an Ethernet frame carries an IP datagram, which carries a TCP or UDP segment, which carries a message for a Network Application, such as HTTP (WWW), SMTP (email), or DNS.
On non-Ethernet links there is still a frame, but it’s different than an Ethernet frame.


CERT ‘ =_-_;= Software Engineering Institute | Carnegie Mellon


Presenter
Presentation Notes
Each rounded rectangle represents a packet.  The picture represents packets flowing in both directions on a network cable.
Same-colored packets belong to the same flow.
There are never packets in the same flow travelling in opposite directions.
One TCP connection consists of two flows.
The red and green flows appear to be related in time; they might constitute a single TCP connection (session, dialog).


SILK: A traffic analysis tool which processes flow
data.

Flow: the collection of packets travelling in the
same direction in a TCP or UDP connection.

Flow Record: a single record containing summary
iInformation for a flow.

Flow Repository: a tree structure of flat files
containing flow records.
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The SiLK tool-suite defines flows as being unidirectional.  Sometimes these are called uniflows.
Some other tool-sets define flows as bidirectional.  Sometimes these are called sessions or biflows.


Collection, Packing, and Analysis

.Collection of flow data

« Examines packets and summarizes into standard flow
records

« Timeout and payload-size values are established during
collection

-Packing stores flow records in a scheme optimized
for space and ease of analysis

-Analysis of flow data
« Investigation of flow records using SILK tools
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Collection and Packing are steps required to build the SiLK repository.
Analysis consists of querying the SiLK repository to draw conclusions about network traffic.


=
Collection
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PCAP (Packet CAPture) is an industry-standard file format for representing packets recorded from a live network.
Tcpdump is a utility for capturing live network traffic (packets) and recording them in a PCAP file.
YAF — Yet Another Flowmeter, is a reference implementation of a tool to convert a packet capture into flow data.  YAF can obtain packets directly from a live network or from a PCAP file.
IPFIX — IP Flow Information Export, is an IETF standard format for storing network flow records in a file, and a protocol for shipping the records.


rwflowpack
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Rwflowpack is a SiLK tool that converts flow data from the standard IPFIX format into a hierarchy of flat files constituting the SiLK repository.


S — SILK  JReotr}) Repos|t0ry
| sik.conf I

in I inweb I innull I out outweb I outnull I

—

year

month

day

type-SENSOR_yyyymmdd.hh INn-SEN1 20091231.23
4 hour l
@- | == Software Engineering Institute | CarnegieMellon 15
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Analysis

SILK

repository

Raw (binary)
flow records
In a file
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Raw (binary)
flow records
In a file
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Raw flow records produced by the SiLK tool chain are used as input to another SiLK tool chain.


=

Reporting
/
Text
UNIX text outpu
tools
(sort, cut, ...)
Text
output
/
Visualization

tools (gnuplot,
Rayon, Excel)
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The “Text output” on the right can be prepared for human consumption or fed back in on the left for producing graphs.


Why use ISILK?

It helps me to choose SILK tools
« Toolbar buttons allow quick perusal of tools

It lets me avoid SILK tool syntax
« Menus & other GUI elements show my choices

It lets me avoid Linux command syntax and file
names

 ISILK organizes my data sets and results
It has an integrated graphing capability
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What won't ISILK do?

ISILK won'’t replace my need to understand what'’s in
flow data

| still need to understand what patterns in flow data
represent the traffic situations that I'm looking for
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SILK environment

— /x
O O o o \/
"7 Flow
Repository
~
Terminal SiLK on
window Linux system
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Only one computer is involved in processing data.
The terminal window may be on the Linux system’s console, or may be on another networked computer.



=
ISILK environment

SSH

ISILK on
Windows system
(or Mac or Linux)
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Repository

SiLK on
Linux system
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Two computers are involved in processing data.
The user interacts with the iSiLK GUI to construct commands that are sent to the SiLK server.
The two computers communicate with a protocol called Secure Shell (SSH).


Setting up I1ISILK on the Live CD

Open Applications—System Tools — Terminal
echo "export SILK_DATA ROOTDIR=/data/SILK-LBNL-05" >>.bashrc
On the desktop, open Applications —Programming —iSIiLK

ISILK Configuration:
Remote Host:
Remote Port:
Remote_ User:
RSH_Key:
Rmt_Output:
Rmt_Library:
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localhost (default)

22 (default)

liveuser
/home/liveuser/.ssh/id rsa
Isilk-output

Isilk-libs
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First Screen — Problem Sets

| Remote Problem Seks
Found the Following problem setks;
Problem Set Directory Drate Modified
foal CA\Documents and SettingsiUseriMy Documentsiisilkl fool-s4pa.isilk Moy 09 2010, 02:42 PM
£ >

CERT ‘ % Software Engineering Institute | CarnegieMellon
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A problem set is a container holding queries, analysis results, and graphs.


Main Screen

M i5iLK 0.2.0 - fool - ron@ron-virtual-machine:isilk-outputffool-s4 pa.isilk
File Edit Tools Graph Wiew Help

Q. 0 L . 8. -3

Query Info Local Files

ol ! iSiLK -fool

Local directorny: ChDocuments and Zettings\zerhly Documentsizikool-sdpa.isilk

Remote directory: zshiron-vidual-machineisilk-outputffool-s40a isilk

Ci\Documents and SettingsiUseriiy Documents\isilkiFool-s4pa.isilk,
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From this screen you can query the repository, producing a results file.
Then you can refine the results with additional tools: filter, uniq, stats, and count. Filter produces another results file, which can be refined further. The other tools produce text output, which can be displayed, saved, or graphed.


=

Query Builder

B Query Builder (fool-s4pa.isilk)

{ Basic Quuery Options | Mare Filter Options
Ciaka Files to search
Data Poal {classibype) |Iru:|:|min|;|

IP Addresses and Porks
Filker based on source and destination

v

Source

SEnsors All Sensors W Choose. .. P |x S |

IP Set | [Choose a setf) |

Time F.ange ko Query |Current Hour = |

Mo v lzot0 v Mo v||z010 v

=] M T W T F =] =] M T W T F =] Port |I:I-El5535 Y|
112121458 112121458 Destination

ABENEIEFEEHEAE  BEE

14151617 [181a]z0] [14{15{16|17|1a[1a|z0 ¥ |>"-><-><->c

21 (222324 25 26 (27| 21|22 (23 24|25 2627 I |(Ch|:u:useasetj |

282930 282930

Start hour (GMT): | 21 : End hour {GMT): | 21 :
- - Part ||:|-.55535 v|

Selected 1 hour

rwfilter —-type=in,inweb --start-date=2010/11/710:Z1 --proto=0-25L —--pass=foutput

| A to |anl-s4pa.isilk v| ] Return records that FAIL Filker

Mame | Unkitled Query

Close ] [ Run Remate Query

[ Walidate Options ] [ Save As Plugin, .. ] [

CERT ‘ % Software Engineering Institute | CarnegieMellon
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Used to add a query to a problem set.


=

Query Builder—more filter options

B Query Builder (fool-s4pa.isilk)

Basic Query Options |; More Filker Options 3

Apply a Prefix Map

File | [Choose a prefix map) |

[ Clear ] [ Choose. .. ]

zaddrezs | |

daddress | |

Counkry Codes

Source | w |

Dest | v|

Protocol and protocol-specific Fields

Pratacal | 0-255 W

FESRPAUEC
TCPFlages [M[e]=e]s]s]=]=]=]

ICMP Type | 0-255 v |

ICMP Code | 0-255 v |

Flow size Fields

Biytes | 1- v|
Pits | 1- v |
bl | 1- v

rwfilter —-type=in,inweb --start-date=2010/11/710:21

—-—proto=0-z5LE -—--pass=%output

Mame | Unkitled Query | Acld to

[ Walidate Options ] [ Save As Plugin, .. ]

| fool-s4pa,isilk, W | [ ] Return records that FAIL filker

[ Close ] [ Run Remate Query

CERT ‘ % Software Engineering Institute | CarnegieMellon
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This tab lets you establish less frequently used criteria for a query.


Demonstration
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B Query Builder (LBML-62eu.isilk)

Basic Query Options | Mare Filter Options
Data files ko search
Data Poal {classibype) ||.:,||| T |

IP Addresses and Porks
Filker based on source and destination

Source

SEnsors All Sensors W Choose. .. P |x S |

IP Set | [Choose a setf) |

Time Range ko Query |.;:._|5|;.;.m W |

Dec v 2004 v |Dec v||2004 v
smlTt[w]T]Fl= smlTt[w]T]Fl= Port |BI:|’BI:|8EI"§"’r3 v|
112134 112134 Destination
Sl (¥ (89011 516 |7 (839 (1011
HIEREE 7 [EE EEEEE T E ANEEEE |
19|20 |21 22|23 |24 [25| [18]z0]21 [22 232425 Pset [ (Choose ased |
ZE |27 (28 (29|30 |3 ZE |27 (28 (29|30 |3
Start hour (GMT): : End hour (GMT): | 23 :
EI - Part |au,auan,443 v|

2 davs 0 haours

——end-date=Z004/12/17:23

rwfilter ——-type=out,outweb,in,inweb --start-date=Z004/12,16:00
——dport=80,8080,443 --sport=80,8080,443 --pass=foutput

Mame |'-.-'-.-'e|:| kraffic in-out same porks | Acdid to |LBNL-62&u.isiIk v| ] Return records that FAIL filker

Close ] [ Run Remate Query

[ Walidate Options ] [ Save As Plugin, .. ] [
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Let’s try to select all web traffic for 12/16/2004-12/17/2004. We’re setting the source port to Well-Known Ports for servers, and the destination port to the same Well-Known Ports to capture flows from clients.


Proceed with query? [z

Flease confirm thak wou're ready ko query the repositary,  This will launch a new remaote query process
and add the the resulk to the selected problem set,

Mo data is available For the Following 29 hours;

2004/12{16:07
2004/12/16:08
2004/12}16:09
2004/12/16:10
2004/12/16:11
2004/12/16:12
2004/12/16:13
2004/12/16:14
2004/12/16:15
2004/12/17:04
2004/12/17:05
2004/12/17:06
2004/12/17:07
2004/12/17:08
2004/12/17:09
2004/12/17:10

|

| &
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iSiLK warns us that files couldn’t be found for some of the hours in the time range that we specified.


I iSiLK 0.2.0 - LBNL - ron@ron-virtual-machine:/homefronfisilk-output/LBNL-62eu.isilk

S(=1E
File Edit Tools Graph  Wiew Help
<. o .. 0. 0.
ety Info Local Files Filker IInig Skats Counk Set
LBErML .
= Web traffic in-out same ports
g Wb traffic in-out zame partz
: s rwfilter ——-type=out, outweb, in,inwebh --start-date=2Z004/12/16:00 --end-date=Z004,12Z/17:23
g Wish tratfic in-out same ports

——dport=20,5080,443 --sport=80,8080,443 —-pass=Web_traffic in-out_same ports-nafl._rwf
——print-filenames

Remote file: ssh iron-virual-machinehometondzilk-output BML-E2euisilkityeb traffic in-out same ports-nafl et

0 records - nok yet downloaded - fhomeron/isilk-outputLERL-62eu,isilk M eb_kraffic_in-out_same_porks-nafo, maf
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The status line shows us that we retrieved zero records (flows).  What happened?
The way we specified ports selected only traffic going from Well-Known Port to Well-Known Port, but clients use ephemeral ports.


B Query Builder (LBML-62eu.isilk)

Basic Query Options | Mare Filter Options
Data files ko search

P Addresses and Ports
Data Poal {classibype) ||.:,||| T | IB ilter hased on source and destination
Source ar Deskination

SEnsors All Sensors W Choose. .. P |x S |

IP Set | [Choose a setf) |

Time Range ko Query |.;:._|5|;.;.m W |

D v 2004 v |Dec v||2004 v
smlTt[w]T]Fl= smlTt[w]T]Fl= Port |BI:|’BI:|8EI"§"’r3 v|
112134 112134

S|6E |7 |8 |aof1] §5 |6 |7 |8 |9 10N | |

HIEEEE - B EEEREE
192021222324 |25 [18]20]21]22]23]24 25 | |
26|27 28] 29 |30 31 26|27 28] 29 |30 31

Skart hour (GMT): EI - End hour (GMT): 2 | |
v

2 davs 0 haours

rwfilter ——-type=out,outweb,in,inweb --start-date=Z004/12,/16:00 —--—end-date=E004,/12717:22

——aport=80,8080,443 --pass=foutput

| Acd to |LBNL-62&u.isiIk v| ] Return records that FAIL Filker

Mame | Weh traffic in-ouk same porks

Close ] [ Run Remate Query

[ Walidate Options ] [ Save As Plugin, .. ] [
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Let’s try specifying that we want traffic where either the source or the destination is using one of the Well-Known Ports for WWW.


B iSiLK 0.2.0 - LBNL - ron@ron-virtual-machine:fhomefronfisilk-output/LBNL-62eu.isilk

File Edit Tools

o 3

Graph Yiew Help

0

Info Local Files Filker

Cuery
= s LBnL
g Wb traffic in-out zame partz
g Wigh traffic in-out same ports
g Wieh traffic in-out same ports
£

k4

B=1(E9

.0.0 6. 0.

Unig Skats Count Set
Web traffic in-out same ports

rufilter --type=out, ocutweb, in, inwebh —--start-date=2004,1Z/16:00 —--end-date=Z004,/12/17:23
——aport=20_8080_ 4432 —--pass=Web_traffic_ in-out_same ports-eugb.rwf --print-filenames

Remote file: sshfron-vidual-machinehometon/isilk-output LBNL-E2eu isikiMeb fratffic in-out same ports-eudh et

154,079 recards - nok yet downloaded - fhome)ron/fisilk-output LBML-62e0. sk Web_traffic_in-out_same_parks-eugh, paf
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This time we got 184,079 records (flows).  Let’s click on Uniq and see how many unique source addresses there are in these results.


x]

Running raunig

Count by Molume Fields

Source IP {sip) [ ]Bytes

[ ]3ource Country (scc) [ ]Packets

[ ]5ource Port (sport) Flow Records

[ ] Destination I {dip} [ Unigue Source IPs

[ ] Destination Country {dec) [ ] Unigue Destination IPs

[ ] Destination Port {dpart)
[ ]Protacal (prata)

[ ]5ensor {sensor)

[ ]Mext Hop IF inhip)

Apply a prefix map

| [Chooze a prefix mag) |

rvanig Web traffic in-out_same ports-—eugb.rwi —-fields=sip
——output-path=foutput --flows

Matme | Flows by Source IP |

[ Cancel ] [Run .ﬁ.nal';.fsis]
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Specify to the Uniq tool that we want to count flow records for each unique source address.


I iSiLK 0.2.0 - LBNL - ron@ron-virtual-machine:fhomefron/isilk-output/LBNL-62eu.isilk
File Edit Tools Graph Wiew Help

Q. 0 L . 8. -3

Query Info Local Files

(= b LBML
g Weh tratfic in-out same ports

Flows by Source IP

rivanig Web traffic inm-out same ports-eugb.rwf —-fields=zip

Wb traffic in-out same ports -—output-path=Flows_by ZSource_ IP-oglz.asc --flows

te)
[= g Wik traffic in-out zame ports ] . . . N
Remote file: ssh dron-virtual-machinetometonsilk-output BrL-E2euisikFlows by Source P-og0z asc

ALl Floves by Source [P
£ | *

6,207 records - not vet downloaded - fhomeron/isilk-output/LERL-62e0.isilkfFlows_by_Source_IP-oglz.asc

CERT ‘ % Software Engineering Institute | CarnegieMellon
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We got 6,207 flow records.


I iSiLK 0.2.0 - LBNL - ron@ron-virtual-machine:fhomefron/isilk-output/LBNL-62eu.isilk

File Edit Tools Graph Wiew Help
n L o i X L L L r W
Query Info Local Files Excel Cuick Graph
= W LENL Flows by Source IP
g Weh traffic in-out zame ports ] o ] ]
z. L rivanig Web traffic inm-out same ports-eugb.rwf —-fields=zip
= Wb traffic in-out same ports -—output-path=Flows_by ZSource_ IP-oglz.asc --flows
(= 5 Wieh traffic in-out zame ports ) ) . o .
Local file: CiDocuments and Settingszerity Documentstisilkil BML-62ew isik Flovs by Source [P-oglz.asc
A1 Flows by Source [P
# sip records -
a 92.3.250.2 5 B
1 59.79.251.254 4
2 118.133.0.234 4
3 220.80.248.135 g
4 55.558.202.18 2
5 S6.152.29.139 4
= 118.216.253.176 3
7 60.195.27.70 23
g 131.243.92.247 141
9 131.243.109.241 1
10 131.243.39.187 2
11 56.81.11.118 4
12 60.2453.254.85 1
13 149.61.206. 105 10
14 130.242.235.52 1
15 128.3.96.230 643
16 56.96.15.108 2
17 221.125.170.147 1
15 16%.130.77.100 71
19 2058.78.202.125 =
F | 8 20 128.3.211.229 4 7
= - B | b e B | b Iy ] (miml e Iy ] b ]
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Here are the source addresses listed in the order that they were discovered in the results dataset.


I iSiLK 0.2.0 - LBNL - ron@ron-virtual-machine:fhomefron/isilk-output/LBNL-62eu.isilk

File Edit Tools Graph Wiew Help
n L o i X L L L r W
Query Info Local Files Excel Cuick Graph
= W LENL Flows by Source IP
g Weh traffic in-out zame ports ] o ] ]
z. L rivanig Web traffic inm-out same ports-eugb.rwf —-fields=zip
= Wb traffic in-out same ports -—output-path=Flows_by ZSource_ IP-oglz.asc --flows
(= 5 Wieh traffic in-out zame ports ) ) . o .
Local file: CiDocuments and Settingszerity Documentstisilkil BML-62ew isik Flovs by Source [P-oglz.asc
A1 Flows by Source [P
# sip records & -
423 1531.243.15.56 6,970
437 125.3.164.135 6,605
253 128.3.2.67 5,240
1313 128.5.45.71 5,041
4506 128.3.164. 229 3,802
975 128.3.23.245 3,349
2395 131.243.125.40 3,140
5748 128.3.96.153 3,105
414 128.3.164.88 2,509
21985 195.210.1758.38 2,476
2988 131.243.93.121 1,757
47689 128.53.164.237 1,71z
2336 145.240.109. 152 1,673
4367 151.243.95.1685 1,473
1533 128.3.255.49 1,429
2878 Z05.26.156.44 1,402
4966 1531.243.219.40 1,154
435 125.3.164.38 1,125
5101 131.243.141.8¢6 1,077
827 145.19.38.227 Q99
F 8 2966 1531.243.141.205 Q52 7
|l R R kX =T B - BN w1 (m el

CERT ‘ % Software Engineering Institute | CarnegieMellon


Presenter
Presentation Notes
Clicking on the “records” column header sorts the data according to the number of flow records for each address.  Our busiest web computer (client or server) is 131.243.15.56 according to its number of flow records.  We might have gotten a different computer if we measured by packets or bytes.


@ Running rwfilter drilldown

Basic Filker Options | ©ther Filker Options

Protocal and protocol-specific Fislds

Prokacal 3 F;
all {0-255)
Comman (1,6,17)
TCF Flagd 1CMP (1)

LDF (17)

IChP 7| TCP (65

SCTP (132)

GRE (47)

ESP {50}

ISMP (2

TP (3]

Mare...

[ZhAP ]

Flow size Figlds

Bytes | 1- v|
Pits | 1- v |
b | 1- v/

Command line

rwfilter Web traffic in-out_same ports-eugb.rwf --saddress=131.243_15_ 56 --dport=20,3080, 443
—-—proto=& —--pass=3Foukbput

hame | Untitled Refinement |

[ Cancel ] [ Fun Analysis ]
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Let’s look at this computer (131.243.15.56) in more detail.  First we’ll specify that we only want flows involving TCP, since HTTP and HTTPS both rely on this protocol.


@ Running rwfilter drilldown

Basic Filter Options | Other Filter Options |

IF Addresses and Ports Apply & Prefix Map

Filker based on source and destination

Source File | (Choose & prefix map) |
P [ 131,243,155 | | clear | | choose.. |

P Set | (Choose & set) |

saddress | |

daddress | |
Port | 0-65535 v
Destination
IP | WL | Counkry Codes
P Set | (Chooze & zet) | Source | b |
Clear Dest | v|
Part | 80,3080,443 v |

Command line

rwfilter Web traffic in-out_same ports-eugb.rwf --saddress=131.243_15_ 56 --dport=20,3080, 443
—-—proto=& —--pass=3Foukbput

Marme: | Top web su:uuru:e| |

[ Cancel ] [ Fun Analysis ]
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Then we specify that the source address is our top talker, and that s/he’s sending traffic to other computers on their WWW port.


M iSiLK 0.2.0 - Lab - ron@ron-virtual-machine:fhomefronfisilk-outputfLab-ry6p.isilk |Z||E|rz|

File Edit Tools Graph Wiew Help

L o 3

Cuery

e

Info Local Files Filker

= wl Lab

= g ‘Wieb traffic in-out same ports

4

A1 Flovws by source P

*

.0.0 0. 0.

Inig Staks Counk Sek
Top web source

ruwfilter --saddress=131.z243_15.586 —--dport=80,8030,443 —--proto=g&

--pass=Top_web_source-xzpp.rwf Web_traffic in-out_same ports-ycha.rwi

Remote file: sshiron-virtual-machinehometondsilk-outputil ab-ryBplizilkTop web source-xzpp et

0 records - not yvet downloaded - fhomeron/isilk-outputfLab-ryEp.isilkf Top_web_source-xzpp. rwk
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We got 0 flow records.  What happened?
This must be a server, not a client.  A server uses its own WWW port to talk to clients on their ephemeral ports, not their WWW ports.  Little surprise that this was our top talker.


@ Running rwfilter drilldown

Basic Filter Options | Other Filter Options |

IF Addresses and Ports Apply & Prefix Map

Filker based on source and destination

Source File | (Choose & prefix map) |
IP | KK | [ Clear ] [ Choose... ]

P Set | (Choose & set) |

saddress |

daddress | |
Port | 0-65535 v
Destination
IP | WL | Counkry Codes
P Set | (Chooze & zet) | Source | b |
Clear Dest | v|
Part | 80,3080,443 v |

Command line

rwfilter Web traffic in-out_same ports-yeha. rwf --dport=20,2080, 443 --proto=6 —--pass=§foutput

hame | “Web client o server

[ Cancel ] [ Fun Analysis ]
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Presentation Notes
We don’t have to start all over.  We can refine the first results that we got that contained all WWW traffic.  We’ll just look for flows whose destinations have WWW ports; that is, the destinations are servers, so the sources must be clients.


M iSiLK 0.2.0 - Lab - ron@ron-virtual-machine:fhomefronfisilk-outputfLab-ry6p.isilk
File Edit Tools Graph Wiew Help

Q. 0 L .0.00.0.

Query Info Local Files Filter IInig Stats Zount Set

= wl Lab
= g ‘Wieb traffic in-out same ports
A1 Flovws by source P

Web client to server

rwfilter --dport=580,8080,443 —-proto=& —--pass=lleb_client to_server—-fvua. rwi
Web traffic_in-out_same ports-woha.rwi

_f Top weh source

Remote file: ssh iron-virual-machinehometondsilk-outputil ab-ryBpizilkitvielh client to server-fyus rawt

£

94,301 records - nok vet downloaded - fhomeron/isilk-oukputfLab-ryap isilk/Web_client_ta_server-Fyua, rwf
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Presentation Notes
Here we see that we’ve refined the original results “Web traffic in-out same ports”, not the “Top web source” results.
We got 94,301 flow records.


x]

Running raunig

Count by Molume Fields

Source IP {sip) [ ]Bytes

[ ]3ource Country (scc) [ ]Packets

[ ]5ource Port (sport)

[ ] Destination I {dip} [ Unigue Source IPs

[ ] Destination Country {dec) [ ] Unigue Destination IPs

[ ] Destination Port {dpart)
[ ]Protacal (prata)

[ ]5ensor {sensor)

[ ]Mext Hop IF inhip)

Apply a prefix map

| [Chooze a prefix mag) |

ryvanig Web client to_server-fvua.rwf --fields=sip
——output-path=foutput --flows

Marme | web clients |

[ Cancel ] [Run .ﬁ.nal';.fsis]
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Presentation Notes
Let’s use the Uniq tool again, once more asking for the number of flow records for each unique source address (now the client address).


Bl iSiLK 0.2.0 - Lab - ron@ron-virtual-machine:fhome/ronfisilk-output/fLab-ry6p.isilk Z

File Edit Tools Graph  Wiew Help

o B8 o ,

=1

L v L
ety Info Local Files
e Lahk .
= N Web clients
= g Wb traffic in-out zame partz
rianig Web client to server-fvaa. rwf —-fields==sip --oubtput-path=Weh clients-Egll.asc
A1 Floves by source P ——floms - - = -

_f Top weh source
[= _f Wieh client to server

; Wik clients
< |

Remote file: sshoiron-vidual-machinetometondsilk-output L ab-ryEpisikitvel clients-2901 asc

?

1,890 records - not wet downloaded - fhome/ron/isill-output/Lab-rvép. isilkWeb_dients-Sg01 . asc
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Presentation Notes
We found 1,890 web clients.


Bl iSiLK 0.2.0 - Lab - ron@ron-virtual-machine:fhome/ronfisilk-output/fLab-ry6p.isilk

File Edit Tools Graph  Wiew Help

o B8 o ,

B=1ES

L v L
ety Info Local Files
e Lahk .
= N Web clients
= g Wb traffic in-out zame partz
rianig Web client to server-fvaa. rwf —-fields==sip --oubtput-path=Weh clients-Egll.asc
A1 Floves by source P ——floms - - = -

_f Top weh source
[= _f Wieh client to server

Web clients

< |

Remote file: sshoiron-vidual-machinetometondsilk-output L ab-ryEpisikitvel clients-2901 asc

?

1,890 records - not wet downloaded - fhome/ron/isill-output/Lab-rvép. isilkWeb_dients-Sg01 . asc
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Presentation Notes
Let’s click on the filename for the results.  The results of the Uniq tool are found in an ASCII text file, not a raw (binary) flow file.


M iSiLK 0.2.0 - Lab - ron@ron-virtual-machine:fhomefronfisilk-outputfLab-ry6p.isilk

File Edit Tools Graph Wiew Help
n L o i X L T T v W
Query Info Local Files Excel Cuick Graph
S W Lab Web clients
=g Wehtraffic in-out zame ports ] . ] ] ]
rinanig Web client to server—fvuaa. rwf —-fields=sip --output-path=Webh clients-Lgll.asc
Al Flowes by source [P ——flows - - = -
: i Top web source ) . o N .
s ] Local file: CODocuments and Settings'l serihy DocumentslisilkLab-ryEpizikivebh clients-5001 asc
= & wieh cliert to server
\Web clients
# sip records S
] S2.3.250.2 5 0
1 59.79.251.254 4
2 131.243.92.247 141
3 L6.96.15.108 2
4 208.758.202.125 9
5 125.3.211.2:29 4
£ L6.96.15.127 39
7 128.3.45.232 254
g 131.243.93.18 7
= 160,131.231.235 3
10 131.243.203.159 4
11 131.243.94,180 36
1z 131.243.155.24 33
13 131.243.219.196 1
14 151.68.53.231 1
15 L59.79.251,253 5
16 59.79.251.1 =
17 131.243.92.99 1
1s 128.3.112.153 2
19 145.92.15. 67 7
F | % 20 136.176.162.1589 3 Z
= = i | 424 oA H40  —o [=1r]
1,890 records - CiiDocuments and SettingsiUseriMy DocumentstisilkiLab-ryap.isiklweb_clients-5g01 . asc
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Presentation Notes
Once again, here are the selected hosts in the order in which they were uncovered in the data.


M iSiLK 0.2.0 - Lab - ron@ron-virtual-machine:fhomefronfisilk-outputfLab-ry6p.isilk

File Edit

Taools

Graph  Wiew Help

n L o i X L T T v W
Query Info Local Files Excel Cuick Graph
S W Lab Web clients
=g Wehtraffic in-out zame ports ] . ] ] ]
rinanig Web client to server—fvuaa. rwf —-fields=sip --output-path=Webh clients-Lgll.asc
Al Flowes by source [P ——flows - - = -
: i Top web source ) . o N .
s ] Local file: CODocuments and Settings'l serihy DocumentslisilkLab-ryEpizikivebh clients-5001 asc
= & wieh cliert to server
A Web clients
- # sip records &
125 125.3.164.135 G, 605
3g8 125.3.45.71 S,041
1472 125.3.164,.2:29 3,574
717 131.243.125.40 3,140
1755 125.3.96.153 3,105
200 131.243.93.121 1,757
7o 145,240,109, 182 1,673
544 125.3.255.49 1,429
1517 131.243.219.40 1,154
1555 131.243.141.808 1,077
8591 131.243.141.208 Q52
1763 125.3.161.200 936
403 1258.3.78.233 g1z
1534 131.243.125.92 -
125 125.3.255.17 7o
550 131.243.219.202 637
145 125.3.45.38 a50
24 131.243.142.239 Tk 3
322 131.243.93.87 g17
243 131.243.12.210 611
F 8 1753 131.243.140.103 586
b = b e B | b Iy ] 1.4 e MR ] | el R
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Presentation Notes
Clicking on the “records” column heading sorts the entries by the number of flow records for each address.
Now our top talker is the client 128.3.164.135.


M iSiLK 0.2.0 - Lab - ron@ron-virtual-machine:fhomefronfisilk-outputfLab-ry6p.isilk

File Edit Taools

L o 3

Cuery

Graph  Wiew Help

e

Info Local Files

EI.....Lah
=8

‘Wieb traffic in-out same ports
Flowes by source [P
Top web source

i (i [

A Web clients

|

.0.0 0. 0.

Filter IInig Stats Zount Sk

Web client to ser

rwfilter --dport=580,8080,443 —-proto=& —--pass=lleb_client to_server—-fvua. rwi
Web traffic_in-out_same ports-woha.rwi

Remote file: ssh iron-virual-machinehometondsilk-outputil ab-ryBpizilkitvielh client to server-fyus rawt

|
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Presentation Notes
Let’s examine this client in some detail.  We can search the smaller results “Web client to server” instead of larger results “Web traffic in-out same ports” or the repository.  We’ll refine our results with the Filter tool.


@ Running rwfilter drilldown

Basic Filter Options | Other Filter Options |

IF Addresses and Ports Apply & Prefix Map
Filker based on source and destination

Source File | (Choose & prefix map) |

sl

| 128,3.164.135 | | clear | | choose.. |

P Set | (Choose & set) |

saddress | |

daddress | |
Port | 0-65535 v
Destination
IP |><.x.><.>< | Counkry Codes
P Set |(Chu:ucuseasetj | Source | V’|
Clear Dest | v|

Port

Command line

rwfilter Web client to_serwver—fvua.rwf --saddress=1228.3_164_ 135 --pass=§output

hame | Top client |

[ Cancel ] [ Fun Analysis ]
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Presentation Notes
We set the source address to the client that we’re interested in.  It’s not necessary to specify WWW ports for the destination since the that’s all there is in the “Web client to server” results file.  Not specifying redundant information lightens the load on the SiLK server.


Bl iSiLK 0.2.0 - Lab - ron@ron-virtual-machine: fhome/ronfisilk-outputfLab-ry6p.isilk
File Edit Tools Graph Wiew Help

o 3 0 L 8. 0.0 6. 8.

QUety Info Local Files Filker Inig Skats Count Set

= el Lak
= g Wb traffic in-out =ame ports
A1 Flovwes by zource IP

Top client

ruwfilter --saddress=122.2_ 164 1235 --pass=Top_client-bicb.rwf Web client to_serwver-frua. rvf

Remote file: zsh fron-virtual-machinetometonisilk-outputil ab-ryEpizilkTop client-bigkbh et

_f Top weh source
= _f Wb client to server
a weh clients
gf Top client
p | »

6,605 records - not vet downloaded - fhomeronfisilk-output/Lab-ryép.isilk/ Top_dient-bjgb, rwf
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Presentation Notes
We found 6,605 flows from our top-talking client to web servers.


Bl iSiLK 0.2.0 - Lab - ron@ron-virtual-machine: fhome/ronfisilk-outputfLab-ry6p.isilk
File Edit Tools Graph Wiew Help

o 3 0 L 8. 0.0 6. 8.

QUety Info Local Files Filker Iniq Skats Count Set

= el Lak
= g Wb traffic in-out =ame ports
A1 Flovwes by zource IP

Top client Uniig

ruwfilter --saddress=122.2_ 164 1235 --pass=Top_client-bicb.rwf Web client to_serwver-frua. rvf

Remote file: zsh fron-virtual-machinetometonisilk-outputil ab-ryEpizilkTop client-bigkbh et

_f Top weh source

[= _f Wigh client to server
An wWeb clients

gf Top client

[
|

CERT ‘ % Software Engineering Institute | CarnegieMellon 50


Presenter
Presentation Notes
Let’s use the Uniq tool to see who those servers are, and how much traffic went to each.


Running raunig

Count by Molume Fields

[ ]5ource IP {sip) [ ]Bytes

[ ]3ource Country (scc) [ ]Packets

[ ]5ource Port (sport) Flow Records
Destination IF {dip) [ Unigue Source IPs

[ ] Destination Country {dec) [ ] Unigue Destination IPs

[ ] Destination Port {dpart)
[ ]Protacal (prata)

[ ]5ensor {sensor)

[ ]Mext Hop IF inhip)

Apply a prefix map

| [Chooze a prefix mag) |

rvanig Top client-bjeb.rwi --fields=dip --output-path=joutput --flows

Matmne | Top client_s servers |

[ Cancel ] [Run .ﬁ.nal';.fsis]

x]
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Presentation Notes
This time we want to count the flow records of the DESTINATION addresses.


Bl iSiLK 0.2.0 - Lab - ron@ron-virtual-machine: fhome/ronfisilk-outputfLab-ry6p.isilk

File Edit Tools Graph Wiew Help

Q. 0 L . 8. . 8.

QUety Info Local Files
Lak .
= o Top client s servers

= g \Wieh traffic in-out same ports
1 F b P rranig Top client-bicb.rwi --fields=dip --output-path=Top client s servers-pdre.asc —-flows
E! oS by SOUFCE
_f Top web source Remote file: ssh fron-virtual-machinemomefrandisik-outputil ab-ryBpisikTop client = servers-pdre.asc

= _f Wb client to server
A1 Web clients
= K Top client

uJ

53 records - not yet downloaded - fhomejronfisilk-outputfLab-rvap.isilk) Top_dient_s_servers-pdre, asc
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We found 58 servers.  Let’s click on the resultant ASCII text file’s name to see the data.


Bl iSiLK 0.2.0 - Lab - ron@ron-virtual-machine: fhome/ronfisilk-outputfLab-ry6p.isilk

File Edit Tools Graph Wiew Help

T o i b bl v bl

QUety Cancel Info Local Files

Lak .
= o Top client s servers
= g \Wieh traffic in-out same ports
1 F b P rranig Top client-bicb.rwi --fields=dip --output-path=Top client s servers-pdre.asc —-flows
E! oS by SOUFCE
_f Top weh source Copying asci file: O of 1,652 bytes copied
= _f Wb client to server
A1 Web clients
= K Top client

S5

53 records - not yet downloaded - fhomejronfisilk-outputfLab-rvap.isilk) Top_dient_s_servers-pdre, asc
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Presenter
Presentation Notes
This takes some time, so a progress thermometer bar is displayed, and a Stop/Cancel button is made available in case we don’t want to wait.


Bl iSiLK 0.2.0 - Lab - ron@ron-virtual-machine: fhome/ronfisilk-outputfLab-ry6p.isilk

File Edit Tools Graph Wiew Help
Q L o i x L4 L L v E
QUety Info Local Files Excel CQuick Graph
. N Top client s servers
= & Web traffic in-out =ame ports . ] ] ] ] .
L s by s E rranig Top client-bicb.rwi --fields=dip --output-path=Top client s servers-pdre.asc —-flows
_f Top web source Loacal file: C'Documerts and Seftingslseriby Documertshisilk'lab-ryBpuisikiTop client = servers-pdre.asc
= _f Wb client to server
4wk clients # dip records e
= f Top cliert ] 125.3.2.88 17
i 1 128.3.2.67 4,139
2 128.3.78.176 2
3 131.243.26.16 2 3
4 131.2453.219,.212 2
5 128.3.236.203 3
3 192 .41.220.150 1
7 131.243.75.56 7
S 128.3.191.54 10
= 131.243.143.32 2
10 131.243.33.3 &05
11 128.3.190.145 11
1z 128.3.158.130 7
13 131.243.90.12 2
14 128.55.198.180 1,260
& 5 15 131.243.589.50 1 3
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Here are the servers in the order in which they were identified.


Bl iSiLK 0.2.0 - Lab - ron@ron-virtual-machine: fhome/ronfisilk-outputfLab-ry6p.isilk

File Edit Tools Graph Wiew Help
Q L o i x L4 L L v E
QUety Info Local Files Excel CQuick Graph
e Lak .
o Top client s servers
= 5 Wieb traffic in-out same ports . ] ] ] ] .
L s by s E rranig Top client-bicb.rwi --fields=dip --output-path=Top client s servers-pdre.asc —-flows
_f Top web source Loacal file: C'Documerts and Seftingslseriby Documertshisilk'lab-ryBpuisikiTop client = servers-pdre.asc
= _f Wb client to server
4wk clients # dip records i e
= € Top client 1 128.3.2.67 4,189
8 Top cliert s servers 14 128.55.198.180 1,260
= 10 131.243.33.3 &05
25 131.243.205.31 150 )
28 1531.2453.101.105 a7
30 131.243.199,192 G2
20 131.243.181.108 ia
o 128.3.2.858 17
45 131.2493.60.244 11
11 1z28.3.190.148 11
L3 128.3.183.49 10
S 128.3.191.54 10
57 128.3.2.51 9
44 131.243.61.48 a8
42 131.243.142.104 a8
& 5 39 128.55.216.54 = 3
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Presentation Notes
Clicking on the “records” column heading sorts the data according to the number of flow records per address.
Let’s look at this client from another angle.  WHEN was this client the busiest with the Web?


Bl iSiLK 0.2.0 - Lab - ron@ron-virtual-machine: fhome/ronfisilk-outputfLab-ry6p.isilk

File Edit Tools Graph Wiew Help

o 3 0 L 8. 0.0 6. 8.

QUety Info Local Files Filker Inig Skats Count Set
Lak .
= o Top client Count
= g \Wieh traffic in-out same ports
1 F b P ruwfilter --saddress=122.2_ 164 135 --pass=Top_client-bicb.rwf Web client to_serwver-frua. rvf
E! oS by SOUFCE
_f Top web source Remote file: ssh iron-virtual-machinemometondisik-outputil ab-ryEp.isilkiTop cliert-bjgk ot
= _f Wb client to server
A1 Web clients
= j Top client
A0 Top cliert s servers
2 X
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Presentation Notes
Using the Count tool, we can create a time-series according to some measure that we choose from the available data.
Let’s examine the number of flows in each time interval of one hour (3600 seconds).


Running mrwcount

Bin Size |

rwcount Top_client-bjcb.rwi
—-bin-si=ze=3&00
——output-path=% output

Mame | Top client time-series |

[ Cancel ] [ Fun Analysis l

ool (%)
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Presentation Notes
The Bin size is the time interval measured in seconds.  One hour is 3600 seconds.
We apply this tool to the “Top client” results.


Bl iSiLK 0.2.0 - Lab - ron@ron-virtual-machine:fhome/ronfisilk-outputfLab-ryép.isilk Z E|r‘>__(|

File Edit Tools Graph Wiew Help

Q. o L . 8. -y

CIUery Info Local Files

e Lahk
= g Web traffic in-out zame ports
A1 Floves by zource P

Top client time-series

rrrcount Top cliemt-bicb.rwf --bin-size=3c00 --output-path=Top client time-series-nconf. asc

Remote file: zshoiron-virual-machinehometonizilk-output Lab-rvEp sk Top client  time-zeries-ncnd.asc

_f Top weh source
[= _f Wieh client to server
Wigh clierts
Top client

i [

=

A1 Top cliert = zervers
£ 28 Top client time-s
£ I

28 recaords - not et downloaded - fhomejronfisik-outputfLab-ryap.isik) Top_client__time-series-ncng, asc
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Presentation Notes
We got 28 bins or time intervals.  The first and last bins may not be for whole hours, and are frequently only for second or two.
Clicking on the new results file’s name will display the data.


E M iSiLK 0.2.0 - Lab - ron@ron-virtual-machine:fhomefronfisilk-outputfLab-ry6p.isilk

File Edit

O

Cuery
[ — Lak

=8

<

Tools Graph  Miew Help

: o

Info Local Files Excel Cuick Graph

Web traffic in-out same ports

Top web source

i (i [

A Web clients
j Top client

m

Flowys by source [P

Web client to server

A0 Top client = servers

2L Top client time-series

*

= .8 . 8.

Top client time-series

ruwcount Top client-bjcb.rwf —--bin-sizme=3600 --output-path=Top client time-series-ncnf.asc

Laocal file: ChDocumerts and Seftings' seribly DocumentsiisikiLab-rvEpisilki\Top cliert  time-seties-nocnd asc

H

date records bytes packets

Z004/12/16TO0:00:00 6,507 5,024,830 125,233
Z004/12/16T0O1:00:00 ] ] ]
2004/12/16TO2:00: 00
2004/12/16T0O3:00:00
2004/ 12/16T0O4:00:00
Z004/12/16T0O5:00:00
2004/12/16TO6:00: 00
2004/12/16TO7Y:00:00
2004/ 12/16TO5:00:00
S Z004/12/16T0O9:00:00
10 2004/12/16T10:00:00
11 2004/12/16T11:00:00
1z 2004/ 12/16T1Z:00:00
13 2004/ 12/16T13:00:00
14 2004/12/16T14:00:00
15 2004/12/16T15:00:00
16 zZ004/12/16T16:00:00
17 2004/ 12/16T17:00:00
15 2004/12/16T15:00:00
19 2004/12/16T19:00:00
20 zZ0O04/1z2/16TZ0:00:00
21 zZ004/12/16T21:00:00
2z 2004 1z/16TzZ2:00:00
23 2004/12/16T23:00:00
24 zZ004/12/17TO0:00:00

- N LE = O

[0 I R T o o e e e e e e e I e e e e e e e
Lo e o |
o T Y o Y e e e e s s s e e e e e o

25 Z004/12/17TO1:00:00 ]
26 2004 1z/17TOZ:00:00 & 33,639 3939
27 2004/12/17TO3:00:00 3 20,487 259

28 records - CHiDocuments and SettingsiUser My DocumentshisikdLab-ry6Ep.isiki Top_client__time-series-ncnig, asc
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Presenter
Presentation Notes
There was no data after hour 03 on the 17th, so iSiLK didn’t produce bins for those hours. That’s why there’s 28 bins and not 48.
The Count tool produces the number of flow records, packets, and bytes for each time interval.  By any of these measures, hour 00 on the 16th is the busiest hour by far.


E M iSiLK 0.2.0 - Lab - ron@ron-virtual-machine:fhomefronfisilk-outputfLab-ry6p.isilk

File Edit

O

Cuery
[ — Lak

=8

Tools Graph  Miew Help

, O L
Local Files Excel Cuick Graph

Web traffic in-out same ports

Top web source

i (i [

j Top client

m

A0 Top client = servers
2L Top client time-series

Flowys by source [P

Web client to server
A Web clients

= .8 . 8.

Top client time-series

ruwcount Top client-bjcb.rwf —--bin-sizme=3600 --output-path=Top client time-series-ncnf.asc

Laocal file: ChDocumerts and Seftings' seribly DocumentsiisikiLab-rvEpisilki\Top cliert  time-seties-nocnd asc

H

date records bytes packets

Z004/12/16TO0:00:00 6,507 5,024,830 125,233
Z004/12/16T0O1:00:00 ] ] ]
2004/12/16TO2:00: 00
2004/12/16T0O3:00:00
2004/ 12/16T0O4:00:00
Z004/12/16T0O5:00:00
2004/12/16TO6:00: 00
2004/12/16TO7Y:00:00
2004/ 12/16TO5:00:00
S Z004/12/16T0O9:00:00
10 2004/12/16T10:00:00
11 2004/12/16T11:00:00
1z 2004/ 12/16T1Z:00:00
13 2004/ 12/16T13:00:00
14 2004/12/16T14:00:00
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Presentation Notes
Clicking on Quick Graph will display a graph of this data easily.
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Presentation Notes
The Quick Graph tool created three graphs: by bytes, packets, and flow records.  The first interval had the most bytes.  You can see a very short bar at the next-to-last interval.
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Measured by flow records, you can now see very short bars in the last two intervals.


Labs
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Contact Information

Ron Bandes, rbandes@cert.org

Software Engineering Institute
Carnegie Mellon University
Pittsburgh, PA
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