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* QoSient - Research and Development Company
— Naval Research Laboratory (NRL), GIG-EF, JCTD-LD, DISA, DoD
Network Performance and Security Research

* Inventor/Developer Argus http://qosient.com/argus

* FBI/CALEA Data Wire-Tapping Working Group

* QoS/Security Network Management - Nortel/Bay
* Security Product Manager — FORE Systems
 CMU/SEI CERT

— Network Intrusion Research and Analysis
— NAP Site Security Policy Development
— Network Security Incident Coordinator

* NFSnet Core Administrator (SURAnNet)

* Standards Efforts
— Editor of ATM Forum Security Signaling Standards
— |IETFWorking Group(s) Contributor
— Internet2 Security WG
— NANOG
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FloCon 2010 Flow Innovation

This year's conference will focus on flow data
analysis within the context of other data sources.
Presenters are encouraged to consider how flow is
a piece of the puzzle.

Which Puzzle!?

® Cyber-Situational Awareness and Network Defense (CND)

® Near real-time awareness of threats, status, and performance, with
awareness of external attacks and insider abuse/misuse.

® Assured Enterprise Management and Control

® Critical infrastructure must operate as intended, with
-7

management, control and information assured.
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Cyber-Situational Awareness

Level | SA - Perception

e The perception of elements in the environment within a
volume of time and space

* Involves timely sensing, data generation, distribution,
collection, combination, filtering, enhancement,
processing, storage, retention and access.

Level 2 SA - Comprehension

e Understanding significance of perceived elements in
relation to relevant goals and objectives.

e |nvolves integration, correlation, knowledge generation.

Level 3 SA - Projection of Future Status

Endsley, M. R. (1995b). Toward a theory of situation awareness in dynamic systems. Human Factors 37(1), 32-64.
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Model of Situational Awareness in

Dynamic Decision Making

« System Capability
« Interface Design

« Stress & Workload

« Complexity

« Automation
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Model of Situational Awareness in
Dynamic Decision Making
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Who/VWhat/VWhen/ Where

Sometimes, ‘Where’ is the only criteria for
comprehending that there is a problem.

Data isn’t suppose to be coming from there.

Data isn’t suppose to be going that way.
Data should to be coming from there but .......
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VWho/VWhat/VWhen/ Where

® GeoSpatial Information

® Association with geographic information, GIS and Geomatics.
® Geolocation
® |dentification of ‘real-world’ geographic location information
®  Generally IP Address, MAC, RFID, Triangulation Based (rarely GPS based).
® Time Zone, Country Codes, Region, City, Postal/Zip Codes, Lat/Lon
°

Commercial/Open Source Data Sources
° Regional Internet Registries
° ISP Provided Information

® Used primarily for Marketing and Directed Advertisement.
° Appllcatlons to E commerce are emerglng (taxatlon)
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ere is QoSient.com!?
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Where is QoSient.com!?
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Where is QoSient.com!?
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is QoSient.com!?

Where
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Network Path Information?
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VWho/VWhat/VWhen/ Where

® |ssues using geospatial information and flow data
® There is no GeoSpatial Information in data packets

® Most network flow data must be enhanced external to sensor

® Flow data enhancement during/after data collection or distribution

® No relational algebraic constraints on geospatial identifiers

® |P addresses are not globally unique.
2B Address i Geolocatlon mapln s are not formall ‘manag ed'/_malntalned ﬁ
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Where

® Argus geospatial support

® Flow Data Semantic Enhancement
® radium() - collection based enhancement
® ralabel() - post collection enhancement

® metadata insertion strategy

® saddr:lat=42.246532,lon=18.345261
® geospatial information embedded in each record

® direct GPS data insertion when available

® Support for printing, graphing, filtering, aggregation, and
anonymization.

® aniso lat/lon aggregation generates bounding box

® |at/lon anonymization

® constant offset projected onto either poles or _shw
ocean/land boundaries :
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China Syndrome

® But not all is as it appears to be.

® QoSient.com constantly scanned by IP addresses from CN
Using ARIN databases for country codes.
® Not a bother at all really.

® One flow presented with estimated hop-count of 4 hops
® Argus uses TTL to estimate hops (nearest 2"x - observed TTL).

® Modified ping to source yielded RTT of less than 5 mSecs
® Speed of light distance is 465.71 miles one-way.
° Network distance estlmates usually put 5 mSecs close O 20 miles.
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Where

® How Do You Detect This?

® Geospatial /Netspatial Incongruity
® Network Distance Estimation and Correlation

® Service Discovery, Service Usage Optimization, Group
Join Optimizations, Shortest Path Routing

® Methods

® Global Network Positioning (GNP and NPS), CDN (Akamai),
Internet Iso-bar, Internet Distance Maps (IDMaps),Vivaldi, Dynamic

Distance Maps (DDM), RON, Landmark Clustering, Dynamic
Landmark Triangles, Netvigator

® All Network Distance Estimation Methods use simple
active RTT metrics such as ping() and traceroute(),

differentiations involve sampling strategies and statistical
analysis.
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Need For Active Elements?

® Timeliness of Determination/Validation

® See a packet from some interesting |IP address
Need to timely propagate the perception of address

o
® Make GeoSpatial assessment

® Decide to make some form of network estimation
® Schedule ping/traceroute/probe....

® Flow sensors passively capturing network
distance estimation metrics

® Bi-directional flow monitors
® Capture RTT regardless of protocol type
® P|-P2 flow tracking captures traceroute information

® Billions of Location Metrics Per Day
® 8-10K Host Associations Per Work Group
® 25% Infrequent, 35% Transient, 40% Persistent
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Geo/NetSpatial Correlation

® Network Distance Estimation Accuracy
® |arge samples generate good results
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Multi-Point Monitoring

JCTD-LD Multipoint Flow Data Monitoring

Large Data Joint Command Technical Demonstration
Naval Research Laboratory
Oct 18, 2007 12:04:55 EDT
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MultiProbe Correlation

® | ook for flows at multiple points

e Differential analysis
® One-way delay
® | oss statistics

® Path assurance

° Sensor placement prowdes utlllty
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GeoSpatial Situational Awareness System

Mixed Black-box White-box Approach
Local Area Network Implementation

White/Visible Node

Black/Non-Visible Node

Comprehensive Flow IS

Flow Data Generation

Data Plane

Situational Awareness Data
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Threat Distance Assessment

802.11 a/b/g/n
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Threat Distance Assessment

B 802.11 a/b/g/n
B Bluetooth

® Attack distances can be
a matter of inches
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Threat Distance Assessment

802.11 a/b/g/n
B Bluetooth

® Attack distances can be
a matter of inches

® Attack positioning can be
rather surprising
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Now Inches are Important

® How do we get the sensitivity!?

® Flow Data Generation in End Systems
® Very dynamic situation
® Commercial GPS is not accurate enough
® Predominately an indoor problem
® Unfortunately, the end system may not be cooperative

® Flow Data Generation in Wireless Routers
® Need to perform triangulation for 3D space

® May require 4 signal strength values for complete
discrimination.

® Fuse signal strength information

® Average/max/min receive signal strength vector over life of the flow.
® Provide result of triangulation computations
® Correlate with signal strength of 802.11 abgn beacon information
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Conclusions

® Network flow data is a/the primary forensics
and security data source for many large scale

Security systems.

® Fusion of non-packet derived information and
flow data can be a very very nice thing.

® Some data requirements do exist
® Time synchronization is critical

® Semantic similarity
® Relational algebraic constraints exist

® Flow data / flow data fusion is a big deal.

' Lots of work to be done in this area!!!
aU
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