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Investigative Goals

• Hypothesis:  Remote attackers were not 
targeting point of sale (POS) system 
software, rather POS system 
compromises are a result of insecure 
deployment of the underlying operating 
system by automated scanning and 
vulnerability exploitation



Deployment Methodology
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Data Analysis
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Data Analysis
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Data Analysis
• Association rules

– Clustering
• T:  Number of virtual POS systems with connection 

attempts from a single source
• ni:  Number of packets from a source to a virtual 

POS system
• N:  Total number of packets from a source to all 

three POS systems
• N=∑ ni

Support(R) = # connections (POS system A, B, and C)
#connections

Data analysis methodology from 
F. Pouget and M. Dacier. “Honeypot Based Forensics.” 



Data Analysis
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Data Analysis
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Data Analysis

• Edit Distance Analysis
– Extract TCP payloads 

from previous identified 
cluster members

– Compare packets from 
each IP address 
against all others 
identified through 
clustering
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Data Analysis
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Data Analysis
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Data Analysis
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Visualization methodology from Greg Conti’s.  “Security Data Visualization.”



Data Analysis

Source 
IP

TCP 
Source 
Port

TCP 
Destinatio
n Port

Source 
IP

TCP Destination 
Port



Data Analysis

• The TCP outlier is 
associated with 
browsing public web 
site to ensure 
connectivity

• Uniform length of 
packets



Data Analysis
TCP Packet Tree Map UDP Packet Tree Map



Data Analysis

• Examination of the UDP packets identified 
in the previous tree map revealed them to 
be spam targeting messenger applications



Findings

• Automated scanning of select set of ports
• Multiple exploits targeting multiple OS’s

from single source IP address
• Attackers not aware compromised system 

is a POS system until after compromise 
and exploit  

• Insecure installation of operating system 
and applications lead to compromise
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