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OVERALL RESULTS

E-Crime Watch Survey: 2005

Field Dates: 3/3/05 — 3/14/05
Total completed surveys: 819
Margin of Error: +/- 3.4%

NOTE TO EDITOR
For the purpose of this survey, electronic crime, intrusion, insider and outsider are defined as follows:

= Electronic Crime: Any criminal violation in which a computer or electronic media is used in the commission of
that crime.

= Intrusion: A specific incident or event perpetrated via computer that targeted or affected an organization's data,
systems, reputation or involved other criminal behavior.

= Insider: Current or former employee or contractor.

= Qutsider: Non-employee or non-contractor.

The results comprised within this document represent an overview of findings. The survey was conducted online
and designed to skip questions that were not relevant or to ask follow-up questions based on previous responses.

Please note that prompts were provided to remind respondents of previous answers. Please do not assume
guestions as laid out in this document are presented exactly as respondents viewed them online.
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SECTION ONE: RESPONDENT PROFILE

1) In which category does your organization fall?

g EAVZ= N (S IE=Y =101 (0] S 62%
(€T )71 ¢ 11 1= 0| PPN 23%
[T 0 (0] (o= 0 g LT 1A md (o TX=o U (o] SRR 14%

2) Are you, your organization or another individual at your organization currently a member of a United States
Secret Service Electronic Crimes Task Force (ECTF) or Working Group (ECWG)?

R 0= 33%
1o JR T 52%
(Do) g A 101N /A (] A= U] (T 15%

3) To which of the following Electronic Crimes Task Force (ECTF) or Working Group (ECWG) do you belong to?
(Base: 267 — ECTF or ECWG members only)

ST T = g o1 o o SRR TPPP 18%
L4 31 To7= o o 0SSR 13%
NEW YOTK. ..o 13%
LOS ANQJEIES ...ttt h b oo b oo b et e e e n b e e b e e e e e b e e e e e nre e e e e e 11%
0 1S (o) o SRS 6%
101 0 F- T (o] 1 (= TR PT RO UPUPPPRTP 6%
(D= | = ST URPPTPP 6%
VY= TS a1 o] (o] o N I 1 O PO PTRT T 6%
L3111 T | T 1o TP EEPP 5%
L@ oY1 =T o To PRSPPI 5%
(= ES I V=T o T L S PSSP PPP PRSPPI 4%
1= T T PR 3%
L@ 11 =1 oo o T PRSP 3%
L@ F= T To] a g =T @1 4V 1T PSSR 2%
L 011 F=To =1 o] o - T O PSP OU PP PP 1%
[ (003 (0] o PSRN <1%
T gL aT=T=T o Lo ] O TP PR PTPPP <1%

4) Please indicate the critical infrastructure sector to which your organization belongs:

LCT0A L CTy o1 0 1T oL TP P PP PP PR PRPRPRPRRRN 25%
Information & TeleCOMMUNICALIONS ........vuiieiiiiiie ittt et e st et e e st e e s bb e e e e s snbb e e e s snbaeeesnseneeesnneeeas 18%
[T gL To TR T = g T P ERPP 14%
L0 o] ol 1T 11 o PR 5%
DefeNSE INAUSEITAI BASE......ciiiiiiiii ittt ettt saa bt e e s ans bt e e e ensbe e e s anbbe e e s annbeeeeenees 4%
EMEIGEINCY SEIVICES ...eeiiiiie i i ittt e e e et e ee ettt e e e e e s et eteeeeesas s et teeeeaeeasaassteteeeeeeeaesanstateeeeaeeanssnbnnneeaeesannnnnrnees 4%
LT g 1] 4= 11T ] o F PP PP OT PR OTPPPPUPPPRP 3%
LT (o PP TP PR RPPRR PP 2%
OO .. 2%
Chemical Industry and Hazardous MaterIalS ..........ooiuuuiiiiiiie ittt a e e e e e 1%
[T e= L] 1o o[ T PO U PP RRPPP 1%
F o | (o101 U TP PTTT <1%
L= TP <1%
[N T 1= 1] ][ T= o L= P EEEP 20%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 2
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5) Which of the following best describes your organization's primary industry?

Law enforcement/security (NON-€MEIrJENCY SEIVICES) ....ccoiiiuurieiiieiaaeaaaitieeeeeee e e e e ainbbeeeeaae e s s e annbeeeeaaaeesaaneeeees 15%
INFOrMation & tEIECOMMUNICALIONS ... ...iiiiiieeiee et e et e e e e e e e e et e e e e e s e e e bbb s eeesesasbba e eseeeseesaabaananas 12%
BaANKING & FINANCE ... .uiiiiiii it e e s e et e e e e e e e s e sttt e e e e eaeeesassa e baaeeeaeessassasteeeeessassnbeaeeeeeessannnnrnens 11%
(€T 1V 1 10 11=] 0L S PPN 8%
[0 [ 1= 11 o] o 7%
[ =Tod 1o a1 To2 YA 1Y =Ted o1 0o (o | SRR 5%
[ L= 111 T OF= 5%
1T =T o S PRSP P PP PUPPP 4%
ST Y/ o] <Y 4%
TS0 1= [ 3%
Retail, CONSUMET PrOOUCES ... ..ttt e e oo e ettt et e e e e e s bbbt e et e e e e e s aanbbbbeeeaaeesaababeeeeaaeeesannnreees 3%
DEENSE INAUSTIHAI BASE ... .. cieeeeiiie ettt e et e e e et e e et e e e et e s e e aa e e s s aa s e s aba s e e saba e ssaaaeesntasss 2%
EMEIQEINCY SEIVICES ....eiiiiii ittt e ettt e e e oo oottt e e e e e s st bbbt et e e e e e e s nabebeeeeaaeeesaanbabeeeeae e e snbbeeeeaaeeesannnbeees 2%
RIS Vol oV LAY =T (o] o 0= o SRR 2%
I = L 010 1 2= 11 o] o USSR 2%
o (o 01 U= R 1%
(O 11T 1210 I 1%
(OF0] 015y 1 (U Toa 1 0] gV R ST I Ty = L < 1%
[ [<To3 (o 0111V 1%
{0070 1o [T 1%
(=TI 2 O 1| TR 1%
(ol b= Y0P o= UL (7= | T 1%
(Lo TS e= U= T (o IS 11 o] o] o [ OO PP URPP PP 1%
(R e V1 I (o Yo Lo Flo L1 1 TR 1%
ATV aT0] [S1Y= 11 1%
[ Eo P10 [ R Y PN (=T T= | <1%
Natural RESOUICES/MINING. ... uiiiiiiiie e ie et e e e e e e e e e e e e e st et e e e et eaeessaaateteeeeaeasssaassasaeeeeeeesasnnbeneeaeeessansrnrnnes <1%
AT L] R <1%
[ 1 T 9%

6) What is the total number of employees in your entire organization (please include all plants, divisions,
branches, parents and subsidiaries worldwide)?

O[O 000 o] g 1410 £= TSRS 8%
10,000 — 99,000 ... . 24%
1,000 — 9,900 ... i 31%
B00-990 ... iiiiiiiiiiie ittt et ttttttttt———a——————————————————————t—tta—ttttttt bttt te bttt bttt bttt bete by rntetererebabebebebeberebebararnres 8%
F00-499 ... i 13%
UNEN 100 ... 15%
DON'TKNOW <. 1%

7) Which of the following best describes your job title?

[S/IT/NEtWOIKING MENAGEIMENT ......iiiiiei ettt ettt e s bbbt e s aabe et e e s bb et e e abbe e e e ssbeeeannnneeesnnneeas 29%
SECUIMEY MANAGEIMENT .....eeteeeieeee ettt et e e e e ettt ettt e e e e e s ababeeeeaaaseaanbbeeeeeaaae e e s nnbebeeeeaaesesannbeseeesaesnnbnbeeeeaaeaeaanns 29%
NON-IT MANAGEIMENT ... ettt e e e e 11%
[ (T ol (o] (o1 =] 14 [=T 0| SO TSP PU PP PUPPPP 17%
(O 101 ST TP P P OU PR PURRPPRPPRN 14%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 3
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8) What was your organization’s approximate annual budget for information and corporate/physical security
products, systems, services and/or staff in 2004? Please break out for:

IT security spending (spending on hardware, software, services, staff for the specific use of protecting the
organization's electronic assets ONLY, i.e., firewalls, anti-virus, intrusion prevention systems, content filtering, etc.)

(@ VST 0O 110 4%
KO T To T a3 L IR I Y, 11T o TSR 5%
Y LT Lo AT S IR I 11T o TP 15%
B500,000 - FO909,000 ... ittt e ——eeeeeeee e ————eeeeteee——————eeeteettee i ———————aarea——— 4%
B250,000 - BA99,000 ... it e e eeeee e —eeeeetee————————aeeteetter i ——————aaarra—— 5%
BLO0,000 = B249,000 ... ettt e e e e et e —eeeeetee———————aeeteetter————————aara—— 10%
B50,000 - P09,000 ..ot et e e et e e e e ettt e eetet e eeee e —eeetaaae et aae———————_ 9%
LESS tha $50,000 .....oeeeeneeieeee et e e e et e et e e et e e e e et ee e e e ee e e e eeee et eeeee e eetat e eeeeae—eeeea et aaraas 18%
[70) 0 1 0 10 )T AT 30%

Corporate/Physical security spending (spending on hardware, software, services, staff for the specific use of
protecting the organization's physical assets ONLY, i.e., CCTV systems, locks, guard services, etc.)

(@ VST 3 0L O 1 11T 3%
KO 11T a3 L IR I, 11T o TSR 7%
B 1 MIION = $9.9 MIITION ..ottt ms s snsnnnsn e snnnnnnnnnnnnnnns 12%
B500,000 = BO09,090 ...t ————_—__________________________n_nnnnn]_nnnnnnnnnnnnnnnnnnnnnnnnnnnnrnnnnnrnnnnnnnnns 4%
B250,000 = BAO9,000 ...t ————_—___—______________________n_]n]_nnn_nnnnn_nnnnnnnnnnnnnnnnnnnnnrnnnnnrnnnrnnnnns 5%
BLO0,000 - B249,000 ... e et e e et eee e eeeet e eeee e —etetaaaeara e aae i —————— 7%
B50,000 - PO9,900 ...t et e e et eeeta e eet et eeee e ——eeta e ae et eaae i —————_ 8%
LESS tha $50,000 .....eeeeneeieeee et et e e e et e et e e et et e e e e et ee e e e ee e et e eee et e eeee e eetat e eeeeaeteeee i are—aaaraas 18%
[ L0 8 A 4T 1 36%

Converged security spending (spending on hardware, software, services, staff for the specific use of protecting the
organization's electronic AND physical assets, i.e., access control systems that control access to both physical and
IT assets, etc.)

(@ VT 0O Y, 111 o o PRSI 2%
O LT eI YT I I, 11 To ) o ISR 5%
3 R L To T AT Y TR TN 11T o OSSR 12%
B500,000 - BO99,000 ... .ttt e e e —eeeeet——— . —eeattettaa——eeettttta— . aeeeeeatrttataaaaerrreraan 4%
YA OO [0 JO Y Lo e TR L L TR 4%
OO0 [0 TO Iy e TR L L TR 6%
B50,000 - $99,9900 ... it e e e et e e e e ee—— . —eeattett——eeettetta——eaeeeatrrrar e aeaereaaraaa 7%
[Tt F= T 1o 0N 01 L R 18%
DONTKNOW ... 42%

9) What is the number of staff assigned to cyber crime investigations or forensics within your organization?

Full-time (Base = 142 — law enforcement/prosecutor sector/job title only)

[N\ Lo ] 1P 26%
L oottt e et e ettt eeeeeeeteeetaa—eeeeeeeeeettaaieeeeeteeeta—ateeetteetabaeeetetetataaaaaeeteeeaathiaeeaererrtnaaaearreens 20%
2 e eeeeee ettt eeeeieeeeeeeteteieieeesesssttsseeeeeesssstttteaieeeeestesttttiateeetttttata.aaeeetettta—ataaaeeettettatantaaetererrtaaaaaaaaerrens 18%
B ettt eeieeeeee ettt eeeeieeeeeeeteteieieeesesssttsseeeeeesssssttteeieteesstsstttieteeetteetttiaaeeetetttaataaaaaettettataataaetererrtanaaaaarrrens 6%
A e eeieeeeeeeeeieaeeeeeeteettttaaeeeeeestettt—ieeeeettetta——aieeetetettt—iaeeaettettaat aaaaettrttaraaaaeeeerrrraans 6%
LS 30 1110 (> 24%
1Y o 7
MEIAN ... 2

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 4
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Part-time (Base = 142 — law enforcement/prosecutor sector/job title only)

[0 1SR 58%
L oo 19%
PP PPPPRPPRPPRt 8%
K SR PPPPRPPRPRRt 3%
O PTPRPRRPRPRPRt 4%
L 1110 (RSP 8%
1Y == 1 o SRR 3
MEIAN ... -

10) What is the average time period between when a case is initiated to its referral for prosecution?
(Base = 142 — law enforcement/prosecutor sector/job title only)

LESS tNAN 5 WEEKS ....ccvteiiiiieiieeee ettt ettt e e e e e e et et ettt e e e e e e ee bt eeeeeeeee b bbbt e eeeeseasbaaaaaaeeeens 13%
D WEEKS — 12 WBEBKS. ..eeeeieiiiiiiiiiieieeeteeeeeeeeeee ettt aeae e aeaeteaeseaesasesasesebebebebebebsbebebebebebebebe b e bebabeesbeeeaebebebebebebebebebnrnres 46%
I3 WEEKS — 30 WEEKS... .o 21%
31 WEEKS — 52 WEEKS. ...eeeiiieiiiiiiiietiteeeeeeteeeeeeeseaeae s aeteseaeaeseaesesesassbebebsbebsaebebebebeeebebe b e be b abeesbebesesebebebebebnbebebnrnres 16%
OV 52 WEEKS ....coeeieiiiiiiieieie ettt eeae s aeaeseseseseseaesebebebebesebeaebebebe b s bs b e bebebeeebebeeebebebsbesesesebebebebebebebebebnrnres 4%

11) Which of the following factors contribute to significant time lags from the initiation of a case to its referral for
prosecution? (Base = 142 — law enforcement/prosecutor sector/job title only. Check all that apply.)

Volume of cases compared t0 trained INVESHIGAtOrS .......cooiiiiiiiiiie e 68%
Forensic procesSiNg DACKIOGS. .......oui et e e et a e e e b 56%
Dependencies on other iNVEeSHIgatiVe AQENCIES ...........ciiii it e e s e e e e e e e s nbeeeees 41%
(O 101 ST PO OPPTOURRPPRPTRN 16%

12) Considering your electronic crime related caseload only, in which five (5) areas would you say the majority of
your agency'’s time is spent? (Base = 142 — law enforcement/prosecutor sector/job title only. Check all that

apply.)

[l T8 o T 87%
To =101 (1Y a1 PSPPSR UP PRI 80%
104 011 (o l=>1qo] [o]1 7=\ i o o DT PR PT TR UPPPPPRTP 62%
[ g F= T IR T (=T= £ T 44%
Y014 QT 10 1T 0] T 26%
1] oY o (o I o o] o 1T Y ol 1 =PSRRI 24%
[ T 1T P SRPP 24%
[N =Yoo (o3 20%
Unauthorized information QISCIOSUIE .........uuuiiiiiiieiee e e e e e e et s e e e e e s e et s e e e s ereees bbb s eeesenes 16%
S o = T2 T =1 3= 1 PSSR 11%
(B LT =TI =T Y (o 11%
(@] ] 1o T =) A (] (o] o TR 7%

(@)1 1T TR 16%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 5



2005 E-Crime Watch Survey — Survey Results
Conducted by CSO magazine in cooperation with the U.S. Secret Service and CERT® Coordination Center

13) Considering your electronic crime related caseload only, in which ONE area would you say the MOST amount
of your agency’s time is spent? (Base = 142 — law enforcement/prosecutor sector/job title only)

[ 7= 11 [ 30%
L0 o110 I3t o] (0] =1 1o 1 o SRR SSRRR 28%
To 1= ) 120 {1 O PSEPP 18%
NS Yo T [T (U] o o 3%
[N =T o0 (o2 3%
T 0=] | EoTo (U Eo I o 0] o 1= Y ol 1 = SRR 2%
STk T (1= 00 T O TSP PP PUPPP 2%
[ g E= IR T =T= £ 2%
Unauthorized iNfOrMation QISCIOSUIE ........oceeeiiiiie ettt e e e e e et e e et e e e e st eese b e e e e saaeeessbaneereraass 1%
[ 1] a1 Vo PO PP RRPPTP 1%
(@] 11T g TS =) A (o] (o) o TR 1%
(@1 1= SRR 8%

14) Are you personally involved in any of the following at your organization? (Check all that apply)

Decisions regarding infOrmMation SECUILY .........ceciiiiiiiiiiiie e e e e e s e e e e e s e ensbaee e e e e s ennnnrnees 73%
Decisions regarding referral of potential electronic crime to law enforcement............ccccceevv i, 55%
Investigations or prosecution Of €lECIIONIC CHIME.........oiiuiiiii e 55%
Decisions regarding corporate/phySiCal SECUIILY .........c.oiuiiieiiiiiie et 49%
Audit reporting concerning fraud Or €leCIrONIC CHIMES ........ooiiiiiiiiiiiiie e 46%
NONE OF thE ADOVE ... ettt et e e e e e e s s e et be e e e s e abb b e e e e e e e e e e e nnneeees 6%

15) How knowledgeable do you consider yourself in understanding laws surrounding computer crimes?
(Scale: Extremely knowledgeable, Very knowledgeable, Somewhat knowledgeable, Not knowledgeable, Don’t know/not sure)

Extremely or Very Knowledgeable

LI Z0 10 = r= 1 = 37%
IR (ST a1 (=10 IS =L (T 31%
R4 04 [0 171 o = 7%
Not Knowledgeable

T IR o1 | ] = L L= TP PRPPR PPN 11%
(R TSRO 11 (=T0 [RS] =1 (TS 12%
AVAT ] ¢ [0 .o [T 46%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 6
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SECTION TWO: ELECTRONIC CRIMES

1) Did the total number of electronic crimes and network, system or data intrusions experienced by your
organization increase, decrease or remain the same in 2004 compared to 2003?

[ Tot {1 To [ 35%
DECIBASEA.... ..o 13%
N[ T 4 - gV TSR 30%
DON't KNOW/NOL SUIE ... 22%

2) Please estimate the total number of electronic crimes or network, system or data intrusions experienced by
your organization in 2004. (Base: 816 — those responding only)

Note that each crime should only be counted once, for example any worm or virus that could be classified as an electronic crime
should only be counted as a single attack, not once per infected machine

[ Lo 1P PSPRTR 32%
Lm0 it et e e e ettt eeeeeeeeetttt—eeeeeeettetaiaeeeettetta—aaaeeetettta——taaeaaeeeeeerttaiaaeaererttanaaaaarerens 32%
B0-40 ettt eeeee ettt e———eeeeeeeettt———aeeeeteetta—aeaeeeteettat—aiaeateeeeetrttiaaeaererrtaaaaaarreens 18%
D000 .. et eeeeeeee ettt ereeeeeeeeetea—eaeeetteetataeeeeetetttaaaaetteetteetatanraaeeeeeratnaaaaaearens 5%
FOO-24 ...ttt e e e eeee e et i reeeeeteettaaeaeeetetta—eeetetttat i aeeteeateerttaeeeereartaaaaaaereens 6%
24510 o | g 4 o ] (= N 7%
1Y == 1 o SRR 86
MEIAN ... 3

3) You indicated that your organization experienced X intrusions in 2004. How many of these electronic crimes or
network, system or data intrusions are known or suspected to have been caused by:

Outsiders (Base: 554 — those experiencing 1+ electronic crimes or intrusions only)

[N [ [T 4%
L 42%
10T 19%
L0 5%
010 4%
2410 1o ]l 2 o (= 7%
1Y [T o 102
1Y/ [=T L= T o T 5
[0 0 1 (1 )T AT 19%
Insiders (Base: 554 — those experiencing 1+ electronic crimes or intrusions only)

[N [ [T 43%
L T 24%
10T 10%
L0 L 2%
0 L0 K 2%
2410 1o ]l 2 o (= -

1Y [T o 10
LY=o 1= o -
[0 0 1 G 1 )T AT 19%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 7
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4) Mean Percent of E-Crimes Caused by Outsiders vs. Insiders: (Base: 554 — those experiencing 1+ electronic
crimes or intrusions only)

(@111 £ (0[] 6= 80%
TS0 L= £ 20%
[ L0 T 0 8 A 4T T R 19%

5) Which of the following electronic crimes were committed against your organization in 2004? (Base: 554 — those
experiencing 1+ electronic crimes or intrusions only. Check all that apply)

Virus or other MaliCIOUS COU........oi it e e e e e e s et e e e e e e s sanreeeeeeeseananbeeeeeeaens 82%
Y)Y LI TP PP R PT PR OPPPPPPPPPR 61%
[ 1] a1 Vo PO PP PRPPP 57%
lllegal generation Of SPAM @MAL...........uuiiiiiiei et e e e e e et e e e e e e e e ar b e e e e e e e e e e anbneeees 48%
Unauthorized access to information, SYStEMS OF NEIWOIKS .........oiiiiiiiiiiiiiiiei e 43%
Denial Of SEIVICE AITACKS ... ..eiiiiiiiii ittt e st e e sttt e e e s bt e e s s bte e e s anbeeesansbeeeeensbeeeesanees 32%
ROQUE WIrEIESS ACCESS POINE ....uuiiiiiiiieeiiiiiieie e e e e e e se s r e e e e e e s e st e e e e e eaeessastateeeeaeaesssasasbeeeeeeesesasbaneeeaeessansnrenns 21%
Exposure of private or Sensitive iNfOrMAatioN.............uviiiiii i e e e 19%
L = UU o PP 19%
(2004: Employee) Identity theft..........ooi i e e s e e e s e e e e e 17%
Lo TS o T (o IR 11T o SRR 16%
Theft Of INLEIECIUAL PrOPEITY....cceiieieie ettt et bt e e s sttt e e s st bt e e ss b e e e e s sabaeeessabreeeeans 14%
Zombie machines 0N organization’s NETWOIK. ...........ciiiiiieiiiiie ettt e e et e e e ebbe e e sabeeeeean 13%
Theft of other (Proprietary) iNFO .........oo it b e e s b e e e e s sebe e e e s sabreeeean 12%
SF= o l0] 7o [ TR PT RO UPTPRPRTPR 11%
WED Site AEFACEMENT ...ttt e e e e e et e e et e e e e e e s bbb be e e e e e e anbbbeeeeaaeeesnnrnbeees 9%

o] 1T o TSP PRPPP 2%

L@ 1T PSPPSR 4%

DON't KNOW/MOE SUIE ...ttt ettt e sttt e e sttt e e s et e e e s e ne et e e ans b e e e e ansbeeeeenbbeeeeansbeeeeansbeeeeennes 3%

6) You indicated the following types of electronic crimes were committed against your organization last year.
Please indicate the source of these crimes, if known: (Check all that apply)

Outsider

PRISNING (BASE: 3L6)....ceeiuuteiieiiiiiite ettt ettt ekttt ettt ettt e e okt e e oo bbbt e e s st bt e e e ab bt e e e anebe e e e ebbe e e e annbe e e e enbre e e e nnnee 92%
Web site defacement (BASE: 50).......ciiuuuuiiiiiiiie ittt e e ettt e e e e e e s e b e e e e e e e e e e aa e e e e e e e e e e nnnreees 92%
SPYWATE (BASE: 338) ...uuuttiiiiiiiaiiiiititii et e e e e ettt et e e e e e o a e babeeee e e e e e e o a b bbb et e e e e e e e e nbetee e e e e e e e e nbeaee e e e e aanbnbeeeeaaaeeaaan 89%
lllegal generation of spam email (BASE: 266) ..........uueeeiiiiiiiiiiiiiiiiee ettt e et e e e e e e s aanb e e e e e e enrneeees 89%
Denial of SErvice attacks (BaS: 179) .....uuuuiiiiiee et ie e e e e e s s e e e e e e st e e e e e e e e s snta bt e e e e e e e e s santeeeeaeessannnnrenes 88%
Virus or other malicious COAE (BASE: 453).....ccciiiiiiiiiiiiee ettt e e e s e e e e e e s e st e e e e e e e s e s saarbeaeeeeeesnnenreees 85%
[AENtity theft (BASE: 95) ....cci i ieiieii et e e e e e e e e e e e e et s st st e e e e e eeeeseassataeaeeeees s nsrnbaneeeaeeeeaasnneens 81%
[ =10 Lo I 5= T A 10 1) PSR 80%
Zombie machines on organization’s NEIWOIK (BASE: 73) ....uuuiieieeiiiiiiiieieeieeesesstieeneeee e s s s ssnteeeeeeeeeseensnnrnneeeees 7%
Password SNIffiNg (BASE: 86) ......uuuiiiiiiiiiiiiiieiie e e e s s er e e e e s s s e e e e e e e aa e e e e eeesssssaa e e reeeeeearnrrnreeaeeeaaannrrees 74%
e o] g i[e] gl (== TS 1 ) S TSP PP P PP PTPPP 60%
S F= Lo o] c= o [ (=T T G ) T P PP PP PUPPP 59%
Unauthorized access to information, systems or networks (Base: 237).......covcuiieiiiiiieiiniine e 58%
Theft of other (proprietary) iINfO (BASE: B5) .......uuiiiiiiiiiiiiitiiei e e e e e e s aebeeeeaaaens 54%
Exposure of private or Sensitive iNfO (BAS@: 106) ........uiiiiiiiiiiiiiiiiie ettt e e 47%
Theft of intellectual PropPerty (BASE: 75) .....ccii ittt e e e e e e e bbb e e e e e e s e snnsbeeeeeeaans 33%
Rogue Wireless acCess POINE (BASE: 117)..uuuuiiieeeiiiiiiiieieeeeeeieitittr e e e e e e s s ssttare e e e e e e e s s sataareeeeeeesssastaraeeeessannsnreees 29%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 8
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Insider

Rogue Wireless aCCeSS POINT (BASE: 117 .. uuiiiiiiiiiiiiiiiieiae ettt e e e e e e ettt e e e e e e e s s bbb b e e e e e e e s e annbeeeeaeeeaannneeees 72%
Theft of intellectual Property (BASE: 75) .....ccii ettt e e e e e e s bbb e e e e e e e s e snnnbeeeeaeaens 64%
Exposure of private or sensitive info (BaSE: 106) .......uueiiieiiiiiiiiiiieie et e e e e s esritre e e e e e e s s snnraee e e e e e s s nnnnreees 56%
Theft of other (proprietary) INfO (BASE: B5) .....c.uuiiiiiiieiiiiiiiiiiieee e e e rcrrr e e e e e e s r e e e e e e s sr b ae e e e e s sesnnnrrareaeaeas 55%
Unauthorized access to information, systems or NEtWOrks (BasSe: 237).....uueeieeeiiiiiiiiiieieee e siiinineeeeeeeeesinenns 54%
SF=ToT0] =T [T (5= T 1 1 PSSR 44%
[ =10 Lo I 5= T A 101 SRR 35%
Password SNIffiNg (BASE: 86) ......uuuiiiiiiiiiiiiieiiiee e e s isie e e e e e e s s s e e e e e e s s st e e e e eeeessssaeteereeeeeeannbeneeeaeeeaaannrrees 34%
oy are] i gl (== TS 1 ) R TSP PP PP PTPPP 30%
[Aentity theft (BASE: 95) .....eii ittt sttt e e s sk et e e s bb et e e sbe e e e e bbbt e e e b n e e e e nanneeas 23%
Zombie machines on organization’s NEtWOrk (BaSE: 73) ........uiiiiiiiiiiiiiiee et 20%
SPYWATE (BASE: 338) ...uuuttiiiiiiiaiiiiititie et e e e e ettt et e e e e e s bate et e e e e e e e e s bbbt e e e e e e e e e e nbeeee e e e e e e e e nbeaee e e e e e nnbabeeeeaaeaaaann 11%
lllegal generation of spam email (BASE: 266) ..........uueeiiiiiiiiiiiiiiiiiia ettt e e et e e e e e e s aaab e e e e e e s snbeeeees 11%
Denial of SErvice attacks (BasS: L179) .. ...uuiiiiiiiie ittt ettt e e e e e e e e e s s bbb e e e e e e e e s aanbeeeaaeeesannnreees 11%
Web site defacement (BASE: 50).........cccuriiiiieiei i e e e e e s e e e e e e e s s e e e e e e e e s e atn b r e e e e e e e e s s e nnrr e e e e e e e e annrrreees 6%
PRISNING (BASE: 316)....uuuiiiiiiiiiiiiiiiiiiie e e e e ettt e e e e e e s e et e e et e e e e s s saatbaeeeeaeeesassaebaseeaaeessaasssteeeeessasnnbaneeeaeessannsnrenns 2%
Virus or other malicious COAE (BASE: 453)......ccciiiiiiiiiiiee et e e e e e e e e e e e s e st e e e e e e e s s s saatrereeeeeesnnrnreees 14%
Unknown

Theft of intellectual PropPerty (BASE: 75) .....cciiiicriiiiiiie e e e et e et e s e s e e e e e e s s e e e e e e s s asnbrsaeeeeesansnnnreeneeeees 16%
[Aentity theft (BASE: 95) ... eii ittt ettt s bttt e e s s a b bt e e s bb et e e sbe e e e et b et e e s nbn e e e s nanreeas 12%
Virus or other malicious COAe (BASE: 453)......cii ittt e et e e s e e e s sabeeeeean 10%
o are] g i gl (== TS 1 ) S TSP O TP PUPPP 10%
Zombie machines on organization’s NEIWOIrK (BaASE: 73) ......utiiieiiiiiiiiiiiieea ettt e e e e e s e enbreaeea e s 10%
Exposure of private or Sensitive iNfO (BAS@: 10B) .......cuiiiiiiiiiiiiiiieie ettt e e e nbeeees 9%
Theft of other (proprietary) iINfO (BASE: B5) .......uuiiiiiiiiiiiiiiiieie e e e e e e e s nnebeeeeaaa s 9%
lllegal generation of spam email (BASE: 266) ........ccuuveeiiieeiiiiiiiiiieee e e e e siciee e e e e e e s s st e e e e e e e s e ananbraeeeeesssnnnrnreees 8%
Denial of Service attacks (BaS: 179) ....uuuuiiiiie e ittt e e s st e e e e e e s s et e e e e e e e e s s atabbe e e e e e e e s sannrareeaeessanenrnees 8%
Rogue Wireless acCess POINE (BASE: 117)..uuuuiiieeeiiiiiiiiiiieeeeesiiittte e e e e e e s s seitareeeeeeeesssataraeeeeeeesssnnstaraeeeessansnrenes 8%
SF=ToT0] =T [T (5= T 1 1 PSSR 8%
Unauthorized access to information, systems or NetWOrks (Base: 237).....uuieveeeiicieiieiieeeeeeiisiireee e e e e e e s 8%
SPYWATE (BASE: 338) ...uuuviiiiiiieeiiiiiiiiieie e e e e e s se et et e aessss st ataeeeeeesssaansaaaeeraeeeasaantateeeeeeeaeannrrateeeeeannrareeeeeeeanannns 7%
PRISNING (BASE: 3L6)....ceeiutiiieiitiite ettt ettt ekttt ettt e ettt e e ot b et e e e bbbt e e e abb e e e e ab b et e s ans b e e e e ebb e e e e anbbe e e e ennbeeeeennes 7%
Web site defacement (BASE: 50)........coiiiiiiiiiiiiiie ittt e e anee s 6%
L = T {0 [ (== T T 01 OO PR PUPPP 5%
Password SNIffiNg (BASE: 86) .......euiiiiiiiiiiiiiiiiie ettt e e e e e et bbbt e e e e e e e e s bbb be e e e e e e e e aabbe e e e e e e e e e nbnreees 4%

7) You indicated your organization experienced X intrusions in 2004. How many of these intrusions were handled:

Internally without involving legal action or law enforcement

[N T 6%
L e e e eeeeteeeeeeaeeeetaeeeettaeeeeetaeetetaaeetetaeeeeataetetaa—eeetateeeaaeetttnteretaeeeraaerrraeeraraaas 6%
2 9%

G T YT 19%
(ST TR 7%
0 T T 16%
S T | B 0 10 (=T 22%
1YL (<= 1 o TR 84
1Y/ [ST L= 1o T 6

[ L0 T 5 A 4T 1 16%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 9
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Internally with legal action

[N [ [T 69%
L e e e et eeeetaeeeeaaeeseeaaeeesttasessesssessesaseststasesesetaettttatetetunttteetnttaatetetataera et tereearrras 4%
2 4%
G H Y 3%
(ST I 1%
0 2%
P24 0 | g 1 2 T0] (= 3%
1Y 1= 1o PR RPPPRNt 5

1Y/ [=T L= T o T -
[0 ) a1 G 1 )T AT 16%
With the help of law enforcement

[N [ [T 65%
L e e et eeeetaeeeeeaeeseeaaeeesttaessessseesesaeesetaseeesetaettttnttetetanttte e ettt teretaeeeraa et trreearrras 7%
2T 2%
G E YR 4%
(ST 1%
0T 3%
P24 0 | g 1 2 T0] (= 2%
1Y (<= 1o PSPPIt 5

1Y/ [=T L= T o T -
[0 ) a1 1 )T AT 16%

[N [ [T 80%
L e e e e e e eeeeb e eeeeaaaeeeeaaaeeeettaeeeeeaaseetesantetetaneeetataeteaaaeeretaeeeeaaeeteaaterera e e eraa e rer e araraas 4%
2T 1%

G L Y 1%
(S -
0T -

P24 0 | g 1 2T (=R 1%
1YL (<= 1 o T <1
1Y [=T L= T o T -
[0 ) 0 1 1 )T AT 16%

8) If any intrusions were not referred for legal action, please indicate the reason(s) not referred: (Base: 554 —
those experiencing 1+ electronic crimes or intrusions only. Check all that apply)

Damage level insufficient to Warrant ProSECULION ..........iiieiii it e e e s e e e e e s e e e e e s e s sarbe e e e e e e s ssnrnreees 59%
Lack of evidence/not enough iNfO t0 PrOSECULE .........uuiiiieeiii i e e e e s e e s e nnrneeees 50%
Concerns about NEQAtIVE PUDIICITY .......eiiiiiiiiiieie e s s s e e e e e e s s st ne e e e e e snnrnaeeeeeeeeeanns 15%
Concerns that competitors would USe t0 adVANTAGE.........cuieieiiiiiiiiieie et e e e s e e e e e e nnnes 7%
Unaware we Could repOrt tNESE CIIMES ......cii ittt ettt e et e et e e s eees 6%
Prior negative response from law enfOrCEMENT ...........oii i 6%
L 1 =T SRR 14%
[0 ] o I A (1 1 RO RRPPP 7%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 10
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9) Which of the following types of losses did your organization experience in 2004? (Base: 554 — those
experiencing 1+ electronic crimes or intrusions only. Check all that apply)

NON-CritiCal OPErAtiONAI IOSSES .....ceiii ittt e e e e s e e e e e s e st tar e e eaeesesaanbaeeeeeeeesannsnrenes 50%
NON-CHtICAl fINANCIAI IOSSES.......eeiiiiieiiiie ettt et e e s sttt e e e asb e e e s anbbe e e e esbeeeeennees 26%
[ E= U TR (O T (=T 0101 (o] o RPN 12%
O g1 1To=1o] 01T =10 g F= LI [0 TSI SRS 11%
CrItiCal FINANCIAI IOSS ....eeeii ittt e et e e e st e e e e bt e e e et be e e s nbbe e e e ebbe e e e s anbeeeeenees 2%
[0 LTS3 o ) 11 PP 1%
(@1 01T OSSP PPPPPPPPPPPRt 6%
Not applicable — N0 [0SSES EXPEIENCEM .......coiuiiiiiiiiie et s b e e s 17%
DON't KNOW/NOL SUIE ... 17%

10) Please estimate the total monetary value of losses your organization sustained due to electronic crimes or
system intrusions in 2004: (Base: 777 — those answering only)

B0 MUIION OF MOTE e ettt e e e e e e e et tteeeeeee et eteeeeesae e aeeeeeeseesaesareeeeeeesesrreeereeessraarnreees 1%

Y A a1 o YA IS IR I 1 0T 1T o R RRRRTPRTRTRRT 2%

$500,000 - F999,009 ... ieitieiiee ettt ———————e e e e ——————eeeaera————————teeettaa————————taeataia————aaaaeeiaa—————— 1%

$100,000 - BA99,999 ... ieerieiiee ettt ettt e e ———e e e e e ——————eeeeer——————————eeetaai————————taeateiai———taeeesiaa—————— 4%

LeSS than $100,000 .....coeeieieeeeeee e 31%

1YY= o TR $506,670

1Y/ [=T L= T o T -

1 1 $150,000,000
(Do) g A (o)A (] ] U1 (T 62%

11) In 2004, did monetary losses to your organization from electronic crime increase, decrease or remain the same
compared to 2003? (Base: 723 — those answering only)

Lo (== o= N 22%
[Tt (== (ST 10%
(RS =T L TR A TCTEST=1 1 1< T 21%
[N [ =1 =T 47%

12) In 2005, do you expect monetary losses to your organization from electronic crime will increase, decrease or
remain the same compared to 2004?

Lo (== T = S 26%
[0S == 1 13%
REMAIN thE SAME ... 27%
[N L0 = U SRR 34%

13) In your opinion, do you believe the prevalence of e-crime in 2005 will increase, decrease or remain the same as
20047

[ Tod (=T ST SO PRP PRI 88%
(DTl (=T (YRR PPRTR 1%
REMAIN thE SAME ... 4%
N0 BT > 7%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 11
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14) Which of the following groups posed the greatest cyber security threat to your organization in 2004?

[ P2 1o 1= (=TT PRPPT PP 37%
L1011 a1 ir=T 0 0] 0] [0 ) =TSR SSSRRR 18%
Lo L= o [ =Y o1 1) =P RPP 6%
(o) g LT =T aq] o] (o) V7= 1= SRR 5%
Tl to] g g E=NiTo T o (0] (=T £ ST 3%
Current service providers/CoNSUtANtS/CONITACIOIS. ... .....uuuiiiiee e iiiiiiee e e e e e s et e e e e e e s ee e e e s e s nrnrreeeeeeeeannes 2%
LI L0 PO PPPPPPRRP 2%
LOLU 0] 41T £ PP PRPRPP 2%
SUPPIIEIS/DUSINESS PAITNEIS.......tiieei ittt ettt ettt ettt e e e r bt e e e s bb et e e et b et e e e asbe e e e e aabe e e e e aabbeesanbbeeeeebbeeeeennnes 1%
L00] 0] 01111 (o] £ TR PR P PP PUPPP 1%
Former service providers/ConSUltaNtS/CONTIACTONS .......ciiii ittt e e e e nbneees 1%
DON'E KNOW/NOT SUFE ...ttt ettt e e e oo e ek bbbttt e e e e e e o abbbe e et e e e e e s annbbbeeeeae s e nnnbeeeeaaeeesannnreees 21%

15) Does your organization have a formal process or system in place for tracking e-crime attempts?

R = 52%
1 31%
[ Lo N A ST 1TV o A= U< 18%

16) How far back does your organization keep records on or otherwise keep track of network, data and system

intrusions?
R CT T o) g (=2 T U OPUPRPPTP 21%
MOFE thaN L YEAN t0 2 YEAIS ... .uuuiiiiiii e e e i eiittit et e e e e s e st e e e e e e et e st e beeeeeaeeesaaateteeeeaaeeessassasbeeeeeeesassnbeneeeaeessannsnrenns 13%
MOFE than 2 YEAIS 10 5 YEAIS ....uutiiiiiie e et iiiiie it e e e e e e ettt e e e e e e et e e e e e e e s et et e e e eaaeesssantarteeeaeeesssanbaaeeeaeessanssnreens 16%
VL= L= L0 g 0] 0 To = OSSPSR 9%
[ o 1 4 T PRSPPI 31%
NOt appliCable/DOES NOL TFACK .......eeiiiieeieiiiieii e e e e e e e s s r e e e e s e et e e e aeesssnanteeereaeeearnrnneeeaeeeanansnnnnes 10%

17) Does your organization have a formalized plan outlining policies and procedures for reporting and responding
to e-crimes committed against your organization?

[ =TSRRI 46%
No, planning to implement NeXt 12 MONTNS .........ooiiiiiii e 18%
[N Lo T o] = T TS LB 1 1T (1 = P SEPP 21%
DON't KNOW/NOE SUIE ...eiiiiiiiie ettt ettt e st e e e sttt e e e sttt e e e et e e s ant et e e ans b e e e e ansbeeeeenbbeeeeansbeeeeansbeeeesnnees 15%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 12
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18) How effective do you consider each of the following technologies in place at your organization in detecting
and/or countering misuse or abuse of computer systems and networks? (Check all that apply)

(Scale: Extremely effective, Very effective, Somewhat effective, Not very effective, Not at all effective, Don’t know, Not
applicable/Do not use)

Technologies in Use

L L=V 1| TSP URPPPP 99%
Y0 (o] g F= 1 =To YT U ER=To= 1o o] o o SRR 99%
Physical security systems (Electronic access control systems, badging systems, CCTV, etc.) ..........c......... 94%
Spyware/adware deteCtioN SOMWAIE ..........cccuiiiiiii e s r e e e e e s s e a e ee e e e e e e santateeeeeeeaesnns 93%
INtrUSION AELECHION SYSTEIMS ....eeiiiiie ettt e e e e e e s e e e e e e e e sa e et eeeeaeeeaasasntaeeeeeaeeesassneneeeeeeesannsnrnees 91%
[ =T a T E= U o= Lo o T g = U = o =0 0 =T o SRR 90%
Network traffic monitoring/ network based forensiC tOOIS ..........uuvviiee i 88%
= 011 0¥/ o 1[0 0 I PO O TP PTPPP 87%
Automated PAtCh MANAGEMENT..........o ittt e s bb et e e s aa b e e e e sabb e e e e sabbeeesbbeeeesnnneeas 86%
Configuration management/periodic checks for non-baseline files to detect Trojan horses, logic bombs, etc. ....... 86%
Technologies tracking access & use of corporate data/Information assurance technologies........................ 83%
ROIE-DASEA ACCESS CONTIOL.... ...ttt ettt e e e e e e s nb b b et e e e e e e eaabbeeeeeaeeesannnrnees 83%
Anti-fraud technologies working with ERP/accounts payable & billing systems...........ccccciiiiiiiiniinnen. 68%
AVAY T LY g To T T (o ) T o SRR 66%
Two-factor authentication (using biometrics, smart cards, €tC.) ......cccvvviieeei i 63%
Keystroke monitoring of iINAIVIAUAT USEI'S .........oooiiiiiiiiiic e e e e e s s e e e e e e s nnnreees 53%

Most Effective (Extremely or Very Effective) Technologies in Use (Base: respondents with technology in use)

FIrEWAIIS (BASE: 8L0) ..eeeiuteeiieiitiiee ettt e e sttt e sttt e e skttt e ettt e e e skttt e e ea bbbt e e o ab et e s n kbt e e e aab bt e e e enbb e e e s anb b e e e e anbee e e e nnee 68%
Automated virus SCanNing (BAsSe: 8L0) .......cciiuutiiiiiiiieiiiiiee ettt ettt anreas 66%
[ gTod Y o1 io) g I (21 LT A o) OO PP URPPPP 58%
Two-factor authentication (using biometrics, smart cards, etc.) (BaSe: 517) .....ooiiuiiiiiiiiiiiiiiiiiieeee e 56%
INtrusion detection SYSIEMS (BASE: 743)....cuii ittt e ettt e e e e e e e e s s bt e e e aa e e e e aaanbaee e e e e e aannrnreees 50%
Physical security systems (Electronic access control systems, badging systems, CCTV, etc.) (Base: 771) ........... 49%
Network traffic monitoring/ network based forensic tools (Base: 722).......ccceeeeeiiciiiieeieee e ciciiieeee e 46%
Spyware/adware detection SOftware (BASE: 758) ......cccuuuiiiiiieiiiiiiiiiieie e e e s s et re e e e e e s s sarree e e e e e s sensanreeeeessesanns 43%
Role-based acCeSS CONLIOl (BASE: B77) ...uuuuieieeeiiiiiiiiieieeeeesesiietee e e e e e s s s st ereeaeeesssnsbaaeeeeeeeasannnraaeeeeessannnsnneees 42%
Automated patch management (BasSE: 704) ......ciccueuieiieee e et e e e s st e e e e e s st e e e e e e s s s naaraeeeeeeeeanneereees 40%
Configuration mgmt/periodic checks for non-baseline files to detect Trojan horses, logic bombs, etc. (Base: 704)..... 39%
Technologies tracking access & use of corporate data/Info assurance technologies (Base: 682) ............... 35%
Anti-fraud technologies working with ERP/accounts payable & billing systems (Base: 560)............ccccoeuveee.. 28%
Wireless MoNitoriNg (BASE: 544).......eoi ittt ettt bb et e s et e e b b e e e anne s 26%
Keystroke monitoring of individual USErs (BaSE: 434).......coui ittt 22%
Manual patch managemMeENt (BASE: 74L)........uiii ittt e ettt e e e e e s st e e e e e e e e e e nbabeeeee s aannbneeees 21%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 13
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Least Effective (Not Very or Not At All Effective) Technologies in Use (Base: respondents with technology in use)

Manual patch managemMeENt (BASE: 74L)........uuii ittt e ettt e e e e e e e bbb e e e e e e e e e e nbareeeeesaanenreees 26%
Keystroke monitoring of individual USErs (BASE: 434).......cccciciiiieiie e e eiiiiiie et e e e e e e st e e e e e s s sanbaae e e e e e e snnnneeees 22%
Wireless MONItOrNG (BASE: 5A4)......ccciiiciiiiee ettt e e e e e s e e e e e e e e s s e saa bt aeeeaeeesesateeeeaeeeesnnrnrenes 15%
Spyware/adware detection SOftware (BASE: 758) .......ccuuuuiiiiieiiiiiiiiiie e e e e e s e e e e e e e s s s reee e e e e e e sesanareeeeeseeannns 12%
Technologies tracking access & use of corporate data/Info assurance technologies (Base: 682) ................ 12%
Physical security systems (Electronic access control systems, badging systems, CCTV, etc.) (Base: 771) ........... 8%
Automated patch management (BasSE: 704) .......iccuuuiiiiee et e s s e e e e e e s e st e e e e e e s s s naaraeeeeaeeeennrneeees 7%
Anti-fraud technologies working with ERP/accounts payable & billing systems (Base: 560)............ccccoeuveee.. 6%
Configuration mgmt/periodic checks for non-baseline files to detect Trojan horses, logic bombs, etc. (Base: 704)..... 6%
Network traffic monitoring/ network based forensic tools (Base: 722).........ccouiuiiiiiiiiiieeiniiiee e 6%
Two-factor authentication (using biometrics, smart cards, etc.) (Base: 517) ....uuueviiiiiiiiiiiiiiiieiee e 6%
INtrusion detection SYSIEMS (BASE: 743)....cuii ittt e ettt e ettt e e e e e e e s st e e e e e e e e e e aanbeeea e e e e annbneees 5%
Role-based acCeSS CONLIOI (BASE: B77) .....ueiiiiaiiiiiiiiiee ettt ettt e e e e e s e s bbb e e e e e e e s e aanbbeeeaaeeeaannrneees 5%
[ gTod Y/ o1 o) g I (2= LT A L ) SRR 4%
Automated virus scanning (BasS: 8L0) ......uuuiiieeiiiiiiiieiee e e e e s e e e e e e e s e e e e e s e e e e s s e ———ra e e e e anrrraees 3%
L T LS (S = FT ST < 1 0 ) SRR 2%

19) Which of the following security policies and procedures does your organization use to attempt to prevent or
reduce electronic crime? (Check all that apply)

Account/password management POIICIES .........eiiiiiiiiiiiiiie e 74%
Formal “INapPropriate USE” POICY ......ueeie ittt st a e e s st e s st e e e s ennb e e e e eenes 71%
Employee education & aWar€nNeSS PrOGIAITIS .......cc.uuuuiieiaaaaaiaittteeaeaaeaaaaatteseeeaaesaaaannbeseeeaaeaaaaasnbsseeaaeeesaassnseees 67%
[ (o] al1 (o] @ T oY (=] g (= A ole] o] g =Tod o] o 1S RO PP URPPPP 65%
COrpOrate SECUILY PONCY ....eeiiiiiiiiiiie ittt e e e e e ettt et e e e e e s a b b be e e e e e e e e s annbbaee e e e e ennbnbeeeeaaeaeanns 62%
Require employees/contractors to sign acceptable USe POLICIES .........ccuvveiiieeei i 59%
Conduct regular SECUIILY AUMILS ........eiiiiei it e e s s e e e e e s s s e e e e e e e s e s abr e e e e eeeessasntbeaeeeeessnnsrnreeeeaeesesnnns 57%
PEriOdIC MSK ASSESSIMEINTS ..eiiiiiiiieiitiiie ettt e sttt e e sttt e e sttt e e st bbe e e s s bbe e e s aastee e e s sbeeeeaastaeeeaansbeesansbeeesansreeeeennens 55%
Employee/contractor background eXamiNatiONS............ueeeeiiiiiieiiiieeeee e e siiiiirr e e e e e s s sssrareeeeee e s e snnrrneeeeeeessnnnenees 48%
TSN aq] o] o) V=TI ToT 0 1A - V1 T o SRR 46%
Periodic systems penetration tESHING ..........uueiiireiiiiiiere e e e e e e e e e s e e e e e e e n e e e e e 44%
SEGregation Of QULIES .......ouiiii et e e bt e e e et e e e e ebb e e e e et b e e e e e anbeeeeeanee 43%
=140 o) [0)Y/=Tc R aqTo] ol (o] 1T O T PP PUPPP 42%
RANAOM SECUILY QUITS ....eeiiiiiieiee ittt ettt e e s ettt e e a b bt e s aae bt e e easbee e s anbb e e e e annbeeeeeneee 40%
Mandatory internal reporting to management of misuse or abuse by employees & contractors ................... 35%
Use Of INCIAENT FESPONSE TEAIM .....oiiiiiiiitiie ettt e ettt e e e e e et bbbttt a e e e e e s nbbbbeeeeaaeseaabeeeaaaeeeaaannnreees 34%
Include security in contract negotiations with vendors/SUPPLIErS .........c..uuveeeiiiiiiiiiiie e 34%
Regular security communication from ManagemeENnt ............cccuiiieiie e e e e e e s sanreees 33%
Storage & review of e-mail or COMPULET fIlES ......eiiiii i e 30%
[T C=To I W AT @ o] G @1 1] J PRSP 24%
GOVEINMENT SECUILY CIEATANCES .....eviiieeeiieiiiiieee et e e e s e e e e e e e e s s s st e e e eeeesa s s s beaeeeaaeesaassnsteneeeeeeessreneeeaeeeseannns 22%
Use Of “White NAL" NACKEIS ...coieeiiiie ettt e e sttt e st e st e e e ennbe e e e enees 14%
NONE OF the @DOVEINOT SUIE..... .ttt ettt e e s st e e e s nbb e s st e e e e s enbbeee e enees 8%

20) Have any security policies and procedures at your organization supported or played a role in the deterrence,
detection, termination or prosecution of an individual? (Base: 751 — among those organizations using 1+
policy/procedure to prevent/reduce electronic crime only )

B 0= R 61%
3o 15%
(B Lo A TV o) ATV 24%

21) In your opinion, have any of the following security policies and procedures at your organization supported or
played a role in the...(Check all that apply per row)

Percents calculated on total respondent base of 819 unless otherwise specified.

Percent may not sum to 100 due to rounding. 14
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Deterrence of a potential e-criminal? (Base: respondents with policy/procedure in place)

New employee security training (BASE: 379) ....ccoiiiiuiiiiiiiee ettt e et e e e e e e s s b e e e e e e s e nnneeees 80%
Regular security communication from management (BaSE: 272)........ccccccuuiireeeeeiiiiiiiieeeee e e e e sesinveeee e e e e sennnes 80%
Employee education & awareness programs (Base: 550) .........eeeiieiiiiiiiiiiiieiee it e e s 78%
Require employees/contractors to sign acceptable use policies (Base: 486) .......cccccceeeeeviiiiiiiveeeeeeeeeeecnnne 74%
Segregation Of AULIES (BASE: 355) ...uuiiiieeiiiiiiiiiiieieeeieisiiete e e e e e st s s taeeeeeeeessasssraaeeeeeeesssasnteneeeeeeenssnnrereeesseannns 73%
Account/password management policies (Base: 609)........cc.uuuiiiiieeiiiiiiiiieeee e e e s ssirire e e e e s e s snrrrre e e 72%
Include security in contract negotiations with vendors/suppliers (Base: 274) ......ccccveveeeeeiiiiciieeeeee e 72%
Formal “inappropriate use” POICY (BASE: 584)......cciuuiiiiiiiiie ittt 70%
Corporate Security POLICY (BASE: DOZ).....couuiiiiiiiiiee ettt ettt e bt e et e e s et e e e e re e e e anbeeeeaaees 69%
Hired @ CSO OF CISO (BASE: 194) .....eiiiiiiiiie ittt ettt ettt e e e nb e e e s ab e e s et e e e annbe e e e eaees 67%
Mandatory internal reporting to management of misuse or abuse by employees & contractors (Base: 285).... 66%
RanNdom SeCUrity QUAILS (BaSE: 33L)....ciiiiiiiiiiie ettt e e e e e ettt e e e e e e s s sb b b e e e e e e e e e e e nbae e e e e e e e nbneeees 61%
Employee/contractor background examinations (BASE: 397) ....cuuiiiiiiiiiiiiiiiaieee e 60%
Government security ClearanCes (BASE: 182)........ccciiiiuiiiiiiie e ieiiiiiiee et e e e s e st re e e e e e s s s e ar e e e e e e s e nanraeeeeeeeaans 58%
Employee Monitoring (BASE: 344) ........ccccuuiieiieee e ieeiteee e e e e e e s et e e e e e e e s sttt e e e e e e s s e — e e e e e e e e e aarar e e e e e e s anraraees 57%
Storage & review of e-mail or computer filesS (BaSE: 244) ........ccccuuiiiiiie e re e 56%
Monitor Internet CONNECHIONS (BASE: 536) ....uuuiieeieiiiiiiiiiieee e s ittt e e e e s s e strrreeeae e s s e sasbeaereeeessaannraneeeeeesannnnnrnees 52%
Conduct regular security auditS (BASE: 4B6) .......ceeeiiiiiuuriiiieieeeiiiiiieeeee e e e s sssteerreeesssssrnrerreeaeessasnsarereeeesaeannns 51%
Periodic risk asSeSSMENLS (BASE: 448) ......uueiiieeeeiiiiiieiiee e e e s e e et e e e e s st e e e e e e s s sna e rreeeeesanaatr e e e e e annnrnraees 51%
Periodic systems penetration teSting (BASE: 364) .......cooiuuiiiiiiiiiie e 48%
Use of “white hat” hackers (BASE: 119) .......uii ittt sttt e et e e st e e enbbe e e e enees 46%
Use of incident reSPoNSe tEaM (BASE: 274).......uuii ittt ettt e b e e e e 42%

Detection of an e-criminal? (Base: respondents with policy/procedure in place)

Use of “white hat” hackers (BaSE: 119) ......uuuiiiieiiiiiiiiiiiie e e e s sttt e e e e e st e e e e e e s s sata e e e e e e e e e e sasbaeeeaeessansnrnees 59%
Monitor Internet CONNECHIONS (BASE: 536) ...uuuuiiieiiiiiiiiiiiie e e e s iiiirre e e e e e e e s st e e e e e e e s e sabrareeeeeessasanbaaeeeeesesannsnreees 56%
Random security aUItS (BASE: 33L)....ccccccuiiiiieie it e ee e e s e e e e e e e e e s st e e e e e e e s s s aan e e e e e e e e e aaanrareaaeeeaaanrnraees 52%
Conduct regular security aUAitS (BASE: 4B6).......cceeeeiiiiuriiiieieeeiiiiiiiieeeeteeesssssieerreeeeesssssrreareeaeessaanrrreeeesaaannns 51%
Periodic systems penetration teSting (BASE: 364) ......uuuvieeiiiiiiiiiiiiie e ieiiitete e e e e e s s s st e e e e e e s s annrraer e e e e e e 50%
Employee Monitoring (BASE: 344) .....c.ciccuuiieiiee ettt e e e e e e ettt e e e e e s et e e e e e e s s — et e e e e e e a e e e e e annnnraees 50%
Use of incident reSPoNnSe teamM (BASE: 274).......uuii ittt sttt e et e e e eeee 49%
Storage & review of e-mail or computer fileS (BaSE: 244) ......coouiiii i 48%
Periodic risk assesSSMENtS (BASE: 448).......cooiiuiiiiiiiiiie et 43%
Mandatory internal reporting to management of misuse or abuse by employees & contractors (Base: 285).... 39%
Hired 8 CSO OF CISO (BASE: 194) ...ttt ettt ekttt e e e e e e bbbttt e e e e e e e s bbb be e e e e e e e e aanbaeeaaeeesannnreees 38%
Employee/contractor background examinations (BASE: 397) .......cuiiaiiiiiiiiiieeae et 30%
Segregation Of AULIES (BASE: 355) ..uuuiiiiiiiiiiiiiiiiiiieeesiisitiate e e e e e et e st taaeeeeeeessasisabaaeeeeeeesssasstsaseseeeesastareseeaeesesnnns 28%
Account/password management policies (Base: 609)........cccuuuiiiieeiiiiiiiiieeie e e et e e e e e e e e e 27%
Corporate security POlCY (BAsS: 504)........ccuuuiiiieie e i it e e e s et e e e e e e e s e st eee e e e e e s sasatbeaeeeaeeesntarereeeeeaesanns 20%
Government security ClearanCes (BASE: 182)......cccuiiiiiuriuiieiee i ieiiiiieeeee e e sssisteeee e e e e e s s st ne e e e e e e sananraraeeeaeann 20%
Formal “inappropriate use” PoliCY (BASE: 584)........c.uuuuiiiieeeiiiiciiiiie e e e e e e e s e e e e e e s e e e e e e s 19%
Employee education & awareness programs (Base: 550) ........cuuiiieeiiiiiiiiiiieiee i e e ssrrer e 17%
Include security in contract negotiations with vendors/suppliers (Base: 274) ........ccccceiieeeeiniieeeiiiieee e 17%
Require employees/contractors to sign acceptable use policies (Base: 486) ........ccccuvveereeereiiiiiiieiireeee s 14%
Regular security communication from management (Base: 272)........ccooiuiiiiiiiiiieiiiiiee e 11%
New employee security training (BASE: 379) ...cccoiiiiiiiiiiiiee ettt e et e e e e e e s e sabb e e e e e e s e nbneees 9%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 15
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Termination of an employee or contractor? (Base: respondents with policy/procedure in place)

Employee Monitoring (BASE: 344) ..ottt e e oo h bt e e e e e e e e e bbb e e e e e e e e e abae e e e e e e e nanraees 37%
Storage & review of e-mail or computer filesS (BaSE: 244) ........cccuuuiiiiie e 34%
Formal “inappropriate use” POliCY (BASE: 584)........c.c.uuuiiiiiiiiiiiiiiiieie e sttt e e e s e e e e e e s snaba e e e e s s s enrnreees 32%
Mandatory internal reporting to management of misuse or abuse by employees & contractors (Base: 285) ... 32%
Monitor Internet CONNECHIONS (BASE: 536) ....uuuieeeiiiiiiiiiiiieee e s ieitrrie e e e e s s s st e e e e e e e s s sssba e e e eeessssnnbaaeeeeeesannnnnnnees 31%
Corporate security POIICY (BasS: 504).......cccuuiiiiieie e e ieeiiiee et e s s et e e e e e s s s st ee e e e e e s s s snrteaeeeaeeesnrnneereeeeaeannns 27%
Require employees/contractors to sign acceptable use policies (Base: 486) ........ccccvveereeereiiiiiiinnneeeeesiinnnns 24%
Use of incident reSPoNnSe teaM (BASE: 274).......uuii ittt et e et nb e e e 22%
Conduct regular security QUAItS (BASE: 4B6).........ueeiiiuiiieiiiiiee ittt et n e e 17%
Employee/contractor background examinations (BaSE: 397) ......cccuiuiiiiiiiiiieiiiie e 16%
Hired @ CSO OF CISO (BASE: 194) ...ttt ettt e ettt e e e e e e bbbttt e e e e e e e e bbb beeeeaaeeeaanbaeaaaeeesannnreees 16%
RanNdom SeCUrity QUAITS (BaASE: 33L)....cciiiiiiiiiiie ettt e e e e e e ettt e e e e e e s ab bt e e e e e e e e e e anbae e e e e e e aanbnreees 14%
Include security in contract negotiations with vendors/suppliers (Base: 274) ......cccueeevieeeiiiiiiiiiiieeee e 11%
New employee security training (BASE: 379) .....ccciiiiiiiiiiei e cciee et e s e e e e e e s st ee e e e e e e e s sasbaae e e e e s snnnrnreees 9%
Government security ClearanCes (BASE: 182)........ccciiiiuiiiiiiiee i ieiiiiiiie et e e e s e s re e e e e e s s s e ar e e e e e e s e nanraeeaeeaeanns 8%
Employee education & awareness programs (Base: 550) .........ueeiieeiiiiiiiiiiieieeeiiiiiieie e e s 7%
Segregation Of AULIES (BASE: 355) ...uuiiiieeiiiiiiiiieieieeesisstiiee e e e e e et s st eaeeeeeeesessssraaeeeeeeess s nteanreeeeennstnnereeeeesnannns 7%
Account/password management policies (Base: 609)........cc.uuuiiiiieeiiiiiiiieeeee e e s s st er e e e s e e e 6%
Periodic risk aSSeSSMENLS (BASE: 448)......uuuuiieeiiiiiiiiiiitie e e i s ieieree et e e e s s s st reeeeeeeesssntaaeeeeaeeasaansaaeeeeeesannnsnreees 5%
Periodic systems penetration teSting (BASE: 364) .......coiiuiiiiiiiiiie ittt 5%
Use of “white hat” hackers (BASE: 119) ......uuii ittt ettt ettt e et e e st b e s eabbe e e s enees 3%
Regular security communication from management (Base: 272)........ccooiiiiiiiiiieeiiiiiee e 2%

Prosecution of an alleged criminal? (Base: respondents with policy/procedure in place)

Use of incident reSPoNSe tEAM (BASE: 274).....cccciiiciiieeeee e e sttt e e e e e st e e e e e e e e s st ee e e e e e e e s sasbareeeesssnnrnreees 15%
Hired a CSO OF CISO (BASE: 194) ....ccciiiiiiiieiiee e e e ettt e e e e e s s ettt e e e e e e e e s et et e e e e e e e e s sansaabeereeaeessantareeaeessannnnrnees 13%
Storage & review of e-mail or computer files (BaSE: 244) .......ccccuvieiiieeei et a e 12%
Employee monitoring (BASE: 344) .....ccciccueiieiiee ettt e e e s s ettt e e e e e s st e e e e e e s s — it e e e e e s a e e e e e annrnraees 11%
Corporate security POIICY (BaS: 504).......cccuuiiiiieie e s ieeiiieie et e e s s st e e et e e e s s st e e e e e e s s s ssnsbeaeeeeeeesntnneeeeeeeaeannns 10%
Mandatory internal reporting to management of misuse or abuse by employees & contractors (Base: 285) ... 10%
Require employees/contractors to sign acceptable use policies (Base: 486) ........ccccvveveeeeviiiiiiiieeeee e 7%
Conduct regular security QUAItS (BASE: 4B6).........cueeiiuuiieiiiiiee ettt ettt 7%
Use of “white hat” hackers (BASE: 119) .......uiiiiii ittt e e e e e e e s s bt e e e e e e e e e anbbeae e e e e e ennbneeees 7%
Formal “inappropriate use” PoliCY (BasS@: 584)...... ...ttt 6%
Monitor Internet CONNECHONS (BASE: 536) ... ceiiiieiiiiiiiiiiee ettt e e ettt e e e e e e e bt e et e e e e e e s e aannbeaeea e e e e eannbnnees 6%
Random security aUItS (BASE: 33L)....ccccccuiiiiieie e iiiiiiieie et e e e s e et e e e e e e e e s s sta e e e e e e e s s e aaa e e reeaeeesannrareeaeeesanrnreees 5%
Include security in contract negotiations with vendors/suppliers (Base: 274) ......cccccveeeeeeeeiciinieeeeeee e eeeinen 5%
Account/password management policies (Base: 609)........cccuuiiiiieeiiiiiiiiieeee e et e e e e 4%
Government security ClearanCes (BASE: 182)......ccccciiiiuriuiieieeeeiisiiieiee et e e e sssisteee e e e e e e s s st ne e e e e e e annnnraraeeeenann 4%
Employee education & awareness programs (Base: 550) ........cuuiiieiiiiiiiiiiiieiee i e 3%
Employee/contractor background examinations (BaSe: 397) .....uuuuieeeiiiiiiiiriieeeeeeeiiiieiee e e e e s s s snnreeer e e e e e s 3%
New employee security training (Bas@: 379) .......cuiiiuiiiiiiiiiie ittt 3%
Segregation Of dULIES (BASE: 355) .......uiiiiiiiiiiiiiiii e e 3%
Periodic risk asseSSMENtS (BASE: 448).......cooiiuiiiiiiiiiie et 2%
Periodic systems penetration teStiNg (BASE: 364) .......cuiiiaiiiiiiiiiiiiiae ettt et e e e e e s ab e e e e e nbe e 2%
Regular security communication from management (BaSE: 272).......ccuiiuuiiiiieiaeiiiiiieee e 2%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 16
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Don't know (Base: respondents with policy/procedure in place)

Government security ClearanCes (BASE: 182)......ccuu ittt ettt e e e e s e e e e e ab e e e e aaa 29%
Employee/contractor background examinations (Base: 397) .....uucuiiieiiiiiiiiiieeee e ciiiree e e e e st e e e 24%
Hired @ CSO OF CISO (BASE: 194) ....ccciiiciiiiiieee ettt e e e e s et e et e e e e e s ettt e e e e e e e e s sataateeeeeaeeesantaeeeaeessannsnrnens 24%
Periodic risk aSSESSMENLS (BASE: 448)......uuueiieeiiiiiiiiiiieie e e e e it e et e e e e e s sttt ee e e e e e e s s s sabareeeeaeesessntbaaeeeeeesaannnraens 22%
Periodic systems penetration teSting (BASE: 364) ......uuuiieeiiiiiiiiiiiiiee i eeitire e e e e e e s s st e e e e e e s e s b raee e e e e e e 20%
Include security in contract negotiations with vendors/suppliers (Base: 274) ......ccccveeveeeeviccciieeeeee e 20%
Require employees/contractors to sign acceptable use policies (Base: 486) .........ccccvveereeereiiiiviienreeeeessiinnns 19%
Use of incident reSPoNnSe teaM (BASE: 274).......uuii ittt et e et nb e e e 19%
Account/password management policies (Base: 609)........coiuuiiiiiiiiiiiiiiiie et 18%
Conduct regular security QUAItS (BASE: 4B6).........ueeiiiuuiieiiiiiee ettt 18%
Storage & review of e-mail or computer files (BASE: 244) ...t 18%
Corporate security POICY (BaS@: 504)... ..ottt ettt e e e e e ettt e e e e e e s e anbbeseeaaeeeaabbebeeeeaaeaeaanns 17%
Segregation Of AULIES (BASE: 355) .....itiiiiiiiiiiiiiiiiiee ettt e ettt e e e e e e e s bbeee e e e e e e s e annbeaeeeeaeannbebeeeeaaeaaaanns 17%
Employee education & awareness programs (Base: 550) .........ueeiieeiiiiiiiiiiieiee it e e s 16%
New employee security training (BASE: 379) .....ccciiiiiiiiiieee e ettt e e e e e e e e e s st e e e e e e e s s snsbare e e e e s snnrnraees 16%
Regular security communication from management (BaSE: 272).......cccccccuuiieeeeeeiiiiiiiieeee e e ssciiieeee e e e e seeanes 16%
Monitor Internet CONNECHIONS (BASE: 536) ....uuuieeeiiiiiiiiieiieee e s ittt ee e e e s s s strrrr e e e e e s s s ssnteaeeeeeesssasnbeaeeeeeesannnnnreees 15%
Use of “white hat” hackers (BaS@: 119) ......uuuiiiieiiiiiiiiieiiee e e e s ettt e e e e e e s st e e e e e e e s s sntaaee e e e e e s s e snsrneeeeeessannnnnenes 15%
Random security aUAILS (BASE: 33L)....cccciuuiiiiieie e i ieiiiieie e e e e s s s st e e e e e e e s st e e e e e e s sanae e ereaeeeaannraraeeeeeannnnnraees 14%
Mandatory internal reporting to management of misuse or abuse by employees & contractors (Base: 285) ... 14%
Formal “inappropriate use” POIICY (BASE: 584)......coiuuiiiiiiiiie ittt 13%
Employee MoNitoring (BASE: 344) ......ooiiiiiiiie ittt ettt a e s b anes 12%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 17
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SECTION THREE: INSIDER THREATS

1) Does your organization monitor its computer systems and networks for misuse or abuse by employees or

contractors?
=TS V) (=T 41T ] SRS 5%
Y S, NEIWOTKS ONIY ..ottt e e e e e e e e et e e e e e e e e s atareeeeeeeeesaastaaaeeeaeeeeassnbaeeeeeaesaassnrrrneeeanns 11%
YES, DOth SYStEMS & NEIWOIKS ... et e e e e e e s e e e e e e s e st e e e e e e e e s snnesaeeeeeeanannntnneeeaees 64%
N[ TP PR P PP PP PRPPR PP 12%
DON't KNOW/NOE SUIE ...eiiiiieiie ettt eee ettt ettt e e sttt e e ettt e e s ab et e e ans bt e e e aasbe e e e enbbe e e s anbbeeesennbeeeeennees 7%

2) Does your organization require internal reporting of misuse or abuse of computer access by employees or

contractors?
Y B ittt eeeeee ettt ——eeeeteeetstaeeeeeestettaseeeeestetesttantteetettestunn . —eaettetteet b teeettettar i aeereerrrraans 69%
3o 20%
(B Lo A T 1LY/ o) ATV 11%

3) Does your organization have a written "inappropriate use" security policy for use of networks, data, and

systems?
D (=TSSP 83%
T PSPPI 6%
(Lo 103V o= o To [T T FO RO RPPR P 7%
DON'T KNOW/NOT SUFE ....eeeeeeee ettt ettt et e e oo ook bttt et e e e e e e o a s b e be e et e e e e e s annbbbeeeeae s e nbbbeeeeaaeeesannnreees 3%

4) Are employees required to review and accept the written inappropriate use policy on any periodic basis?
(Base: 681 — those with inappropriate use policy in place only. Check all that apply)

L8 oo 0 I=T 0 0] 1[0/ 141 1 SRR 54%
[0 0o g = Tod ot 11 1o o F= - SRR 9%
EVEIY SIX MONMTNS ...ttt e e ek et e e e e et e e e st bt e e s nb et e nbb e e e e anb b e e e e enbbeeesennnes 1%
F Y 4 U= PP U PP OPU PRSPPI 27%
LT (ol o= Y OO PUPPP 14%
o SRR STPSR 12%
DON'T KNOW/NOT SUFE ....eeeeeeee ettt ettt e e e o4 ookttt et e e e e e e s a b e be e e e e e e e e e annbabeeeeaesaannbbeeeeaaeeesannnbeees 4%

5) How does your organization communicate the written inappropriate use policy to its employees and
contractors? (Base: 681 — those with inappropriate use policy in place only. Check all that apply)

[ F= U0 (oo ) Y0 153 10T 1T o SRR 62%
=T o1 o] o[l o T | TSP PT PRSP 47%
AVAY T oI =] (=1 1= o R PR 39%
TrAINING MATETTAIS ...eei ittt ettt e e o bt e e et bt e e e st bt e e e s b be e e e s ahbe e e e abbbeeesanbaeeeeanbbeeeeans 31%
Direct communication frOM MANAGETS ........eii ittt s b e e et e e e st e e e e e anb b e e e anbbeeeseenes 29%
THFAINING CIASSES ...tteteeiie ettt et oo oottt e e e e oo e bbbt e et e e e e e s e ba b ee et e e e e e e o nbbbbe e e e e e e eannbbeeeeaeaeeaeannnbnenaaaaens 24%
1O 11 TP PP PRPPPTPPPP 3%

30T <4 L0 TR PU PP PTPPP 1%

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 18
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6) How often does your organization review or update its security policy? (Base: 681 — those with inappropriate
use policy in place only)

V=T VT 1010 11 1 PSRPP 5%
Y o 10 = Y2 ERRR 28%
YN 1[50 [T o 46%
(@1 a1 OSSPSR PPPPPPPPPRRt 2%
DON'TKNOW <. 19%

7) Please indicate all sources of insider intrusions in 2004 (Base: 214 — those experiencing insider intrusions.
Check all that apply)

Current employees in non-managerial POSItIONS ...........uuiiiiiiiiiiii it ee e e e e e e s aebeeee e e e aaaes 52%
Current contractors or temporary €MPIOYEES ........oouiiuuuiiiiieie ettt e e ee e e e e e e s aabbee e e e e e e aaans 34%
Current employees in managerial POSILIONS..........iiii i s s e e e e e e s s s s ar e s e e e e s e snareeeeessesnns 27%
Former employees in non-managerial POSITIONS.........uueiiieiiiiiiiiieii e e e e e s e e e e e e sr e e e e e e ennrnreees 24%
Former employees in managerial POSITIONS ...........cccuviiiiiie e e e e e e e e e e s s ee e e e e s s enrnreees 16%
Former contraCtorS/AEMPOTArY WOTKEIS. .......cii ittt ettt st e e s et e e s bt e e e s anbb e s annbeeesenees 13%
[ o 1 4 T PO 22%

8) With respect to your organization, what is the most adverse consequence that has ever occurred from an
insider network, data, or system intrusion?

Critical system disruption t0 0rganization ONIY...........cc.uuiiiiiii et a e e e e e e 22%
Critical system disruption affecting customers and buSINESS PAItNErS............ueiiiiiiiiiiiiiiiieie e 8%
Harm to organization’s rEPULALION ...........c..uiiieii e s e e e e e e e e e st e e e e e e e e s s ata b e e e eeeesssnnbeaeeeeeeesansnreees 7%
LOSS Of CUITENE OF fULUIE FTEVENUE ... ..eiiiiiiiiiii ettt ettt e e st e e e st e e e s st e e e s ansbeeeanbeeeeeansbeeeeenees 6%
Critical system disruption affecting the larger critical infrastructure SECOr............ccooviiiiiieeeeee i 4%
[0 TSI o) o L] (o1 =T PP 3%
LOSS Of DUSINESS PAINEIS ... . it e e e s s e e e e e e s s st eeeeeeeese s sntaaeeeeaeesansanbnneeeeeesannsnnnees <1%
[0 LTS3 ) 11 PP <1%
PEISONAL INJUIY ..ttt ettt s a bttt e oo a bttt e oo sk bt e e e ek b et e e aa kb et e e e st e e e s nbb e e e s anbbe e e e ennbeeeeannnes <1%
N[l 1q] o= Lo S PP PP PP PUPPP 50%
Hi#

Percents calculated on total respondent base of 819 unless otherwise specified.
Percent may not sum to 100 due to rounding. 19



