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SEI Reports Detail 12 Risks and 4 Best
Practices When Moving to the Cloud
This month the SEI released a pair of technical reports on security in
the cloud. Overview of Risks, Threats, and Vulnerabilities Faced in Moving to
the Cloud details 12 challenges organizations must consider when
developing applications using cloud services or moving existing
applications to the cloud. Cloud Security Best Practices Derived from Mission
Thread Analysis presents four security best practices organizations can
use to improve the cybersecurity posture of their cloud deployments.

The report also gives examples of how the practices can be
implemented in three of today’s most popular CSPs: Amazon,
Microsoft, and Google. “By providing the context and doing more
prototyping work, the SEI is better able to help organizations," says
Timothy Morrow, lead author of the reports and technical manager of
the situational awareness group within the SEI’s CERT Division.

“Cloud computing is a rapidly changing environment, with the CSPs
constantly adding and upgrading the services they provide,” says
Morrow. “Staying up to date on the changes, as well as the specific
cloud security service each CSP provides, is a big effort.”

Learn more.

https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551354
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551354
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551466
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551466
https://www.sei.cmu.edu/news-events/news/article.cfm?assetId=551598
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SEI NEWS

FloCon 2020 Registration Open
New SEI Book on Managing Technical Debt Published
Cyber Intelligence Report Outlines Best Practices and Biggest
Challenges

Join Our Mailing List Visit Our Website

SEI Publications

Death by Thumb Drive
Cloud Security Best Practices Derived from
Mission Thread Analysis
Overview of Risks, Threat, and
Vulnerabilities Faced in Moving to the Cloud

SEI Blog
Recent posts

An Application Programming Interface for
Classifying and Prioritizing Static Analysis
Alerts
Using OOAnalyzer to Reverse Engineer
Object-Oriented Code with Ghidra
Selecting Measurement Data for Software
Assurance Practices

SEI Podcast Series
Available in video and audio formats

Assessing Cybersecurity Training
DevOps in Highly Regulated Environments
Women in Software and Cybersecurity: Dr.
Ipek Ozkaya

SEI Events
Featured events

https://www.sei.cmu.edu/news-events/news/article.cfm?assetId=550265
https://www.sei.cmu.edu/news-events/news/article.cfm?assetId=546996
https://www.sei.cmu.edu/news-events/news/article.cfm?assetId=546717
https://www.sei.cmu.edu/news-events/news/article.cfm?assetId=546717
mailto:info@sei.cmu.edu?subject=Please%20Add%20Me%20to%20the%20SEI%20Bulletin%20Mailing%20List
https://sei.cmu.edu/
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551450
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551466
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551466
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551354
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551354
https://insights.sei.cmu.edu/sei_blog/2019/07/an-application-programming-interface-for-classifying-and-prioritizing-static-analysis-alerts.html
https://insights.sei.cmu.edu/sei_blog/2019/07/an-application-programming-interface-for-classifying-and-prioritizing-static-analysis-alerts.html
https://insights.sei.cmu.edu/sei_blog/2019/07/an-application-programming-interface-for-classifying-and-prioritizing-static-analysis-alerts.html
https://insights.sei.cmu.edu/sei_blog/2019/07/using-ooanalyzer-to-reverse-engineer-object-oriented-code-with-ghidra.html
https://insights.sei.cmu.edu/sei_blog/2019/07/using-ooanalyzer-to-reverse-engineer-object-oriented-code-with-ghidra.html
https://insights.sei.cmu.edu/sei_blog/2019/07/selecting-measurement-data-for-software-assurance-practices.html
https://insights.sei.cmu.edu/sei_blog/2019/07/selecting-measurement-data-for-software-assurance-practices.html
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551418
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551011
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=550299
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=550299
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Software Engineering Workshop for
Educators
Software and Cyber Solutions Symposium:
Benefits and Risks of Cloud Computing
Research Review 2019
FloCon 2020

SEI Videos 
Short videos of SEI work from our experts

Games That Work
Three Federal Government/DoD Cloud
Transition Issues and How to Prevent Them
Efficient NetFlow Partitioning via Minimum
Cuts

SEI Training

Foundations of Incident Management
September 10-13, 2019 (SEI Arlington, Va.)
ATAM Evaluator Training
September 18-19, 2019 (SEI Pittsburgh, Pa.)

SEI Careers
Featured opportunities

Senior Penetration Testing Engineer
Systems Administrator and Developer
Cyber Systems Engineer
All Current Opportunities

About the SEI Bulletin

The SEI Bulletin is a biweekly newsletter designed to keep you up to
date on SEI news, events, research, and other matters of interest to
the SEI community. We hope you find the SEI Bulletin useful and
informative.

https://www.eventbrite.com/e/16th-sei-software-engineering-workshop-for-educators-registration-55233714527
https://www.eventbrite.com/e/16th-sei-software-engineering-workshop-for-educators-registration-55233714527
https://resources.sei.cmu.edu/news-events/events/scss/index.cfm
https://resources.sei.cmu.edu/news-events/events/scss/index.cfm
https://www.sei.cmu.edu/news-events/events/Event.cfm?customel_datapageid_5541=190363
https://resources.sei.cmu.edu/news-events/events/flocon/
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551539
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551532
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551532
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551045
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551045
https://www.sei.cmu.edu/education-outreach/courses/course.cfm?courseCode=P139
https://www.sei.cmu.edu/education-outreach/courses/course.cfm?courseCode=P31
https://www.appone.com/applinkportal.asp?r_id=2491704&AdCode=sei1758
https://www.appone.com/applinkportal.asp?r_id=2427080&AdCode=sei1758
https://www.appone.com/applinkportal.asp?r_id=2169789&AdCode=sei1758
https://sei.cmu.edu/careers/index.cfm
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Send Us Your Story

Do you have a story about how an SEI technology has positively
affected your team or organization? If so, the SEI would like to hear
about it. Send a short summary of your success to info@sei.cmu.edu,
and you could be featured in a future issue of the SEI Bulletin.

Our mailing address is

Software Engineering Institute | Carnegie Mellon University | 4500 Fifth Avenue, Pittsburgh, Pa. 15213

 info@sei.cmu.edu
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