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SEI Bulletin — April 17, 2019  

CERT National Insider Threat Center 
Releases Sixth Edition of Common Sense 
Guide to Mitigating Insider Threats 
The CERT National Insider Threat Center, part of the SEI’s CERT Division, has 

released the sixth edition of its Common Sense Guide to Mitigating Insider 

Threats. This edition reports the center’s new research on unintentional 

insider threats and workplace violence, alongside fresh insights on the 

primary categories of insider threat: intellectual property theft, information 

technology sabotage, fraud, and espionage. The report also expands its 

organizational practices for mitigating insider threats to include positive 

workforce incentives, and it maps these practices to recent standards and 

regulations. 

https://mailchi.mp/sei.cmu.edu/november-1-sei-bulletin-288761?e=%5bUNIQID%5d
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644


 

 

“Many organizations feel insider threats are a greater risk to critical assets 

than external threats,” said Randy Trzeciak, director of the CERT National 

Insider Threat Center. 

 

Written for decision makers across an organization, the report is based on 

the CERT Division’s continued research and analysis of more than 1,500 

insider threat incidents across public and private industries. 

 

The Common Sense Guide to Mitigating Insider Threats, Sixth Edition, can be 

downloaded from the SEI’s Digital Library. 

 

Learn more.  

 

SEI NEWS 

• New Technical Note Helps Prioritize Cyber Resilience Review Results 

into Improvement Plan 

• Registration Period for Room in SATURN Conference Hotel Block 

Extended to April 22 

• SEI Announces Winner of 2019 Linda M. Northrop Software 

Architecture Award 
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SEI Publications 

• A Targeted Improvement Plan for Service 

Continuity 

• Exploring the Use of Metrics for Software 

Assurance 

• An Approach for Integrating the Security 

Engineering Risk Analysis (SERA) Method with 

Threat Modeling 

 

 

 

SEI Blog 
Recent posts 

• Six Free Tools for Creating a Cyber Simulator 

• A New Scientifically Supported Best Practice 

That Can Enhance Every Insider Threat 

Program! 

• Establishing the Pre-assessment DevOps 

Posture of an SDLC in a Highly Regulated 

Environment: Third in a Series 

• Business Email Compromise: Operation Wire 

Wire and New Attack Vectors 
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SEI Podcast Series 
Available in video and audio formats 

• Women in Software and Cybersecurity: Eileen 

Wrubel 

• Managing Technical Debt: A Focus on 

Automation, Design, and Architecture 

 

 

 

SEI Events 
Featured events 

• 2019 Cyber Law and Privacy Symposium 

• Cyber Simulator Showcase 

• SATURN 2019 

 

 

 

SEI Videos  
Short videos of SEI work from our experts 

• SEI Cyber Talk: Defending Your Computer 

Network from DNS Hijacking 

• SEI Cyber Talk: What’s It Like to Intern at the 

SEI? 

• SEI Webinar: What Makes a Good Software 

Architect (2019 Edition)? 

• SEI Cyber Minute: Natural Language 

Processing for Cybersecurity 
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SEI Training 

• Managing Technical Debt of Software 

June 3, 2019 (SEI Pittsburgh, Pa.) 

• Software Architecture Design and Analysis 

June 4-5, 2019 (SEI Pittsburgh, Pa.) 

• Insider Threat Vulnerability Assessor Training 

June 11-13, 2019 (SEI Arlington, Va.) 

 

 

 

SEI Careers 
Featured opportunities 

• Atlassian Administrator 

• Forensics Research Technical Manager 

• Deputy Chief Financial Officer 

• All Current Opportunities 

 

  

 

About the SEI Bulletin 

The SEI Bulletin is a biweekly newsletter designed to keep you up to date on 

SEI news, events, research, and other matters of interest to the SEI 

community. We hope you find the SEI Bulletin useful and informative. 

Send Us Your Story 

Do you have a story about how an SEI technology has positively affected 

your team or organization? If so, the SEI would like to hear about it. Send a 

https://www.sei.cmu.edu/education-outreach/courses/course.cfm?courseCode=P127
https://www.sei.cmu.edu/education-outreach/courses/course.cfm?courseCode=P34
https://www.sei.cmu.edu/education-outreach/courses/course.cfm?courseCode=P134
https://www.appone.com/MainInfoReq.asp?R_ID=2309833&B_ID=44&fid=1&Adid=0&ssbgcolor=FFFFFF&SearchScreenID=1178&CountryID=3&LanguageID=2&InternalJobCode=126116
https://www.appone.com/MainInfoReq.asp?R_ID=2268534&B_ID=44&fid=1&Adid=0&ssbgcolor=FFFFFF&SearchScreenID=1178&CountryID=3&LanguageID=2&InternalJobCode=126116
https://www.appone.com/MainInfoReq.asp?R_ID=2377026&B_ID=44&fid=1&Adid=0&ssbgcolor=FFFFFF&SearchScreenID=1178&CountryID=3&LanguageID=2&InternalJobCode=126116
https://sei.cmu.edu/careers/index.cfm


 

short summary of your success to info@sei.cmu.edu and you could be 

featured in a future issue of the SEI Bulletin. 

 

 

  

 

  

 

  

 

   

  

 

Our mailing address is 

 

Software Engineering Institute | Carnegie Mellon University | 4500 Fifth Avenue, Pittsburgh, Pa. 15213 

 

 info@sei.cmu.edu 

 

Want to change how you receive these emails? 

You can update your preferences or unsubscribe from this list. 
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